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Abstract: In this paper, we first establish the evaluation model of the individual risk index based on the social network analysis. The 

attributes of the individual through the behavior of the performance is divided into social attributes (including psychological attributes) 

and network attributes, and then to the social attributes of refinement, and that with some social attributes of people more dangerous. In 

which, we analyze the psychological factors, and the comprehensive evaluation of the factors, the network attributes are linked to the 

second tasks in the model. Then, we establish the model of double layer classification based on fuzzy clustering model and weighted 

Bias classification model. So as to make a preliminary classification of a large number of data, and finally get the specific behavior of 

the classification table "The Definition Sample of Cut Set of Fuzzy Matrix ". Then the weighted Naive Bayesian classifier is used to 

classify the individual behavior sets, so that each behavior is obtained from the correlation with terrorism. Then, we can use the weight 

and then return to the analysis of the individual can be derived from each person's expectations, the expectations of everyone, and applied 

to the first task of the risk index evaluation. 

Keywords: Combat Terrorism; Individual Risk Index; Evaluation Model; Fuzzy Clustering; Weighted Bias Classification; Double 

Classification Model; 

 

1. INTRODUCTION 
 

 

Figure 1. Terrorism is becoming the focus of attention (Photo 

from Internet) 

Since 9.11, terrorism has become one of the main factors that 

disrupts the international order, threatens national security and 

social stability. [1] With the development of network, modern 

terrorism has presented a series of new features and it has put a 

serious challenge to the national antiterrorist activities.  

Recently, a group of the extreme religious jihad who calling 

itself ISIS (of Islamic State of Iraq and Short al-Sham) is 

increasingly rampant and anti-terrorism situation is imminent. 

Under the current situation, the terrorist activities have become 

more wanton rampant rather than Low-key. Today, in the 

Internet boom, they are distorted by instant messaging, social 

networks and other forms of propaganda and make more people 

join them. [2] [3]  But a lot of people, who have psychological 

or mental problems, listen to their propaganda and then engage 

in terrorist activities. How can we find them, and make timely 

intervention? This is a proactive approach. Our paper will focus 

on this phenomenon to predict their behavior through the 

network and data flow so that we can identify the people who 

real need "repentance". 

 

2. THE DESCRIPTION OF THE 

PROBLEM 
In our paper, we will analyze the following contents: 

1. For first task, we will establish an evaluation model based 

on social network analysis of individual risk index. 

 

By analyzing the social attributes (including 

psychological attributes) and network properties, we will 

determine whether a person is a terrorist and assess his (or 

her) acceptance of terrorism. Based on the outcome, we 

will give his (or her) proposed measures accordingly. 

2. For the second task, we will establish a data classification 

model based on Naive Bayes classification. Based on the 

original big data provided by experts, we carried out a 

preliminary screening classification and obtain the status 

of each person's behavioral characteristics. At the same 

time, we can get the situation of terrorism in the region. 

 

We believe that the information obtained by the task two 

will be helpful for the analysis of the individual risk index 

in the task one. And the specific role of this part of the 

mission will be specifically explained in the model of task 

one.  

3. In the end, we will propose a reasonable suggestion to 

President Obama in response to the rampant ISIS in the 

near future. And at the end of the article, we will evaluate 

and summarize our model. 
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3. THE HYPOTHESIS OF PROBLEM 
In the section, we use some symbols for constructing the model 

as follows. 

We assume that: 

1. The data that experts have provided is very useful 

for us. And they provide the Internet keyword 

about terrorist organization or terrorist activities. 

2. We believe that the individual of the given data 

will not make physical and psychological changes 

within the time limit (72 hours). 

 

4. THE DESCRIPTION OF SYMBOL 
Table 1. The Description and Explanation of Symbol in 

this Paper 

Symbol Description and Explanation 

( )dC u
 

Point degree centrality 

( , )r u v
 

It represents the node u, whether there is a 

link with v 

( )cC u
 

Approaching Centrality 

( )BC k
 

Mediation Centrality 

' ( )BC k
 

relatively Centrality 

ij
 

Number of the shortest path between the node 

B and S 

( )ij k
 

Number between any two points i and j with 

k shortest path through the junction 

ija
 

Relationship between nodes i and j 

xi  Feature vector Centrality 

  The maximum eigenvalue 


 Scaling factor 

effC
 

Graph Theory (network), the average 

efficiency 

( )E G
  

Network Efficiency 

 
i jd

 
The shortest distance between nodes i and j 

I  Individual Risk Index 

 

5. MODELING 

5.1 An Evaluation Model in Individual 

Risk Index Base on the Social Network 

Analysis 
In recent years, with the dynamic social network analysis, we 

can find complex covert network, and through a series of 

algorithms to estimates people who have been in contact with 

terrorism individuals risk index, in order to determine a key 

figure what we need. And then take corresponding measures to 

solve it. 

In terms of the key figures digging, Dr. Nasrullah Mammon 

proposed concept of Network Efficiency, Location of Role 

Centers and Dependence centrality based on Traditional Center 

index. It provided calculating individual risk index with a new 

set of indicators. Dr. D. M. Akbar Hussein proposed a new 

method to calculate individual risk index, these are of high 

academic value in the key figure in the fight against terrorist 

networks. 

5.1.1 The constitution of Individual Risk Index 

Assessment 
Individual risk index is divided into two parts, social attributes 

and network attributes. By calculating the two parts of the 

property value, we can get an individual preliminary risk index 

of who have been in contact with terrorism. 

1. Social attributes, social attributes are the measurement 

indicators based on the basic situation of the individual 

with the person who has been exposed to terrorism. 

Generally considered, individuals with some social 

attributes are more threatening than others, so it could 

potentially be a key figure. According to the analysis of 

the relevant terrorist information display [4] [7] [10] [11] 

[14], people who have had contact with terrorism have a 

greater similarity in the following 14 attributes. Among 

them, the psychological factor accounted for a large 

proportion of the comprehensive measurement. 

 

Therefore, we mainly select these 14 social attributes, the 

specific description of the table as follow: 

Table 2. The selected social attributes (Total 14) 

Attribute name Explain 

Name 

Name appeared in the international or 

national terrorist files are more 

threatening 

Age 

In general, young people are more 

enthusiastic and aggressive, more than 

the elderly threat 

Sex 
Men are often more threatening than 

women. 

Marriage 
Married people tend to be stable, so the 

threat is relatively small. 

Nationality 
People who come from the countries of 

terrorism are more threatening. 

Religion 

People who have faith and believe in 

religion are more threatening than those 

who are not. 

Education 

Under normal circumstances, the 

higher education level, the greater the 

threat. 

Occupation 

People engaged in blasting, chemical, 

physical, transportation, computer and 

finance and other industries have 

professional skills, able to provide 

technical support for terrorist 

organizations, funds and other support, 

and therefore may be more threatening 
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Attribute name Explain 

Crime history 

It can be considered that the people 

who have the history of crime are more 

threatening. 

Psychological 

index 

People who have a certain degree of 

psychological problems(For example, 

depression, or dying)are easier access 

to terrorism, the greater its threat 

Comprehensive 

measurement 

According to the data collected by the 

intelligence, According to the 

comprehensive index of its behavior, 

from this comprehensive indicator of 

their daily behavior, then give the 

impact factor 

Participate in 

the number of 

terrorist 

activities 

People involved in many terrorist 

activities the more experienced, 

therefore more threatening 

Social features 

If a person's social appearance is bad, 

compared the good person, can be 

considered as a threat to the greater 

Recruiting 

ability 

If someone has the ability to recruit 

terrorists, it is more threatening. 

 

2．Network attributes. Network attribute is the measurement 

index determined by a series of social network analysis method. 

Social attributes are based on the personal characteristics of the 

individual with the contact with terrorism, there are some 

subjective and one-sided. [5] [9] [12] Here, we analyze the 

network properties based on social network analysis, to be 

more objective, comprehensive evaluation of the risk of 

exposure to the individual risk index. In social network 

analysis, the center is one of the most important indicators. 

Therefore, we determine the network properties based on 

central degree. The main network attributes include: Center of 

point, Proximity Center, Center of media, Eigenvector 

centrality and network efficiency. 

1) Point degree center. The center of the point is the typical 

representative of the center; it refers to the degree of 

concentration as determined by each node in the network 

diagram. Index of individual activity, it is the most direct and 

simple way to measure individual centrality. This concept 

comes from the concept of "Star" in the social metrology. In 

terrorist activities, terrorists are often more important to have a 

relatively high degree of centrality. If a person has been 

exposed to terrorism has a direct connection with many other 

members of the terrorist activities, then it can be considered as 

an important platform for the members to obtain and exchange 

information in the network. 

The most common definition of the center of the point is: 

( ) ( , )dC u r u v  

Among them, r (U, V) is a two variable, which is used to 

indicate whether there is a link between u and v. 

(2) Close to the center. Close to the center of the network is 

based on the distance between a node and other nodes. The 

shorter the total distance, the higher the degree of the network. 

Close to the center of the information to measure how long it 

can spread from one node to the other nodes in the network, 

shows the close degree between the actors and the other actors. 

In terrorist activities, the individuals who are close to the 

central level are in the central position of the contact with 

terrorism, they can get in touch with other members of the 

terrorist activities through a minimum of intermediate position, 

so that more independent of the other terrorists. 

For the most common definition of proximity to the center: 

1
( )

( , )
c

v V

C u
d u v


  

Among them, ( , )v V d u v  representing the distance of any point 

u V in graph theory ( , )G V E .It should be noted that, unlike 

the point of the center of the degree, the proximity of the center 

is a measure of the overall network. 

(3) The center of the media. Medium centrality is the frequency 

that a node appears on the other nodes to contact the path, and 

measure the degree of the connection between the nodes as the 

other nodes. Terrorist activities, a node that has a low degree 

but it contacts with a terrorist usually has a high degree of 

mediation, such a person plays the role of a broker or a 

goalkeeper to control the communication and exchange of 

information. [13] [15] [16] [17] But in the real environment, 

communication is often not strictly in accordance with the 

network path, in view of this situation, some scholars put 

forward two kinds of methods to measure the Intermediate 

Center. The first one is based on the calculation of all the 

possible paths between a pair of nodes, and the second is based 

on the random path calculation. 

At present, the most common definition of the center of the 

center is: 

( )
( )

ij

B i

ij

k
C k j k V




   

 

Among them， ij
 is the number of shortest paths between B 

and S, 
( )ij k

 is the shortest path through the number of nodes 

K between i and j. 

However, in the real world, a pair of nodes often has many 

paths, which makes the calculation of the center of the media 

becomes very complicated. Similarly, the computation of 

( )BC k
 is also influenced by the network size. By dividing the 

K by dividing the number of nodes outside the ( 1)( 2)n n   can 

be standardized, the relative center degree is obtained. 
Freeman gives the definition of relative centrality: 

2

( )
' ( )

( 3 2) / 2

B
B

C k
C k

n n


   

(4) Feature vector center degree. The concept of feature vector 

centrality is firstly proposed by Bonefish. Subsequently, the 

PageRank algorithm of Google improved it. The nodes defined 

by the center of the feature vector are the nodes which are in 

the central position in the central position. Let express an 

Adjacency matrix of n n . If the node i and node j by the line 

directly connected, then
1ija 
；Conversely，

0ija 
.Because 

A is a symmetric matrix, so its eigenvalues are real numbers, 
the feature vectors are orthogonal and can be used to be of the 

right. Then the feature vector of the center node xi  is defined 

as the maximum eigenvector of the A in the i  standard. The   
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for maximum eigenvalue, the corresponding eigenvector x ,then 

A x  ，then 
1

x Ax



，and as follows: 

1

n

ij jj
xi a x


 

 

Proportional coefficient

1





，This xi  is proportional to the 

center of the eigenvector of the other nodes connected to it. 

(5) Network efficiency. Complex networks can be understood 

from the point of view of efficiency, For example, it is believed 

that a network with a small world character is very efficient in 

information transmission. Network efficiency ( )E G is a 

measure of the nodes in a network to exchange information 

efficiency indicators. In order to define the efficiency of M, we 

first calculate the shortest distance 0i jd
 between nodes J and I. 

Assume that each node sends a message through their contact. 

The communication efficiency of the node i and j is inversely 

proportional to its shortest distance. 

When there is no path between the nodes ‘i’ and ‘j’, 0i jd  , 

and the network efficiency is 0.Suppose N is the number of 

nodes in the network size or graph theory, The average 

efficiency of graph theory (Network) G can be defined as: 

 
1 1

( ) ( 0,1 )
( 1)

eff efi
i j

C E G j G C E
N N d

    



 

From the above formula can be obtained in the  0,1  interval 

value. 

5.1.2 Individual Risk Index Calculation in who have 

been in contact with terrorist 
The traditional social network analysis method often evaluates 

the key figures only through a series of network indicators, and 

do not consider the individual with the exposure of terrorism 

has its own characteristics. 

This is a good way to ensure the objectivity of the evaluation 

results, but in the practical application, it will cause the one-

sided and inaccurate. We learn from key figures evaluation 

method proposed by D. M. Akbar Hussein. On this basis, we 

introduce the degree coefficient of event participation and the 

individual risk index evaluation system to measure and 

calculate the risk index, and then evaluate the key figures. [19] 

1. Property classification and evaluation methods. Different 

methods for classifying and assigning attributes are the key to 

build individual risk index evaluation system. First of all, the 

classification method of the attributes is explained by the 

religious attributes (See table below). 

In comparison with those who have no faith, religion is more 

threatening. 

Table 3. Religious attributes 

Attribute 

name 
Possibility Fraction 

 

Religion 

 

A 4 

B 3 

C 2 

Faithless 1 

 

In order to avoid controversy, we use A, B, C to replace 

different religions and specific religion can be selected 

according to the specific circumstances in the actual analysis. 

In the above table, we divide our religious attributes into 4 

levels, that is, A, B, C, and no religion. Based on previous 

experience of terrorist incidents, it can be found that the 

terrorists often carry out terrorist activities in the name of 

religion. 

In comparison with those who have no faith, religion is more 

threatening. At the same time, in the case of specific terrorist 

incidents, such as religious conflicts caused by terrorist 

incidents, terrorists tend to have a common religious belief. In 

this case, people who believe in a particular religion are more 

likely to be terrorists than those who believe in other religions. 

Therefore, for a terrorist event, it can be considered that the 

people who have his belief of a religion (such as A) are more 

threatening and more likely to become a key figure. Therefore, 

for religious A, we give the highest score - 4 points. A or B 

except for C, we give the lower score-3 or 2, respectively. The 

people who have no faith are considered to be the least 

threatening, so it is given the lowest score of 1 point. [21] [22] 

It should be noted that individuals engaged in terrorist activities 

are often concealed. Due to the impact of the national 

intelligence agencies, their information may be difficult to 

obtain. If the specific information of a terrorist is not obtained, 

then the attribute is given a minimum of 1 point. In another 

example, the table below grade social landscape attributes as 

follows: 

Table 4. Social features 

Attribute 

name 
Possibility Fraction 

Social 

features 

(suspected) Terrorism 5 

Violence / Racism / Drug / Crime 4 

Solitary / Independent 3 

General 2 

Good 1 

 

Psychological indicators are shown in the following table: 

Table 5. Psychological Index property 

Attribute 

name 
Possibility Fraction 

Psychological 

Index 

Violent mental illness/ 

Serious violence obsessive-

compulsive disorder / Mental 

illness delusions of 

persecution 

4 

With excitement tendency of 

psychological disease/With 

mild, moderate excited state 

of mind 

3 

Have depression type mental 

disease / Have other mild 

mental disease 

2 

Mental normal / Mental 

disorders 
1 

 

The comprehensive measurement attributes are shown in the 

following table: 
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Table 6. Comprehensive measurement attribute 

Attribute name Possibility Fraction 

Comprehensive 

measurement 

A lot of contact with the 

nature of the content 

related to terrorism 

5 

Having contact with the 

contents of a terrorist 

nature 

4 

Who do not have contact 

with the terrorist nature of 

the content / Who have 

contact minimal nature of 

the content. 

1 

 

The rest of the property will not go; their design principle is the 

same. 

Of course, these selected properties are not absolute. 

Depending on terrorist activities and their structure, we can 

adjust the content of the above indicators and make it more 

accurate estimates. 

2. Individual Risk Index calculation steps. 

Individual risk index calculations are divided into the following 

steps: 

1) The social attributes and network properties that 

we select are subdivided into several stages and we 

give a different score for each level. On this basis, 

we will build individual risk index evaluation 

system. 

2) According to the information collected from the 

members of the terrorist activities, we will use the 

individual risk index evaluation system to score; 

3) We can calculate the risk index of each node of the 

network by using the attribute values of each 

member to sum and multiplying its corresponding 

event participation degree coefficient. By 

comparison, we can determine the position and 

importance of each node in the network. 

Expressed by the formula: 

1
( )

n

i ii
I P S N


   

Finally, the key figures in the network can be obtained by 

comparing their individual risk index. It can be considered that 

the individual risk index value is the key person in the network. 

It is worth noting that they are not necessarily at the center of 

the network. 

5.2 A Double Classification Data Model 

Based on Fuzzy Clustering Model and the 

Bayesian Classification Model with 

Weighted 
From the point of view in behavior, the individual long-term 

network behavior has a certain stability. And may correspond 

to social reality people's social behavior. Therefore, analysis of 

network behavior is important. However, depending on the 

focus of research and application, the classification method is 

different. So, faced with a particular problem, we need to 

classify from a particular angle. 

In the face of a large amount of data, we preprocess the data 

first, using small sample to get the distance matrix, and then the 

fuzzy clustering method for a large number of data in the 

network behavior of the initial classification. Then use the 

weighted Bias classification method to set up the key words in 

the sample, and then segment the data which has already been 

classified, and filter out the content we need. [23] [24] 

5.2.1 Data pre-processing 
Take out the data from the 100 IP addresses, from a pair of 

multiple perspectives, the corresponding behavior of each IP 

address to get out, a table as shown below. That each action 

corresponds to a value. The value should be determined 

according to the actual situation, for determining the 

classification of indicators. 

As shown in the table below, the 𝑋1、𝑋2、𝑋3….𝑋𝑛 score table 

for different user behavior observation points: 

Table 7. User score table for different behavior 

observation points 

Behavior 

User 
𝑿𝟏 𝑿𝟐 𝑿𝟑 … 𝑿𝒏 

A 𝑎1 𝑎2 𝑎3 … 𝑎𝑛 

B 𝑏1 𝑏2 𝑏3 … 𝑏𝑛 

C 𝑐1 𝑐2 𝑐3 … 𝑐𝑛 

D 𝑑1 𝑑2 𝑑3 … 𝑑𝑛 

 

First, the average value of the sample of each behavior is 

calculated: 

1

1 n

k ki

i

x x
n 

 
 

And standard deviation: 

2

1

1
( )

n

k ki k

i

S x x
n 

 
 

Secondly, the standard value of each data XXX, and the 

standardization of data compression to YYY closed interval: 

' '
'' min

' '

max min

ki k
ki

k k

x x
x

x x





 

（
'

maxkx
and

'

minkx
said the maximum value and the minimum 

value respectively) 

5.2.2 Fuzzy clustering behavior pattern classification 
Now,  𝑥𝑖 and 𝑥𝑗  are two of the data that have been processed, 

and the function d （ 𝑥𝑖 ， 𝑥𝑗 ）  satisfies the following 

conditions: 

1. Non negative： 

2. To all 𝑥𝑖  and 𝑥𝑗，d（𝑥𝑖，𝑥𝑗）=0   𝑥𝑖=𝑥𝑗  

3. Symmetry: for all 𝑥𝑖  and 𝑥𝑗，d（𝑥𝑖，𝑥𝑗）= d（

𝑥𝑗，𝑥𝑖） 

4. Triangle inequality: for all𝑥𝑖，𝑥𝑗，𝑥𝑘，d（𝑥𝑖，

𝑥𝑗）+ d（𝑥𝑗，𝑥𝑘）≥d（𝑥𝑖，𝑥𝑘） 
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Then, in the p-dimensional Euclidean space, the Euclidean 

distance between any two elements I and j is defined as the 

square root of the difference of the vector: 

1
2 2

1

( , ) [ ( ) ]
p

i j is js

s

d x x x x


 
 

In order to avoid the large difference between the results of a 

one-dimensional distance, it is necessary to carry out a linear 

transformation, the standard of all variables, each variable will 

be subtracted from the mean, then divided by the square root. 

After that, each variable has zero mean and unit variance, with 

the same weight to participate in the distance calculation. 

In order to obtain the grouping of the vector of all network user 

behavior, the distance of all the vectors is usually considered, 

and the distance of the 100 samples is also expressed as the 

distance of the sample: 

0

(2,1) 0

(3,1) (3,2) 0

0

(100,1) (100,2) (100,3) 0

d

d d

d d d

 
 
 
 
 
 
 
   

Among them, d（𝑥𝑖，𝑥𝑗） represents the distance between the 

behavior of i and the behavior of j. 

After that, the cut sets of fuzzy matrices are defined, and the 

classification of the large numbers of data can be classified: 

Table 8. The Definition Sample of Cut Set of Fuzzy Matrix 

Categ

ory 

Access 

to 

Inform

ation 

Commun

ication 

Leisure 

and  

Entertai

nment 

E-

comme

rce 

… 

Body 

behav

ior 

News, 

informa

tion 

acquisit

ion, 

work 

related 

informa

tion, 

search 

engines

, 

electron

ic 

journals

, online 

search, 

browse 

the 

web, 

read 

informa

tion, 

online 

Online 

chat, 

email, 

SMS, 

BBS 

forum, 

communit

y, 

discussion 

group, 

free 

personal 

home 

page, 

Internet 

phone, 

alumni, 

RENREN, 

Wechat, 

Tieba…

… 

Online 

games, 

multimed

ia 

entertain

ment, 

video 

viewing, 

live 

online, 

online 

reading

…… 

Online 

educati

on, 

softwar

e 

upload 

/ 

downlo

ad 

services

, online 

hospital

, online 

banking

, online 

design

…… 

… 

Categ

ory 

Access 

to 

Inform

ation 

Commun

ication 

Leisure 

and  

Entertai

nment 

E-

comme

rce 

… 

reading

…… 

Keyw

ords 

𝑎1、

𝑎2 … 𝑎𝑛 

𝑏1、

𝑏2 … 𝑏𝑛 

𝑐1、

𝑐2 … 𝑐𝑛 

𝑑1、

𝑑2 … 𝑑𝑛 
… 

5.2.3 Weighted Bayesian behavior pattern analysis 

In this context, we preprocess the raw data and classify it based 

on fuzzy clustering. By the above classification, we can know 

what behavior is the user's risk behavior through the data 

acquired by the large data. On this basis, we will again through 

the Bias classifier to the specific behavior of the key words for 

a classification. This classification is mainly to have good user 

behavior and the abnormal behavior of the two classification. 

In order to effectively apply the data after the second 

classification, we will use the method based on the weighted 

Bias classification to analyze the behavior patterns that have 

been collected. The expression of the discriminant function is 

as follows: 

1 1

( ) arg max ( ) ( | ) k

d
v

j i j
j m k

e x p C p x C
  

 
 

Based on the reparability judgment, we can obtain the final 

weights. We use JF(k) to represent the function, which means 

that the weight of the right of the classification of each feature. 

We use 1 2( , , , )nD z z z  to represent the specific behavior of the 

keyword set (the following abbreviation for the sample word 

set). 1 2, , , dA A A  represents a set of continuous variables. 

1 2{ , , , }mC C C C  is used to represent the set of samples, and j 

is expressed by 
( ) ( ) ( )

1 2( , , , )
j

j j j

nz z z . And 1,2,3, ,j m . For any 

attribute kA , it is compared with the variable of the class object 

concentration. The expression of the jC
 component of A is 

calculated as follows : 

( )

1

1 jn

j

jk jk

jj

z
n




 
 

The total mean value is: 
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1

1 n

k jk

j

z
n




 
 

Class distance difference: 

2

1

( ) ( )
m

j jk k

j

SB k n  


 
 

 Class within the difference: 

( ) 2

1 1

( ) ( )
j

ik

nm
j

ik

j i

SW k z 
 

 
 

 The value of JF(k) can be obtained: 

( )
( )

( )

SB k
JF k

SW k


 

In this function, SB (k) is used to describe the dissimilarity 

between the class t class and SW (k) is used to describe the 

dissimilarity of different samples within the same class. 

According to the definition of the criterion function, we can 

infer that the value of JF (k) is becoming more and larger and 

belongs to the same class. At the same time, the degree of 

similarity between different samples is lower. With the increase 

of the value of JF(k), the classification of its types is gradually 

enhanced. 

For this function, when the value of JF is above the average, in 

order to improve the function of it, we should increase the 

weight to more than 1. When the value of JF is less than the 

average, the weight should be reduced to less than 1 in order to 

weaken the function of tithe method of establishing weights is 

given below: 

Assuming the weight of Fisher is kv
: 

1

( )

( )
k d

k

JF k d
v

JF k






 

So the definition of weighted Bias classifier based on Fisher 

criterion function is as follows: 

2

2

1

2

2
1 1

( )1
exp

22
( | )

( )1
exp

22

vk
d

k jk

j

k jkjk

j vk
dm

k jk

j

j k jkjk

y u

P C y
y u









 

  
 
  
  
 
  



 
 

By using the above model, we have made the two processing 

of the data that have been processed before the specific 

behavior of the key words. So we can get the results, and be 

able to judge the situation of the regional terrorism related 

communication activities, as well as the impact of the key 

social or network factors. 

 

In the table, the value 1 2 4, , , , ,n nw w w w
  presents the 

weights given by each keyword after the classification has been 

classified by weighted Bias. Based on the weight of keywords, 

we can know what the specific content is similar to this kind of. 

In using this model, we will prepare a part of the similar sample 

data to be simulated and get the weights. 

Therefore, the weights and the results from the previous 

training simulation are compared with the results of the 

previous training simulation, which can find out the individual 

and regional terrorist activities. Title and Authors 

The title (Helvetica 18-point bold), authors' names (Helvetica 

12-point) and affiliations (Helvetica 10-point) run across the 

full width of the page – one column wide. We also recommend 

e-mail address (Helvetica 12-point). See the top of this page for 

three addresses. If only one address is needed, center all address 

text. For two addresses, use two centered tabs, and so on. For 

three authors, you may have to improvise. 

6. MODEL SUMMARY AND 

IMPROVEMENT 
With the improvement of living standards, network security has 

become a hot issue of social concern, with the help of the 

network, the activities of terrorist organizations have been 

greatly expanded, and the research of network user behavior 

has become an important research topic. In the first question, 

we established the evaluation model of the individual risk index 

based on the social network analysis, and described the 

evaluation of the key figures in the terrorist network. In this 

second question, we first preprocess the data, and then we 

establish a fuzzy matrix model and a data classification model 

based on weighted Naive Bayesian classification to achieve a 

fast data classification, and we can get the information of each 

weights, laying the foundation for the next step in the analysis 

of personal information. This is of great significance to the 

management of network security. The advantages and 

disadvantages of the two models in this paper are as follows: 

6.1 The advantage & disadvantage of 

Evaluation Model in Individual Risk Index 
Advantages: 

1. The personal attributes are classified into social 

attributes and network attributes, which are 

described, and the corresponding evaluation index 

system is established. We can take advantage of 

 1a  2a   
na  1b  2b   

nb  1c  2c   
nc  1d  2d   

nd   

Access to Information 1w  2w   
nw  0 0  0 0 0  0 0 0  0  

Communication 0 0  0 1nw   2nw    
2nw  0 0  0 0 0  0  

Leisure and Entertainment 0 0  0 0 0  0 2 1nw   2 2nw    
3nw  0 0  0  

E-commerce 0 0  0 0 0  0 0 0  0 3 1nw   3 2nw    
4nw   

                  

 

Table 9. Weighted Bias classification weight based on fuzzy classification of specific behavior 
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the rank difference of two attributes; analyze what 

kind of activity that a person has to do, in order to 

make the concrete action to prepare. 

2. In this model, a Meta network (human relationship 

network) and multi - Network (task network, skill 

network) are described. 

Disadvantages: 

1. This paper is based on the static network model, 

and it is from the perspective of the individual, it 

can be further extended by the key individuals to 

find a key group, from the perspective of dynamic 

network to construct a network model of terrorist 

groups. 

2. Because this model relates to social and network 

two attributes, so in this based ranking, it is 

possible to weaken the influence of a certain 

attribute, and thus cause the error. 

6.2 The advantage & disadvantage of Data 

Classification Model 
Advantages: 

1. The weighted Naive Bayesian algorithm can 

estimate the required parameters based on a small 

amount of training data. Based on these, we can 

classify a large number of data. 

2. The weighted Naive Bayesian algorithm is the 

simplest algorithm in the Bias classification 

algorithm and it can be obtained by the data after 

the classification of the data on the basis of each 

data classification. 

3. It has great flexibility for different types of data 

and different requirements of data classification. It 

also can establish a relatively stable classification 

model and not rigidly adhere to several data 

classification. And according to the actual needs of 

information classification, the model can be 

improved. 

4. Bias network has a strong ability to deal with 

uncertainty problem. Bias network uses 

conditional probability to express the relationship 

between the various elements of information. It 

can learn and reason under the conditions of 

limited, incomplete and uncertain information. So 

we can effectively integrate information with the 

key words of our hypothesis. 

Disadvantages: 

1. In this model, it can be used to classify the data in 

the algorithm. So it is not possible to achieve the 

actual application. There will always be some 

errors. 

2. The use of this model is to know a prior 

probability. It means that the model only can be 

obtained by a large number of data learning. This 

requires that a large amount of data is required to 

train the model to improve the accuracy of the 

model. 

3. Classification decision error rate. The main reason 

for the induction of these errors is due to the 

problems in the training process. The main reasons 

may be that the model design is unreasonable; the 

model training data is not sufficient or not typical 

and so on. 

6.3 The advantages and disadvantages of 

fuzzy matrix classification model 
Advantages: 

1. Many concepts in real life are very difficult to 

distinguish between "with" and "no". Therefore, 

fuzzy clustering is used to describe the relationship 

between the behavior and the effect of the initial 

classification. 

Disadvantages: 

1. The selection of the fuzzy matrix has some errors, 

too large and too small can lead to classification 

error. 
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