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Abstract:Recent applications of artificial intelligence in computer network consider big data methods is studied in this research. The 

development of computer network technology has also been better developed and used globally because of its high performance and 

many development advantages. The biggest advantage of artificial intelligence technology is to be able to dig and analyze data better, 

to be able to analyze different users finely, so as to better assist in decision-making.  Therefore, this paper discusses the novel 

suggestions for the AI based model. 
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1. INTRODUCTION 
In the actual application of computer network technology, 

information technology can then provide a convenient basis 

for industrial transformation and upgrading. The effective 

combination of general data mining technology and artificial 

intelligence technology is an important trend in the future 

development of computer network technology.  

The biggest advantage of artificial intelligence technology is 

to be able to dig and analyze data better, to be able to analyze 

different users finely, so as to better assist in decision-making. 

According to the review, the focuses of the AI has the 2 core 

features for referring. 

(1) The use of artificial intelligence technology can ensure the 

security of computer operations. It is also possible to manage 

the Internet computer network environment and also regularly 

maintain the network security system to further improve the 

application rate of computer network technology and Problem 

solving ability. 

(2) At present, artificial intelligence technology can already 

be seen in people's daily life. For example, artificial 

intelligence technology emerging in the knowledge transfer 

and intelligent language. We can use artificial intelligence 

technology to simulate routine and further process-oriented 

operation and maintenance tasks to achieve structured 

management of the management and other issues. 

Artificial intelligence technology can transform a single point 

of information into multiple pieces of information, ensuring 

that the acquired data information is true and effective, and 

can also enhance information analysis capabilities, and then, 

the figure 1 shows the big data methods and in the following 

sections, the details of applications of artificial intelligence in 

computer network considering big data methods will be 

considered in detail. 

 
Figure. 1  The Big Data Methods (Source URL: 

https://www.zarantech.com/blog/can-differentiate-big-data-analytics-

statistical-predictive-modelling-techniques/) 

2. THE PROPOSED METHODOLOGY 

2.1 The Big Data Network Analysis 
Computer network technology will generate a large amount of 

data information in the application process, and it will then 

consume a lot of labor and the time costs in the application 

process. Therefore, relevant managers need to further extract 

effective value information through systematic data mining 

analysis and integration, so as to apply it to the development 

of the industry. Speed in big data refers to the speed of 

generating data as well as the general speed of analyzing and 

processing data. The demand for the smart mobile devices has 

increased greatly in the information age, and the information 

flow is increasing at a faster rate, which simultaneously makes 

big data real-time analysis and planning technologies more 

popular. For the big data scenario, the security concerns will 

be essential. In the era of big data, the application of artificial 

intelligence can further improve the management level of the 

computer network information security. 

In the manual technology application process, technicians can 

building computer firewalls and anti-spam system to reduce 

the leakage of information. Although although many network 

security mechanisms have been established to make people a 

better network experience, the computer network systems still 

suffer from user information leakage with network systems 

still have the problem of user information leakage. Then, we 

should consider the 3 major aspects shown as the table 1. 
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Table 1. The Computer Security Issues 

Issue Details 

Risk Prediction 

Based on Big Data 

Predictive analytics is the technique of 

predicting future outcomes based on 

historical and currently updated data. 

Openness of the 

Network 

During the open use of the network, 

TCP/IP protocol in the Internet 

environment, it is difficult to reflect its 

own security, data information 

processing functions appear a certain 

lack, increasing the uncertainty of 

network information security. 

System 

Vulnerabilities 

It is common for people to use patch 

fixes to resolve system vulnerabilities 

problems, until the relevant repair work 

is completed, the computer will face a 

more serious serious information 

security threats. 

 

2.2 The Applications of Artificial 

Intelligence in Computer Network 
Artificial intelligence technology includes expert decision-

making methods, which can help the people effectively solve 

various problems they encounter in a short period of time 

when they use computer network technology. In the process 

of disposal, there will be mistakes in the length of complex 

operation and maintenance work, which will cause problems 

in the quality of operation and maintenance. Based on this 

situation, artificial intelligence technology can be used to then 

realize the operation and maintenance of the complex network 

management work. The main reason is that, on the one hand, 

artificial intelligence technology can further quickly classify 

information and avoid problems caused by human operations; 

on the other hand, it can also improve the overall quality of 

the system management. Artificial intelligence technology can 

use computers to perform calculations to analyze and process 

network information data.  

Because of the high accuracy of its calculation results, it can 

greatly prevent unnecessary consumption of the manpower, 

material resources and financial resources. The application of 

artificial intelligence technology to computer network system 

evaluation is more intelligent to help users solve some 

common technical problems, and it can make good detection 

of computer systems, assess the status of the computer system 

operation, and also better inform users of the corresponding 

operations.  

3. CONCLUSION 
Recent applications of the artificial intelligence in computer 

network consider big data methods is studied in this research. 

Artificial intelligence technology can provide more intelligent 

algorithms and service technologies, effectively solve various 

problems in computer networks, and improve the quality and 

efficiency of the computer network operations. Through the 

in-depth analysis, the applications are discussed. 

4. REFERENCES 
[1] Comer, Douglas E. The Internet book: everything you 

need to know about computer networking and how the 

Internet works. Chapman and Hall/CRC, 2018. 

[2] Barakabitze, Alcardo Alex, Arslan Ahmad, Rashid 

Mijumbi, and Andrew Hines. "5G network slicing using 

SDN and NFV: A survey of taxonomy, architectures and 

future challenges." Computer Networks 167 (2020): 

106984. 

[3] da Costa, Kelton AP, João P. Papa, Celso O. Lisboa, 

Roberto Munoz, and Victor Hugo C. de Albuquerque. 

"Internet of Things: A survey on machine learning-based 

intrusion detection approaches." Computer Networks 151 

(2019): 147-157. 

[4] Thangaramya, K., Kanagasabai Kulothungan, R. 

Logambigai, Munuswamy Selvi, Sannasi Ganapathy, and 

Arputharaj Kannan. "Energy aware cluster and neuro-

fuzzy based routing algorithm for wireless sensor 

networks in IoT." Computer Networks 151 (2019): 211-

223. 

[5] Zhong, Ying, Wenqi Chen, Zhiliang Wang, Yifan Chen, 

Kai Wang, Yahui Li, Xia Yin, Xingang Shi, Jiahai Yang, 

and Keqin Li. "HELAD: A novel network anomaly 

detection model based on heterogeneous ensemble 

learning." Computer Networks 169 (2020): 107049. 

[6] Radoglou-Grammatikis, Panagiotis, Panagiotis 

Sarigiannidis, Thomas Lagkas, and Ioannis Moscholios. 

"A compilation of UAV applications for precision 

agriculture." Computer Networks 172 (2020): 107148. 

[7] Caminero, Guillermo, Manuel Lopez-Martin, and Belen 

Carro. "Adversarial environment reinforcement learning 

algorithm for intrusion detection." Computer Networks 

159 (2019): 96-109. 

[8] Shakarami, Ali, Mostafa Ghobaei-Arani, and Ali 

Shahidinejad. "A survey on the computation offloading 

approaches in mobile edge computing: A machine 

learning-based perspective." Computer Networks 182 

(2020): 107496. 

[9] Dourado Jr, Carlos MJM, Suane Pires P. da Silva, Raul 

Victor M. da Nobrega, Antonio Carlos da S. Barros, 

Pedro P. Reboucas Filho, and Victor Hugo C. de 

Albuquerque. "Deep learning IoT system for online 

stroke detection in skull computed tomography images." 

Computer Networks 152 (2019): 25-39. 

[10] Liu, Yi-Ning, Yan-Ping Wang, Xiao-Fen Wang, Zhe 

Xia, and Jing-Fang Xu. "Privacy-preserving raw data 

collection without a trusted authority for IoT." Computer 

Networks 148 (2019): 340-348. 

[11] Mohamed, Reem E., Walid R. Ghanem, Abeer T. Khalil, 

Mohamed Elhoseny, Muhammad Sajjad, and Mohamed 

A. Mohamed. "Energy efficient collaborative proactive 

routing protocol for wireless sensor network." Computer 

Networks 142 (2018): 154-167. 

[12] Kouicem, Djamel Eddine, Abdelmadjid Bouabdallah, 

and Hicham Lakhlef. "Internet of things security: A top-

down survey." Computer Networks 141 (2018): 199-221. 

[13] Guo, Junqi, Lan Yang, Rongfang Bie, Jiguo Yu, Yuan 

Gao, Yan Shen, and Anton Kos. "An XGBoost-based 

physical fitness evaluation model using advanced feature 

selection and Bayesian hyper-parameter optimization for 

wearable running monitoring." Computer Networks 151 

(2019): 166-180. 

[14] Bilal, Kashif, Osman Khalid, Aiman Erbad, and Samee 

U. Khan. "Potentials, trends, and prospects in edge 

technologies: Fog, cloudlet, mobile edge, and micro data 

centers." Computer Networks 130 (2018): 94-120.

http://www.ijsea.com/

