International Journal of Science and Engineering Applications
Volume 11-Issue 06, 76 - 88, 2022, ISSN:- 2319 - 7560
DOI: 10.7753/IJSEA1106.1002

Securing Cloud Computing Contents with Cryptography
and Steganography

Faluyi Bamidele Ibitayo®*
Department of Computer
Science, Federal Polytechnic
Ado-EKiti, Ekiti State. Nigeria

Oguntuase RianatAbimbola®*
Department of Computer
Science, Federal Polytechnic
Ado-EKkiti, EKiti State. Nigeria

Makinde Bukola Oyeladun®,
Department of Computer
Science, Osun State College of
Technology, Esa-Oke. Nigeria

Abstract: Cloud computing is a model for enabling convenient, on-demand network access to a shared pool of configurable and
reliable computing resources (e.g., networks, servers, storage, applications, services) that can be rapidly provisioned and released with
minimal consumer management effort or service provider interaction. This paper is about securing the cloud, which help to protect
private information, sensitive data and can enhance the security of communication between client apps and servers. In essence, when
your data is encrypted, even if an unauthorized person or entity gains access to it, they will not be able to read it. There will be a secure
way to access our data and make it secure by using Cryptography and Steganography. This paper is a details work on combination of
cryptography and steganography used in securing data/information. It shows how the simplest methods work and how they can be
explored. It uses symmetric encryption algorithm to provide more security.
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1. INTRODUCTION

Cloud computing refers to the ability to access and
manipulate information stored on remote servers, using any
Internet-enabled platform, including smartphones (Getaneh,
et. al, 2016). Cloud computing is a relatively new technology
that will have a great impact on our lives. Using this
technology, it is possible to access computing resources and
facilities anytime and anywhere. Cloud computing is also
known as the cloud. Cloud computing serves a wide range of
functions over the Internet like storage. Taking advantage of
resource sharing, cloud computing is able to achieve
consistency and economies of scale (Rohan and Dhanamma,
2017). Cloud computing does not have a common accepted
definition yet. The National Institute of Standards and
Technology (NIST) defined five essential characteristics of
cloud computing, namely: on-demand self-service, broad
network access, resource pooling, rapid elasticity or
expansion, and measured service (Khalil, et. al, 2014).

In cloud computing data are growing exponentially
but security of data is still questionable. Due to the transfer of
data to the cloud data center, the security problem occurs and
data owner loss their control on data. Security and privacy for
cloud data is a major aspect of cloud computing that is still
not solved. The major problem of cloud is unencrypted data,
unencrypted data can very easily be accessed by unauthorized
users like unauthorized internal employees and as well as
external hackers. The internal employees can easily access
data intentionally or accidently. External hackers may gain
access to databases in such environments using hacking
techniques like session hijacking and network channel
eavesdropping. Virus and Trojan can be uploaded to cloud
systems and can cause damage (Jamil and Zaki, 2011). Most
effective technique to protect our data is Cryptography and
Steganography. The data privacy is also one of the key
concerns for Cloud computing.
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Figure 1.1: Cloud Computing Logical diagram (Guddu,
2019)

2. THEORECTICAL BACKGROUND

Cloud computing evokes different perceptions in
different people. To some, it refers to accessing software and
storing data in the “cloud” representation of the Internet or a
network and using associated services. To others, it is seen as
nothing new, but just a modernization of the time-sharing
model that was widely employed in the 1960s before the
advent of relatively lower-cost computing platforms. These
developments eventually evolved to the client/server model
and to the personal computer, which placed large amounts of
computing power at people’s desktops and spelled the demise
of time-sharing systems.

In 1961, John McCarthy, a professor at MIT,
presented the idea of computing as a utility much like
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electricity. (1) Another pioneer, who later developed the basis
for the ARPANET, the Department of Defense’s Advanced
Research Projects Agency Network, and precursor to the
Internet, was J.C.R. Licklider. In the 1960s, Licklider
promulgated ideas at both ARPA and Bolt, Beranek and
Newman (BBN), the high-technology research and
development company, that envisioned networked computers
at a time when punched card, batch computing was dominant.
He stated, “If such a network as | envisage nebulously could
be brought into operation, we could have at least four large
computers, perhaps six or eight small computers, and a great
assortment of disc files and magnetic tape units—not to
mention remote consoles and teletype stations—all churning
away.”

The conjunction of the concepts of utility
computing and a ubiquitous worldwide network provided the
basis for the future evolution of cloud computing. In an
October, 2009 presentation titled “Effectively and Securely
Using the Cloud Computing Paradigm,”3 by Peter Mell and
Tim Grance of the National Institute of Standards and
Technology (NIST) Information Technology Laboratory,
cloud computing is defined as follows:

Cloud computing is a model for enabling convenient, on-
demand network access to a shared pool of configurable and
reliable computing resources (e.g., networks, servers, storage,
applications, services) that can be rapidly provisioned and
released with minimal consumer management effort or service
provider interaction [Ronald and Russell, (2010)].
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Figure 1: Origins of cloud computing (Ronald and Russell,
2010).

A brief history of cryptography, the earliest form of
cryptography was simple writing of a message, as most people
could not read. In fact, the very word cryptography comes
from Greek words kryptos and graphein, which means hidden
and writing, respectively (Tony, 2009). The first known
evidence of the use of cryptography (in some form) was found
in an inscription carved around 1900BC, in the main chamber
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of the tomb of the nobleman Khumhotepll, in Egypt. The
scribe used some unusual hieroglyphic symbols here and there
in place of more ordinary ones. The purpose was not to hide
the message but perhaps to change its form in a way which
would make it appear dignified. Though the inscription was
not a form of secret writing, but incorporated some sort of
transformation of original text, and to do so. Evidence of
some use of cryptography has been seen in most major early
civilizations. “Arthsashtra”, a classic work on state craft
written by Kautalya, Fast forwarding to around 100 BC, Julius
Casar was known to uses a form of encryption to convey
secret messages to his army generals posted in the war front.
This substitution cipher, known as Caesar cipher and is
perhaps the most mentioned historic cipher in academic
literature (Huzaifa, 2013).

Steganography has been derived from Greek word
“Stego” which means “Covered” and “Graphia” which means
“writing”. Steganography is an ancient technique of covert
communication. Herodotus has mentioned in one of his
seminal works of history, Histories during the 400B.C about
the tradition of secret writing. He used to tonsure tht head of
his most trusted servants with tattooed the scalps with secret
message and waited for the hair to grow. The servant used to
travel between the borders without carrying anything
contentious freely. At the reception end his head would be
tonsured again and the message will be conveyed. Another
example of steganography is during the Vietman War were
the captures US armed force showed hand gestures during a
photo sessions to convey some military secrets. The field of
Steganography is limitless and any kind of cover media can be
text, image (grey, binary, color), audio, video etc (UKEssays,
2018).

This project is about securing the cloud, which help
to protect private information, sensitive data and can enhance
the security of communication between client apps and
servers. In essence, when your data is encrypted, even if an
unauthorized person or entity gains access to it, they will not
be able to read it. There will be a secure way to access our
data and make it secure by using Cryptography and
Steganography.

3. LITERATURE REVIEW

Cloud Computing and Security Issues despite the
hype about the cloud, customers are reluctant to deploy their
business in the cloud. Security issues is one of the biggest
concerns that has been affecting the growth of cloud
computing. It adds complications with data privacy and data
protection continues to affect the market. Users need to
understand the risk of data breaches in the cloud environment.
The paper highlights issues related to cloud computing
(Rohan, 2017). Enhancing Cloud Computing Security using
Cryptography & Steganography to increase the security of
data in data centres of cloud to ensure data security in cloud
computing by encoding secret data using two levels of
encryption are DES & RSA algorithm and to enhancing the
security we use LSB algorithm to hide these encrypted data
inside edges of colour images which is called steganography
(Dheyah, 2019). Hybrid cryptography and steganography
method to embed encrypted text message within image
cryptography still has many drawbacks such as stole and
decrypts the original texts using automatic decryption counter.
The main aim of this research is to improve the cryptography
securing level using supportive method which is
Steganography. The Steganography is the processes of hide
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the data or information in media files such as video, images
and audio files (Khider at. al., 2019). The need for data
security techniques has facilitated the evolution of different
techniques necessary for ensuring the safety of data and
information through the platform hence ensuring effective
communication  channels.  Therefore,  Steganography
techniques have been identified as one of the cloud computing
techniques necessary for enhancing cloud data security. In
return, this paper analyzes the application of stenography
technique in cloud computing as an approach to enhance
cloud data security (Jacob at. al 2019).

Advanced Encryption Standard (AES) combined with Bit-
Level Embedding for securing cloud data, in this paper, a
combination of these to provide a high level of security to
cloud data, AES as symmetric algorithm in cryptography
combined with Bit-Level embedding as text Steganography to
serve as a cover medium considering that AES works on both
software and hardware while text steganography has less data
redundant (Ishaq at. al 2021). Securing cloud data using
blowfish algorithm combined with text steganography, in this
paper a combination of these algorithms to provide a high
level of security to cloud data, Blowfish symmetric algorithm
as cryptography combined with text steganography as a cover
medium considering that both have proven to have good
performance and less data redundant in literature (Ishaq at.
al., (2020).

3.1 HISTORY OF CLOUD COMPUTING

Cloud computing evokes different perceptions in
different people. To some, it refers to accessing software and
storing data in the “cloud” representation of the Internet or a
network and using associated services. To others, it is seen as
nothing new, but just a modernization of the time-sharing
model that was widely employed in the 1960s before the
advent of relatively lower-cost computing platforms. These
developments eventually evolved to the client/server model
and to the personal computer, which placed large amounts of
computing power at people’s desktops and spelled the demise
of time-sharing systems.

In 1961, John McCarthy, a professor at MIT,
presented the idea of computing as a utility much like
electricity. Another pioneer, who later developed the basis for
the ARPANET, the Department of Defense’s Advanced
Research Projects Agency Network, and precursor to the
Internet, was J.C.R. Licklider. In the 1960s, Licklider
promulgated ideas at both ARPA and Bolt, Beranek and
Newman (BBN), the high-technology research and
development company, that envisioned networked computers
at a time when punched card, batch computing was dominant.
He stated, “If such a network as I envisage nebulously could
be brought into operation, we could have at least four large
computers, perhaps six or eight small computers, and a great
assortment of disc files and magnetic tape units not to mention
remote consoles and teletype stations all churning away.

The conjunction of the concepts of utility
computing and a ubiquitous worldwide network provided the
basis for the future evolution of cloud computing (Ronald and
Russel, 2010).

3.2 CLOUD COMPUTING

Cloud computing is a model for enabling
convenient, on-demand network access to a shared pool of
configurable and reliable computing resources (e.g., networks,

WWWw.ijsea.com

servers, storage, applications, services) that can be rapidly
provisioned and released with minimal consumer management
effort or service provider interaction (Peter and Tim, 2002).

Software Developers describe Cloud in a different
way than a System Administrator, while a Database
Administrator may have different definition. Cloud means a
wide range of scalable services that users can access via an
Internet connection. Providers like Microsoft, Amazon,
Google and many more provide various cloud-based services
for which users can pay on the basis of service subscription
and consumption. Many providers offer a wide range of Cloud
services like Messaging, Social Computing, Storage, CRM,
Identity management, Content Management etc (Rohan and
Dhanamma, 2017).

Cloud Computing Characteristics

According to the official definition, cloud
computing has five main characteristics: resource pooling,
broad network access, rapid elasticity, on-demand self-
service, and measured service.

i Shared resources: clients can share resources like
networks, servers, storage, software, memory, and
processing  simultaneously. Providers  can
dynamically allocate resources according to the
fluctuations in demand, and the client is completely
unaware of the physical locations of these services.

ii. Broad network access: the cloud allows a broad
access to the network using the Internet from any
device.

iii. Elasticity: the cloud is flexible and configurable.
Clients feel that resources are unlimited.

iv. On-demand self-service: if needed, any customer
can automatically configure the cloud without the
interference of service technicians. Customers
perform scheduling and decides the required storage
and computing power.

V. Measured service: different cloud services can be
measured using different metrics. Detailed usage
reports are generated to preserve the rights of
customers and providers (Yazan at. al., 2019).
Advantages of cloud computing

Cloud computing offers the following major advantages to the
users.

e The 3rd party provider owns and manages all the
computing resources (servers, software, storage, and
networking) and electricity needed for the services.
The users only need to "plug into" the cloud. The
users do not need to make a large upfront
investment on computing resources; the space
needed to house them; electricity needed to run the
computing resources; and the cost of maintaining
staff for administering the system, network, and
database.

e  The users can increase or decrease the level of use
of the computing resources and services flexibly
and easily.

e The users pay most likely much less for the
services, because they pay only for the computing
resources and services they wuse, and the
subscription-based or payper-use charges are likely
much lower than the cost of maintaining on-
premises computing resources. If the users are to
maintain on-premises computing resources, they
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also need to make the worst-case plan to account for
the occasional or seasonal peak needs.
e The users can in practice access the cloud for

services anytime from anywhere (Getaneh at. al.,

2016).

Types of Cloud
Service Models. Cloud computing has four different service
models:
(i) Software as a service (SaaS): it is the most popular cloud
service, and the software resides on the provider platform. -e
consumer can access the software using a web browser or an
application programming interface (API). It follows a pay-
peruse business model. Consumers do not need to worry about
the software upgrades and maintenance; some limited
application configuration capability might be available to
consumers. Salesforce and Office 365 are popular examples.

(ii) Platform as a service (PaaS): it provides development and
testing environments. -e consumer develops his/her own
application on a virtual server and has some control over the
application hosting environment, particularly the application
and data, making it faster to develop, test, and deploy
applications. Cloud Foundry is a good example.

(iii) Infrastructure as a service (laaS): it provides the
infrastructure, operating systems, and applications. It is the
service of choice for companies that do not have the necessary
capital to buy hardware. Customers pay according to
consumption.

(iv). Infrastructure is scalable depending on processing and
storage needs. -e consumer has control over applications, data,
middleware, and operating systems but not over the
underlying cloud infrastructure. Amazon EC2 is a good.

(v) Anything as a service (XaaS): it offers a variety of
services ranging from personal services to large resources
over the Internet (Yazan at. al., 2019).

-‘-
Paa$

Platform as a Service

Saa$

Software as a Service

EIM App development Networking
Messaging Security
Dashboards System management
Integration Scalability

Incidents
EHS
Tasks
Waste

Build with It

laa$

e fustomer has sensitive data, then the customer must go for a

Move to It

Figure 2.1: Cloud Computing Service Model (Rohan and
Dhanamma,, 2017)

Delivery Models. Cloud computing has five different delivery
models:

(i) Private cloud: it is located on premises, over the intranet,
behind the firewall, and usually managed by the same
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organization that uses it. -eir services are offered to the
organization employees. Security issues are limited; a good
example is VMware.

(ii) Public cloud: it is located off premises, over the Internet,
and usually managed by a cloud service provider. -the
services are offered to the public. It is less secure than the
private cloud, some popular public clouds are Dropbox
Amazon EC2, and Microsoft Azure.

(iii) Hybrid cloud: it combines private and public clouds, and
it has trust and confidentiality issues because of the public
part. A good example is Rackspace.

(iv) Community cloud: it is a group of entities with a
common goal, share the cloud; universities usually share a
single cloud. A good example is NYSE Capital Markets
Community Platform (Yazan at. al., 2019).

3.3 THREATS IN A CLOUD ENVIRONMENT

In cloud environment threats are experienced at two
levels i.e. at the providers’ level and at the clients’ level.
Providers face threats that may occur at the provider side.
Threats could be like Physical Security, Disgruntle
employees, a natural disaster for data centre and etc. Many of
the threats faced by Providers are described in the next section
(Avizienis at. al. 2020). On the other hand, clients have their
own threats that may occur because of their own or provider
(Chen and Zhao, 2012). The client may lose their data
completely or partially. Their data may get corrupted. If
anyhow client attacker gets user id and password, they may
modify the data or completely delete the data. If the attacker
accesses the cloud account, they may increase the bill for
cloud usage. This section explores various threats that can
occur in a cloud environment.

Physical Security: Physical security concerns the IT
hardware of the data center. The IT hardware for the data
center is important as if it is damaged anyhow, all data will be
pst. The security is against any intruder, flood attack or any
pther natural disaster which may cause harm to data.

nformation Security/Data Loss/Leakage: This concerns
e level of security of data given by a service provider.
onfidentiality, Integrity and Availability (CIA) is included in
formation security (Khoshkholghi, at. al. 2014).

Data Location: Data location is important as, in illegal
ituations; the respective country’s laws are applicable. If a

lata centre in their country so as to use the same country legal
DroCess.

Data Segregation: A poor data segregation may give rise to
ulnerability as there can be many different customers on a
ingle cloud. Thus, an attacker may get easy success to steal
lata. To get high segregation, complete isolation from another
ustomer (i.e. private cloud) can be employed. Further, strong
ncryption can be applied to the data, however it can be
expensive.

Data Recovery: Data recovery is vital considering the loss of
data in cases such as manmade disaster or natural disaster.
However, it poses the challenge in maintaining the regular
back-ups on the same machine where data is located as
damage of the machine results in loss of data as well.
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Secure Data Transfer: Data transfer must be secure as the
data can be theft on the network itself. If any leak occurs, it
may trouble the customer. Customer must use cloud where
security is also available on the network, like the one who
uses https which works on SSL, not on Http which gives
unreliable connection.

User Access Control: It is essential for a cloud service
provider to incorporate the best access management system.
Poor management may mix multiple customer data which
may again trouble the customer. Authentication level must be
increased in case of multiple customers such as, username and
fingerprint whitelisting of IP address for remote actions.

Cloud Portability: Cloud portability is necessary considering
the desire of customer to move to another service provider.
However, this may arise the situation of LOCK-IN, where
portability is not possible because of lack of some standard
data formats, procedure or tools that aids in maintaining the
portability of application, data, or service.

Denial of Service (DOS): As there are multiple customers,
the data center must be that much efficient enough to handle
the maximum requests, otherwise it can face Denial of Service
(DOS). Further, there can be DOS attack for which Servers
must have algorithms to handle.

3.4 MITIGATION STRATEGIES: This section suggests
various mitigation strategies for the various attacks in cloud
environment.

Disgruntled Employees: Cloud Service providers should
make a check on disgruntled employees who may try to leak
secret cloud information or may harm the data centre in any
way and etc.

Monitor Data Center: Data centers must be monitored
always as these are the key places where all data is stored.
Monitoring must include filtering from any suspicious packet.
Data center must be monitored to make a check from any
environmental threat too.

Ensuring CIA: Confidentiality, Integrity and Authority
mitigate the threat as it includes the security information.
Further, Data Isolation must be ensured at the provider end.

Service Level Agreement: Service Level Agreement may
help to mitigate the threat level. In SLA, the client may tell to
include their own clauses that can help in future to deal with
any situation. SLA’s must be properly studied by both the
parties, this will for sure decrease the threat level.

Find best cloud provider: There are many cloud service
provides (CSPs) in the market, if any client wants to hire any
cloud they must ensure how there CSP must be and analyze
which one would be the best in terms of experience,
standards, regulation.

Use HTTPS (SSL) instead of HTTP (Plaint text): CSPs
must use secured protocols for networking, as they protect
data from any intruder, which may try to read or corrupt data.
The secured protocol encrypts the data too which is today’s
demand for data protection.

Intrusion Detection: CSPs’ must use algorithms for Intrusion
Prevention, Intrusion Detection System. These algorithms
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may secure the cloud is a much better way which will, in turn,
benefit the clients’ data too.

Security Testing: To mitigate the effect of security loopholes
on cloud, security testing applicable on cloud must be done.
These testing will build a rigid cloud system.

Encryption: Encryption Techniques must be applied at each
level of storage whether it is back up space or real data
location. Encryption Techniques must also be present at
network levels as well.

Standard API: This is a major problem that client face if any
client using one cloud of any company and want to switch to
other and lock-in problem occurs. If the API of one cloud is
not compatible with another one to switch with then this lock-
in problem occurs. Mitigation to this problem is to use of
standard API to build the Cloud (Himanshi, at. al., 2020).

35 DATA SECURITY

Data security is the practice of protecting digital
information from unauthorized access, corruption, or theft
throughout its entire lifecycle. It’s a concept that encompasses
every aspect of information security from the physical
security of hardware and storage devices to administrative and
access controls, as well as the logical security of software
applications.
Data Security Capabilities and Solutions
Data security and tools and technologies should address the
growing challenges inherent in securing today’s complex,
distributed,  hybrid, and/or  multi-cloud  computing
environments. We have vulnerability assessment and risk
analysis tools, automated compliance reporting, data
discovery and classification tools and data and file activity
monitoring.

TYPE OF DATA SECURITY
- Encryption
- Data Erasure
- Data Masking
- Data Resiliency

ENCRYPTION

Data encryption is a process that helps to solve
various external and malicious threats. Unencrypted data is
very vulnerable for susceptible data, as it does not provide any
security mechanism. Unencrypted data can very easily be
accessed by unauthorized users. Unencrypted data risks the
user data which leads to cloud server to escape various data
information to unauthorized users. For example, the famous
file sharing service Drop box was accused for using a single
encryption key for all user data the company stored. These
unencrypted, insecure data encourage the malicious users to
misuse the data one or the other way (Rohan and Dhanamma
2017).
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Figure 2.2: Encryption and Decryption (Jaydip, 2019)

3.6 CRYPTOGRAPHY
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Cryptography is the practice and study of
techniques for securing communication and data in the
presence of opponents. How cryptography can help you
secure your messages. So, to protect your text, first, you have
to convert your readable message to an unreadable form.
Here, you change the message to a bunch of random numbers.
After that, you encrypt it with a key in Cryptography we call
this cipher text.

TYPES OF CRYPTOGRAPHY

Cryptography is broadly classified into two
categories: Symmetric key Cryptography and Asymmetric key
Cryptography (popularly known as public-key cryptography).
Now Symmetric-key Cryptography is further categorized as
Classical Cryptography and Modern Cryptography. The entire
Cryptography type breakdown looks something like the image
below, based on different use of keys and encryptions.

1. Symmetric Cryptography: With symmetric
encryption, normal readable data, known as plain
text, is encoded (encrypted), so that it is unreadable.
The sender scrambles the message using a key, the
receiver has to decode the message using the same
key used for encoding it. Thus, this key known as a
“secret key” is the most important part of symmetric
encryption since anyone who has access to it can
decrypt private data. Examples of symmetric key
algorithm are DES (digital encryption standard),
AES (advanced encryption standard), Twofish,
Blowfish, 3DES etc.

a. Transposition Ciphers: This is a method
of encryption in which the letters of the
plaintext are systematically rearranged
into another sequence. So that the
ciphertext constitutes a transformation of
the plaintext. That is, the order of the units
is changed (the plaintext is reordered).
Mathematically, a bijective function is
used on the characters’ positions to
encrypt and an inverse function to
decrypt.

b.  Substitution Cipher: Method of encryption
by which units of plaintext are replaced
with ciphertext, according to a fixed
system; the “units” may be single letters
(the most common), pairs of letters,
triplets of letters, mixtures of the above,
and so forth.

2. Asymmetric Key Encryption (or Public Key

Cryptography): The asymmetric encryption key
works by encoding the transmitted messages.
However, instead of using the same key, it uses a
different one to decrypt the message. Examples of
Asymmetric are RSA (ravest-shamir-Addeman)
The key for encryption is available to all users of
the network. As such, it is known as a public key.
On the other hand, the key used for decryption is
kept secret and only used privately by the user.
Hence it is known as a private key.

This Modern Cryptography is divided into
Stream Cipher and Block Cipher.

= Stream Cipher: Symmetric or secret-key

encryption algorithm that encrypts a

single bit at a time. With a Stream Cipher,

the same plaintext bit or byte will encrypt
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to a different bit or byte every time it is
encrypted.

= Block Cipher: An encryption method that
applies a deterministic algorithm along
with a symmetric key to encrypt a block
of text, rather than encrypting one bit at a
time as in stream ciphers.

AES Algorithm: The Advanced Encryption Standard, AES,
is a symmetric encryption algorithm and one of the most
secure. This method uses a block cipher, which encrypts data
one fixed-size block at a time, unlike other types of
encryption, such as stream ciphers, which encrypt data bit by
bit.

AES is comprised of AES-128, AES-192 and AES-
256. The key bit you choose encrypts and decrypts blocks in
128 bits, 192 bits and so on. There are different rounds for
each bit key. A round is the process of turning plaintext into
cipher text. For 128-bit, there are 10 rounds; 192-bit has 12
rounds; and 256-bit has 14 rounds.

Since AES is a symmetric key encryption, you must
share the key with other individuals for them to access the
encrypted data. Furthermore, if you don’t have a secure way
to share that key and unauthorized individuals gain access to
it, they can decrypt everything encrypted with that specific
key (Yang et. al., 2018).

Blowfish Algorithm: -Blowfish is a variable-length,
symmetric, 64-bit block cipher. Designed by Bruce Schneier
in 1993 as a “general-purpose algorithm,” it was intended to
provide a fast, free, drop-in alternative to the aging Data
Encryption Standard (DES) and International Data Encryption
Algorithm (IDEA) encryption algorithms. Blowfish features a
64-bit block size and takes a variable-length key, from 32 bits
to 448 bits. It consists of 16 Feistel-like iteration operates on a
64-bit block that’s split into two 32-bit words. Blowfish uses a
single encryption key to both encrypt and decrypt data (Isaq
at. al., 2020).

3.7 STEGANOGRAPHY

Steganography is the technique of hidden
communication. Using steganography a secret message is
embedded in a medium, such as an image or a sound clip and
sent. The existence of the hidden message is not known
except by the sender and receiver. The word is derived from
the greek words stegos meaning covered and graphia meaning
writing.

How it works: The "cover" is the medium which is used to
hide the secret information. The information to be hidden can
be a plain text message, a cipher text, another image, or
anything that can be represented in binary.

Cover media can be a lot of things: text, images, audio and

video. As images are the most commonly used medium, let's
look at that closer [Isaq at. al. (2020).
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Figure 2.2: Steganography Process (Dheyah, 2019)

Common methods of concealing data in digital
images include:

Least significant bit (LSB) insertion, Masking and filtering
and Transformations

Usage: Steganography is a powerful tool that enables people
to communicate without eavesdroppers even being aware that
the communication is taking place. It can even be combined
with cryptography so that the message is not just hidden but
also scrambled so that even on being discovered it cannot be
read.

LSB (Least significant bit insertion): This is a very popular
method because of its simplicity. In this method, the LSB of
each byte in the image is used to store the secret data. The
resulting changes are too small to be recognized by the human
eye. The disadvantage of this technique is that since it uses
each pixel in an image, a lossless compression format like
bmp or gif has to be used for the image. If lossy compression
is used, some of the hidden information might be lost.

Tools: S-Tools and EzStego are tools that use LSB method
for hiding information. These tools, in addition to hiding the
information in the LSBs, also do some additional processing
to make the hiding less detectable. For example, the EzStego
tool arranges the palette to reduce the occurrence of adjacent
index colors that contrast too much before it inserts the
message. This ensures that there is not too much change in the
color of the pixel once the LSB is modified.

4. METHODOLOGY

41 ANALYSIS OF THE EXISTING METHOD
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The present method used in encrypting and
decrypting of data/information is the most method used in
some organisations to secure or guard against unauthorized or
intercessor from attempting the data in the cloud. Data in
cloud models can be easily accessed by unauthorized internal
employees, as well as external hackers. The internal
employees can easily access data intentionally or accidently.
External hackers may gain access to databases in such
environments using hacking techniques like session hijacking
and network channel eavesdropping. Virus and Trojan can be
uploaded to cloud systems and can cause damage thereby
constitute problems to the main data in the cloud. The existing
method pose major problem due to the slow method adopted
when encrypting the data and fast when decrypting data and
the system is to encrypt the text file only. When dealing with
large data to be encrypted the algorithm is so slow that it takes
much time before the encryption is completed therefore, the
method DES and RSA is not recommendable for large data
encryption. This lead to the new adoption of cryptography and
steganography algorithm for security that allow data to be
converted into cypher text through the use of AES then
Blowfish and later hide the cypher text into an image called
cover image.

4.2 PROBLEM OF THE EXISTING SYSTEM

Many algorithms have been propagated and written
by some scientists, still and still, major problem associated
with these algorithms are as follows:

i Time consuming in generating a cipher text during
Code Block Cipher (CBC) conversion.
ii. Easily broke single level encryption
iii. One to one encryption model when dealing with text
encryption.
iv. Less secure of personal credentials due to the lack
of constant bits generating for cipher text.

4.3 ANALYSIS OF THE DEVELOPED SYSTEM

Cryptography model is the act of securing
communications techniques that allow only the sender and
intended recipient of the information to view its contents.
Here, plain-file is encrypting using a secret key, and then both
the encoded plain-file and secret key are sent to the recipient
for decryption and read the plain-file using cryptography
algorithms. In this type of algorithm used in cipher the plain-
file to be conveyed, AES is the Advanced Encryption
Standard for cryptography which is used to encrypt data to
keep it private. It is popular cypher used for many purposes,
use to perform the first level of encryption in this system.
AES is a symmetric, block cipher which means that blocks of
file of a certain size (256 bits) are encrypted one at a time.
And also using Blowfish algorithm for the second level
encryption in this system, Blowfish is an encryption
algorithm, or cipher, specifically a block cipher, it convert
cipher text to plain-file and back. The Block Cipher is also
known as Code Block Cipher which is highly secure and it is
generated into series of binary code.

Steganography can hide any file into an image file;
here any file can be used as a secret file and LSB Algorithm is
the most common method used in steganography. And the
colour images are the best cover which is used in
steganography. The system first takes an image file as carrier
file, and encrypt the image that cannot be able to play until it
decrypt. It uses Advanced Encryption Standard (AES) and
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Blowfish algorithms to encrypt secret file before hiding
image.

Advanced Encryption Standard (AES) became
effective as a federal government standard in 2002. And In
June 2003, U.S. government announced that AES could be
used to protect classified information and Blowfish is a
variable-length, symmetric, 64-bit block cipher. Designed by
Bruce Schneier in 1993 as a “general-purpose algorithm,” it
was intended to provide a fast, free, drop-in alternative to the
aging Data Encryption Standard (DES) and International Data
Encryption Algorithm (IDEA) encryption algorithms. The
Steganography scheme is a symmetric block cipher that
encrypts and decrypts 128-bits blocks of data using LSB of
each byte in the image is used to store the secret data. The
resulting changes are too small to be recognized by the human
eye. In AES and Blowfish algorithms, plain-file refers to the
data to be encrypted. Ciphertext refers to the data after going
through the cipher as well as the data that will be going into
the decipher.

Data/information is very important in our day to day
life, when dealing with data, people believe that their personal
information must be secure and private, in Private Cloud
Storage significant data, files and records are entrusted to a
third party, which enables Data Security to become the main
security issue in cloud computing. Due to the confidentiality
of data, organization must put in place a way of safeguarding
data and record of their employees.

Personal or Organizational record in the cloud could
not be secure without the use of cryptography and
steganography algorithm which is used in securing and
protecting data into image from intruders and intercessors in
the cloud. Data is encrypted as a plain file and later converted
into series of byte called cipher text which is unreadable to
human. This cipher text is generated by the AES and Blowfish
algorithm and the text can be seen by the intercessor but they
could not be able to decrypt it due to the lack of encryption
key used when encrypting the information to be conveyed.
The converted text will later be hidden into an image file for
further usage.

4.4 ADVANTAGES OF THE DEVELOPED
SYSTEM

The new method proposed have many advantages
over the existing method used in encrypting and decrypting
data and information. Some of the benefits are:

i Fast encrypting and decrypting of data
ii. Less complex algorithms
iii. Large size of bytes generated during encryptions.
iv. Very high secure standard of data used due to two
ways data encryption called Cryto-Stego algorithm.
V. Multilevel method wused in encrypting and
decrypting files.

45 JUSTIFICATION OF THE DEVELOPED
SYSTEM

The proposed system will work in order to eradicate
the associated problems occurs in the existing method of
securing data in the cloud. The system will work perfectly and
efficiently as expected by any organization or users that
adopted it as their method of encrypting and decrypting
organization or user data in the cloud. The system is not time
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consuming and it is less complex in terms of algorithm and
training of users.

4.6 ARCHITECTURE OF THE DEVELOPED
SYSTEM

Figure 3. Describes the architecture of the proposed
tool’s implement. The modules of the steganography tool are
also included in the architecture. The user can be either the
sender or the receiver. The cover file in below architecture is
image. The in-depth flow of this architecture is described in
the design approach.

| Secret information |

Encryption Process Plaintest
| Apphy AES Algorithm |
Sander -
| Apphy Blowfish Algorithm |
| apply Image Steganography |
l -
=] i Pr
servption frocess | Rewersa Steganography |
| Reverse Blowfish |

| Reverse AES |

l Plaintza]

| Receive Secret Information

Figure 3: Developed architecture of Overall system
4.7 DESIGN OF THE CURRENT TOOL

S-Tools and EzStego are tools that use LSB method
for hiding information. These tools, in addition to hiding the
information in the LSBs, also do some additional processing
to make the hiding less detectable. For example, the EzStego
tool arranges the palette to reduce the occurrence of adjacent
index colors that contrast too much before it inserts the
message. This ensures that there is not too much change in the
color of the pixel once the LSB is modified.

It is important to note that the convert file size can
be no greater than one eight of the size of the JPEG Image
file. Steganography does not even touch the header part of the
JPEG Image file, the properties remain intact no matter how
important as Steganography create new JPEG Image files that
cannot be distinguished from the original JPEG Image file.
The two important distinguished in Steganography tool are
encrypt and hide process and decrypt and retrieve process.

4.8. ENCRYPT AND HIDE PROCESS

Encryption and hiding of the covert into a JPEG file
is achieved in steganography in following steps. All the
following steps have been implemented correctly to achieve
perfect JPEG image steganography.

The entire process can be broken down into few important
steps.
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(i) Convert the JPEG file and convert file into binary
representation.

(ii) Encrypt the convert file using AES algorithm.

(iii) Encrypt the AES encrypted file using Blowfish
algorithm.

(iv) Create a random unique number from password
given.

(v) Use LSB substitution to replace JPEG file bits with
encrypted data bits.

(vi) After substitution is done, create new crypto-stego
JPEG file.

4.9. CREATING NEW STEGO FILE

All the above steps are used in creating a new stego
JPEG file. As explained above, the header part of the new
stego JPEG image file will be exactly same as the original
JPEG image file. The remaining data part after replacement of
least significant bits is written into the data chunk part of the
JPEG file.

5. IMPLEMENTATION AND TESTING

This section explains various choices made while
carrying out the implementation and the programming
language employed. The section also contains the discussion
on experiment as well as result obtained and analysis.

51 PROGRAMMING LANGUAGE USED

Python is the programming language of choice. The facts
presented here, adopted from the work by Microsoft &
Associates (2011), underlie our decision.

Key Benefits of Python

Why use Python at all? Python is an open source
scripting language which is high-level, interpreted, interactive
and object-oriented. It is designed to be highly readable. The
syntax of Python language is easy to understand and uses
English Keywords frequently.

Features of Python Language
Python provides the following major features —

i Interpreted: - Python is processed at runtime using
the interpreter. There is no need to compile a
program before execution. It is similar to PERL and
PHP

ii. Object- Oriented: - Python follows object-oriented
style and design patterns. It includes class definition
with various features like encapsulation and
polymorphism.

Key Points of Python Language

The key points of Python programming language are as
follows —

= It includes functional and structured programming
and methods as well as object oriented
programming methods.

= It can be used as a scripting language or as a
programming language.

= Itincludes automatic garbage collection.
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= It includes high-level dynamic data types and
supports various dynamic type checking.

= Python includes a feature of integration with C, C++
and languages like Java.

5.2. SYSTEM TESTING

A software life cycle often includes a separate
testing phase, which is after integration and before
maintenance. However, testing integral component of the
software lifecycle. During the requirement must be checked
and tested ok. During planning, the software production
involves ensuring that the software:

i Meet the requirement specification
ii. Meet quality standard
iii. Free from error
iv. Is reliable
V. And produces correct data in all conditions

The testing of the new software system was done with
ease because of the modular programming technique
employed. This allows each module in the system to be tested
independently, while ensure that the required specification is
met by the system.

5.3. EXPERIMENTAL WORK AND RESULTS

This section presents and discusses the experimental
work and results of the developed Cryptography and
Steganography. It may be helpful to look at some screenshots
of the program at various points in its progress. This is the
main form of Cryptography and Steganography software. It is
used for both “encryption and decryption” of any files and
“hiding and Unhiding” the encrypted file i.e. secret data. The
cover images tested in the present experiment are shown in
figures below.

WELCOME SCREEN OF ENCRYPT

# Cryptography & Steganography — [m] =

Cryptography & Steganography

Figure 4.1: Cryptography and Steganography Welcome
Interface

The Figure 4.1 above shows the first screen of the program

indicating its name, when click on the button “Cryptography
& Steganography” take you to the Second stage

SELECTION OF ENCRYPTION OR DECRYPTION
PROCESS
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# Crytography & Steganography - O * # Encryption Stage - O

Encryption Decryption select File djpg

i

Encrypt

Figure 4.2: Selection of either to Encrypt or Decrypt file

) Figure 4.3: Encryption Process of File
The Figure 4.2 above shows the second screen of the program

indicating its name, when click on the button “Encryption” or The Figure 4.3 above shows the interface of the encryption
“Decryption” take you to the next stage. process after clicked on “Encryption” button in figure 4.2, this
stage the file is selected by clicking “select File” in other to
SELECTION OF ENCRYPTION BUTTON TO choose the file to be encrypt then click the “Encrypt” button
ENCRYPT FILE to encrypt the file with AES to give cipher text and the cipher
~ text is now encrypted with Blowfish then this take us to the

"B 9 © ° next stage.
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@ Steganography stage — O * Now you will click on “Decryption” button

Osunyikanmi Adeyinka 0. Proect - Wosd [Prosuct Activation Fled]

File Mame Ermmd

Encode P e LoalDik () + Users + Adejinka
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. Faits
s

. T o Tl |

== Wit & 0ol N g
= Docmests & Pidus i" 1' R
¥ lowkats Pychambeecs ' VI »
) i Pn::;; T
S s i ;

: § i k|
Figure 4.4: Hiding the Encrypted file into an Image ] = balt

The Figure 4.4 above shows the interface of the ] ow you il ek on Dyt butan
Steganography stage when clicked on “Encrypt” button in i
figure 4.3, then enter the file name of the image encode into
and the format of this file will change from ‘jpg’ to ‘bmp’.
Now Click the Encode button to hide the file in an existing
image in the code and create a new file image where the file is
hidden.

PGENOFE SWORDS [F  ENGUSH(UNTED (NGIOM) BEEE-—1+—+m=.

H O Type ) Dy A 3J
This image above show how the image is been selected, by

The Image that hide the file clicking “select File” and choose the file image to Open. Then

click Decode button to extract the file out of the image

Decode the image to decrypt the file

# _# Decode File Process

Emma

P Y
! i)
l. .-J

mand Pramgt - upyte e - 0 X

Then Close the program again
And rerun it in order to decryption the hidden file

i Crytography & Steganography

Encryption Decryption

Extract File from Image below
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Then this interface above then pop up that am to decrypt my
file by click on “select file” button to select the file to decrypt
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5.4 SYSTEM REQUIREMENTS

The system requirement are categorizes into two and which
are software and hardware requirements:

Software Requirements

Programming Language: Python 3.8, and Jupyter IDE

Operating System: Microsoft Window 7,
8, 8.1, 10 Microsoft
Windows XP,
Windows Vista, etc.

- Hardware Requirements

{ sfic
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=t & 0die :
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- = -Libwindons
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The this iterface above then popupthat g - 2w ] :

atton o select the file to decrypt

Flenme ldjpges v dlfls

.. PC Name: DESKTOP-0310LIG
Edition: Window 10 Pro
X
,Processor: Intel® Celeron® CPUN3060 @

. -, ¢1.60GHz 1.60GHz

Installed RAM: 4.00GB
System Type: 64-bit Operating System

Keyboard and Mouse

6. CONCLUSION

This work is a details work on combination of

wa Cryptography and steganography used in  securing

BGEA 0P S5EWORDS [ ENGLSHUNTED DNGDOW

After select the file then click the “Decrypt” button to decrypt
the file

Blowfish decryption outcome
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data/information. It shows how the simplest methods work
and how they can be explored. It uses symmetric encryption

gloorithm to provide more security. Research in this field has

Mready begun. Next to Cryptography, one of the most active
fields of research is mass detection tools for hidden contents.
This research project has exposed a lot, especially about bit
operations and different encryption technique. This work is
interesting from the start and only got more interesting as it
went on developing. It became more interested in the subject
the more interesting as it went on developing. It became more
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interested in the more we researched it. It learnt that while
implementing image Crypto-Stego algorithm is important,
thinking of how to detect and attack it and the methods to do
so are far more complex than actually doing the cryptography
itself. There is a lot of research that is beginning to discover
new ways to detect image Crypto-Stego algorithm, most of
which involves some variation of statistical analysis. It is
interesting to see what other methods will be developed and
how accurate they will be at detecting cryptography and
steganography.
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