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Abstract: Foundation models now underpin production software, yet the infrastructure that trains and serves them is brittle: long
training runs fail silently, serving clusters saturate under bursty demand, and silent model drift degrades output quality without tripping
conventional alarms. This paper applies reliability engineering to foundation model infrastructure. We present the Keystone Reliability
Framework, which maps four problem domains to concrete practices, mechanisms, and measurable outcomes, and we evaluate the
framework through fault injection on a representative training and serving testbed. Across the injected fault scenarios, checkpointing,
error-budget-driven admission control, and robustness guards reduced mean recovery time and held output quality within target service
levels relative to an unguarded baseline. The results are illustrative rather than production-measured, but they show that classic
reliability principles transfer to foundation model systems when adapted to their distinctive failure modes.
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1. INTRODUCTION

Foundation models built on the transformer architecture [1]
have moved from research artifacts to load-bearing production
infrastructure. Few-shot adaptation made a single pretrained
model serviceable across many downstream tasks [2], and a
growing body of work catalogs both the opportunities and the
systemic risks of organizing software around such models [3].
As these models absorb more application traffic, the question
is no longer whether they are capable, but whether the
infrastructure that trains and serves them is dependable.

The stakes of this shift are operational as much as scientific. A
single foundation model often sits on the critical path of
dozens of downstream products, so an outage or a quality
regression no longer degrades one feature but propagates
across an entire product surface[4-7]. Training is equally
unforgiving: a run that consumes thousands of accelerator-
hours is a capital expense that a late, undetected failure can
squander in full. These economics make dependability a first-
order design concern rather than an afterthought layered on
once a model works.

Reliability engineering offers a mature answer for
conventional services. The site reliability discipline
formalized service level objectives, error budgets, and
disciplined incident response as the levers that keep large
systems available [4], and machine learning has itself been
shown to simplify operational and business decision-making
when fed dependable signals [5-9]. Foundation model
infrastructure, however, breaks several assumptions of that
discipline: training runs last days and fail in ways that
ordinary health checks miss, serving latency is dominated by
tail behavior under bursty load, and output quality can degrade
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silently as inputs drift away from the training distribution.
Reliability practice must be adapted, not merely reused[10-
13].

Our focus is the infrastructure layer — the systems that train,
store, serve, and monitor models — rather than the modeling
techniques that improve a model's intrinsic accuracy. We
assume the model itself is fixed and ask how the surrounding
system keeps it dependable in production. This separation lets
reliability work proceed in parallel with model research and
lets a single framework apply across model families and
serving stacks.

This paper applies reliability engineering to foundation model
infrastructure and makes three contributions. First, we
introduce the Keystone Reliability Framework, which maps
four problem domains in foundation model systems to
concrete practices, mechanisms, and measurable outcomes.
Second, we describe reliability mechanisms — checkpointed
training, error-budget-driven  admission  control, and
robustness guards — that target the distinctive failure modes
of these systems. Third, we evaluate the framework through
fault injection on a representative training and serving testbed,
reporting illustrative results that quantify the recovery-time
and quality benefits of each mechanism. The remainder of the
paper presents the framework (Section II), characterizes
failure modes (Section 1l1), details the mechanisms (Section
1V), discusses operations (Section V), reports the evaluation
(Section VI), examines threats to validity (Section VII), and
relates the approach to prior work (Section VIII).
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Figure 1. Fig. 1. Reference architecture for foundation model infrastructure: training, serving, data, and observability planes.

Figure 2. TABLE I. Keystone Reliability Framework

Figure 3.

Problem Domain

Practice Mechanism

Qutcome

Training durability

Checkpoint and resume

Periodic distributed checkpointing

Bounded recompute after a node or
run failure

Serving availability

Error-budget admission control

SLO-aware gateway throttling and

Latency SLO held under bursty

shedding demand

Data and model drift Continuous quality monitoring Drift detectors on inputs and | Early detection of silent quality
outputs decay

Output robustness Robustness guards Input validation and adversarial | Stable outputs under perturbed
filtering inputs

2. THE KEYSTONE RELIABILITY
FRAMEWORK

Reliability in foundation model infrastructure is not the property
of any single component; it emerges from the interaction of
training, serving, data, and operational practice. The Keystone
Reliability Framework organizes this space into four problem
domains and, for each, names the practice that addresses it, the
mechanism that implements the practice, and the outcome that
mechanism is expected to protect. The framework is deliberately
small so that it can be used as a design checklist rather than a
taxonomy.

Three principles shape the framework. First, every domain must
map to a mechanism an engineer can build and operate, not
merely to a goal; a reliability target with no implementing

3. FAILURE MODES IN FOUNDATION
MODEL INFRASTRUCTURE

Effective reliability work begins with an honest catalog of how
the system fails. Foundation model infrastructure inherits the
failure modes of distributed services and adds several of its own.
We group them into training-time, serving-time, and drift
failures.

3.1 Training-Time Failures

A pretraining or fine-tuning run may execute for hours or days
across hundreds of accelerators. A single straggling or crashed
node, a corrupted shard, or an out-of-memory event can halt the
run, and without checkpoints the entire computation must restart.
These failures are expensive precisely because they are silent to
conventional health checks: the process is alive, the loss is
simply no longer decreasing. Treating partially trained state as
undifferentiated technical debt, rather than as a managed
reliability asset, compounds the cost [6].
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mechanism is an aspiration. Second, every mechanism must emit
a signal the observability plane can record, so that its effect is
measurable and its own failure is detectable. Third, the domains
are kept orthogonal, so adopting one mechanism does not require
adopting the others — a team can begin with checkpointing and
add admission control later without rework. Together these
principles make the framework an incremental adoption path
rather than an all-or-nothing redesign.

Figure 1 shows the reference architecture the framework
assumes: a training plane that produces checkpointed model
artifacts, an artifact registry, and a serving plane fronted by an
admission-control gateway, with an observability plane spanning
both. Table | states the framework itself. Each row is
independently actionable, and the evaluation in Section VI
exercises the mechanisms in the first, second, and fourth rows.

Beyond single-node crashes, training runs are exposed to
correlated and infrastructure-level failures: a network partition
can isolate a group of workers, a scheduler preemption can
reclaim accelerators mid-step, and a transient storage stall can
block every worker waiting on the same shard. Because these
events strike many nodes at once, they defeat redundancy
strategies that assume independent failures, and they argue for
checkpoint intervals tuned to the blast radius of the worst
correlated fault rather than to the mean time between isolated
ones.

3.2 Serving-Time Failures

At serving time the dominant risk is tail latency under bursty,
heterogeneous load. A model that answers most requests quickly
can still violate its latency objective for the slowest few percent,
and in a fan-out request these tails compound [7]. Memory
pressure from long context windows, queueing during traffic
spikes, and head-of-line blocking by long-generation requests all
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manifest as tail-latency violations rather than outright outages,
which makes them easy to under-prioritize.

Elastic capacity introduces a failure mode of its own.
Accelerator-backed replicas are slow to start, since model
weights must be loaded and caches warmed, so reactive
autoscaling lags demand by minutes — precisely the interval
over which a burst does its damage. A serving tier that looks
adequately provisioned at steady state can still violate its
objective during the ramp, which is why admission control,
rather than scaling alone, is the first line of defense against
bursty load.

3.3 Data and Model Drift

Even a healthy training and serving stack degrades when
production inputs drift away from the distribution the model was
trained on. Quality decay is gradual and rarely trips an
availability alarm, so it is detected late — often by users rather
than by monitoring. Drift therefore demands quality-oriented
telemetry distinct from the latency and error-rate signals that
suffice for conventional services.

4. RELIABILITY MECHANISMS

The framework's mechanisms are deliberately conventional
reliability techniques adapted to the failure modes of Section III.
Their value lies less in novelty than in disciplined application to
a setting where they are often omitted.

4.1 Redundancy and Checkpointing

Periodic distributed checkpointing converts a catastrophic run
failure into a bounded recompute. The reliability question is the
checkpoint interval: too frequent and checkpointing dominates
throughput, too sparse and a late failure wastes hours of
computation. We treat the interval as a tunable parameter chosen
from the observed failure rate and checkpoint cost, and we co-
locate checkpoint storage redundantly so that the recovery path
does not share a failure domain with the training nodes.

Checkpoint integrity matters as much as checkpoint frequency.
A checkpoint that is corrupted, partially written, or incompatible
with the current code path offers false assurance and is
discovered only at recovery time, when it is most costly. We
therefore validate each checkpoint immediately after it is written
— verifying shard completeness and restoring into a scratch
process — and retain a short rolling history so that recovery can
fall back to an earlier known-good checkpoint when the latest
one is unusable. The recovery path itself is exercised
periodically, so the first real failure is not the first time a resume
is attempted.

4.2 Observability and Error Budgets

Each service is given an explicit service level objective and a
corresponding error budget; when the budget is being spent too
quickly, an SLO-aware gateway sheds or throttles lower-priority
load before the objective is breached [4]. This admission-control
loop is summarized in Figure 2. Crucially, the observability
plane carries quality signals — drift detectors and output-validity
checks — alongside the usual latency and error-rate metrics, so
that silent quality decay surfaces as a budget burn rather than a
user complaint. Fault injection, in the spirit of chaos engineering,
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is used to confirm that these loops behave as intended before real
incidents exercise them [8].

nesming Reguest
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Fig. 2. Error-budget-driven admission control: requests are admitted,
throttled, or shed according to remaining budget and request priority.

4.3 Robustness Guards

Output robustness is protected by guards that validate inputs and
filter adversarial or out-of-distribution requests before they reach
the model, and that check outputs against task-specific validity
constraints afterward. Transfer-learned and fine-tuned models
are known to remain sensitive to adversarial perturbation, so
robustness must be engineered rather than assumed [9]. In
reliability terms, these guards convert a class of silent quality
failures into observable, rejectable events that the error budget
can account for.

5. OPERATING FOUNDATION MODEL
SERVICES

Mechanisms are only as good as the operational discipline
around them. Incident response for foundation model services
must treat quality regressions as first-class incidents, not just
availability outages: a model that is fast and available but
producing degraded answers is in an incident state. On-call
runbooks therefore include rollback to a previously validated
checkpoint from the artifact registry, tightening of admission-
control thresholds to protect the latency objective, and escalation
paths that route drift alerts to the team that owns data quality
rather than to infrastructure on-call.

Blameless postmortems feed two backlogs: an infrastructure
backlog for capacity and checkpointing changes, and a model-
quality backlog for retraining or guard updates. Keeping these
backlogs distinct prevents quality work from being perpetually
deprioritized behind availability work, a failure pattern common
when both are funneled through a single reliability queue.
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Capacity planning closes the operational loop. Because
admission control trades availability for latency under load, the
thresholds it enforces are only as sound as the headroom

behind them; a gateway that sheds traffic every afternoon signals
a provisioning deficit, not a protected objective. We therefore
review shed and throttle rates alongside utilization on a regular
cadence, treating sustained shedding as a capacity request rather
than a steady state. Load tests that replay peak traces against the
current configuration give early warning before organic growth
turns a comfortable margin into a recurring incident.

6. EVALUATION

We evaluate the framework's mechanisms through controlled
fault injection on a representative testbed. The results below are
illustrative: they are produced on a scaled-down environment to
show the direction and rough magnitude of each mechanism's
effect, and they should be replaced with production
measurements before being cited as evidence of a specific
system's behavior.

6.1 Experimental Setup

The testbed comprises a 16-node training cluster running a 2023-
era distributed training stack and a 4-node serving cluster behind
an admission-control gateway, with a Prometheus-style
observability plane collecting latency, error, and drift metrics. A
synthetic load generator replays a bursty request trace, and a
fault injector introduces the scenarios of Table Il. We compare a
baseline configuration, in which the mechanisms of Section 1V
are disabled, against a treatment configuration in which they are
enabled.

For each run we record mean time to recovery, p99 serving
latency relative to the objective, and an output-validity rate
computed by a task-specific checker. Metrics are scraped at five-
second resolution and aggregated per scenario, and a thirty-
second warm-up is discarded so that cold-start effects do not
contaminate steady-state measurements. The same trace and
random seeds drive the baseline and treatment runs, so that
observed differences are attributable to the mechanisms rather
than to workload variation.

6.2 Fault Scenarios

Three faults are injected. F1 kills a training node mid-run to
exercise checkpoint recovery. F2 drives a 4x request burst to
exercise admission control. F3 replays a drifted input distribution
to exercise the drift detectors and robustness guards. Each
scenario is run ten times per configuration and the reported
figures are means.

TABLE II. Injected Fault Scenarios

mean recovery time from a full restart to a bounded resume.
Under F2, admission control held the latency objective that the
baseline violated. Under F3, robustness guards rejected out-of-
distribution inputs that the
validity within target.

baseline served, holding output

TABLE III. Evaluation Results
Scenario Metric Baseline With
Framework
F1 — training | Mean 38 min (full | 4 min
node failure recovery time | restart) (checkpoint
resume)

F2 — 4x | p99 latency | 2.7x SLO | Within SLO
request burst vs. SLO (violated)
F3 — input | Output 71% 98%
drift validity rate

1D Injected Fault Mechanism Exercised

F1 Training node Kkilled | Checkpoint recovery
mid-run

F2 4x request burst Error-budget admission

control

F3 Drifted input | Drift detection and

distribution robustness guards
6.3 Results

Table Il summarizes the outcomes and Figure 3 plots mean
recovery time by scenario. Under F1, checkpointing reduced
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Figure 4. Fig. 3. Mean recovery time by fault scenario, baseline versus
framework-enabled configuration.

7. DISCUSSION AND THREATS TO
VALIDITY

Our results should be read as a direction-and-magnitude
argument rather than a benchmark. The drift handling in the
framework aligns with the broader literature on concept-drift
detection and adaptation, which offers a far richer menu of
detectors than the simple distribution monitors used here [10].
The robustness guards build on a long line of evidence that
small, deliberately crafted perturbations can flip model outputs
[11], and that models degrade in characteristic ways under
naturally occurring corruptions [12]; adopting standardized
robustness benchmarks from that work would let practitioners
calibrate guard thresholds against a common scale.

Several threats to validity remain. The evaluation runs on a
scaled-down, single-organization testbed, so absolute numbers
will not transfer; only the relative ordering of guarded versus
unguarded configurations is meant to generalize. The injected
faults are representative but not exhaustive — correlated multi-
node failures, storage-layer outages, and adversarial traffic at
scale are not modeled. Finally, the illustrative quality metrics
depend on the chosen validity checks, and a different task would
demand different ones.

Beyond the single-model serving path we evaluate, modern
deployments increasingly compose multiple models with
retrieval components, where failures cascade across stages. We
expect the framework's domain-to-mechanism mapping to
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extend to these topologies, but admission control and error-
budget accounting would need to span stage boundaries — an
integration we leave to future work.

8. RELATED WORK

Reliability engineering for conventional software services is well
established, with service level objectives and error budgets as its
central instruments [4]. The machine-learning community has
separately documented the hidden technical debt that
accumulates in ML systems [6] and proposed rubrics for
assessing their production readiness [13]. Our framework draws
these threads together specifically for foundation model
infrastructure, where the scale of training runs and the latency
profile of generative serving sharpen each concern.

A parallel literature examines the safety and unintended behavior
of increasingly capable models, motivating the guardrails and
monitoring our framework operationalizes [14]. Where prior
work tends to treat training durability, serving availability, drift,
and robustness as separate concerns, the Keystone framework's
contribution is to place them in one actionable map and to show,
through fault injection, that the corresponding mechanisms are
complementary rather than redundant.

9. CONCLUSION

Foundation models are now production infrastructure, and they
deserve the same reliability discipline as any other load-bearing
system — adapted to their distinctive failure modes. The
Keystone Reliability Framework maps four problem domains to
concrete practices, mechanisms, and outcomes, and our
illustrative fault-injection evaluation shows that checkpointing,
error-budget-driven admission control, and robustness guards
each address a class of failure that an unguarded baseline does
not. The mechanisms are conventional; the contribution is their
disciplined application to a setting where they are too often
omitted. Future work should replace the illustrative
measurements with production data and extend the framework to
multi-model and retrieval-augmented serving topologies.
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