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Abstract— Healthcare organizations are one of the most 

susceptible targets to advanced cyber-attacks owing to increasing 

dependence on cloud computing, AI-powered clinical applications, 

interconnected medical devices, and EHRs. The traditional security 

approach is unable to tackle ransomware attacks, insider threats, 

identity theft, and lateral movement of hackers across networks. In 

our proposed work, an Agentic AI-powered Zero Trust Security 

Framework has been developed for healthcare organizations where 

agentic intelligent agents are employed for continuous user 

authentication, context-based risk assessment, network monitoring, 

device trust evaluation, and adaptation of security response in a 

proactive manner. In order to perform continuous verification and 

automated response, it utilizes ZTA, behavioral analysis, threat 

intelligence, reinforcement learning, and explainable AI. Agentic AI 

allows making decisions using the principle of dynamic least 

privilege, anomaly detection, and coordinated defense against 

threats to provide availability and compliance with regulations in the 

healthcare sector. Improved accuracy, response speed, and system 

resilience have been shown via simulations. Our architectural design 

can serve as a cybersecurity solution for current digital healthcare 

infrastructure. 
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I. INTRODUCTION 

Healthcare companies have become prime targets of 

hackers owing to the high value of personal data and 

increasing use of digital health technologies [1]. The attack 

surface increases considerably thanks to IoMT medical 

devices, cloud-based electronic health records, telemedicine 

services, and AI-enabled decision support systems in clinical 

practice [2]. Traditional perimeter security approaches are 

inadequate in the age of new threats such as supply chain 

attacks, insider attacks, ransomware, and credential attacks 

[3]. The Zero Trust Architecture provides constant 

authentication and operates under the assumption that none 

of the users and devices should be automatically trusted [4]. 

However, in the case of large healthcare organizations, the 

management of policies becomes increasingly difficult [5]. 

Software agents that are capable of monitoring activities 

within the system, assessing risk and making wise security 

decisions, as well as performing certain actions, represent 

agentic AI [6]. Agentic AI + Zero Trust = Flexibility, Real-

Time Protection and Reduced Efforts on the Side of 

Administrators [7]. In order to improve the level of security, 

privacy, resilience and operational continuity in the 

healthcare sector, we present an intelligent architecture in this 

paper [8]. 

II. LITERATURE REVIEW 

The zero-trust approach is a feasible strategy for 

cybersecurity in healthcare because of the continuous 

authentication of people and devices, whether these are 

located within the trusted network perimeter or not, as 

highlighted by recent research [9]. Malware detection, 

behaviour analytics, and artificial intelligence intrusion 

detection have become more advanced due to machine 

learning and deep learning models [10]. Adaptive defence 

through reinforcement learning is being explored by some 

projects [11]. Transparency of automatic security 

assessments is being enhanced by explainable AI. Also, 

federated learning has emerged as a technology that would 

help to maintain privacy in healthcare data among several 

organizations [12]. Very few efforts have been made in 

research to merge the concept of Agentic AI and Zero-Trust 

to offer automated incident responses and adaptive risk 

assessment [13]. Rather than striving for full automation of 

the security operations, many current technologies address 

certain components like authentication or anomaly detection 

[14]. Hence, when protecting healthcare infrastructures 

against complex attacks, an Agentic AI-based Zero-Trust 

framework could be significantly helpful [15]. 
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 FIGURE 1. ZERO-TRUST HEALTHCARE THREAT 

LANDSCAPE  

III. RELATED WORK 

Currently, the major areas of attention for Zero-Trust 

healthcare frameworks include policy enforcement, network 

segmentation, and identity authentication [16]. Research into 

artificial intelligence-based cybersecurity indicates that both 

supervised and unsupervised machine learning algorithms 

help improve threat intelligence, malware classification, and 

anomaly detection [17]. Autonomous security orchestration 

has been incorporated into some recent frameworks; 

however, they lack contextual awareness, adaptive policy 

optimization, and collaborative multi-agent reasoning 

capabilities [18]. By allowing intelligent agents to act 

autonomously, collaborate, reason, and learn, agentic 

artificial intelligence goes beyond regular AI [19]. Unlike the 

previous frameworks, the proposed architecture combines 

identity agents, device agents, policy agents, response agents, 

and compliance agents in order to build a unified Zero-Trust 

framework [20]. Without much human input, the 

collaborative framework predicts cyber-attacks, evaluates 

trust levels continuously, and implements mitigating 

measures accordingly [21]. Consequently, the framework not 

only secures existing health care infrastructures but also 

increases their flexibility and resilience [22]. 

 

Figure 2. Zero-Trust Security with Agentic AI for 

Healthcare Centers 

IV. PROPOSED METHODOLOGY 

For providing healthcare organizations with continuous 

authentication, intelligent risk assessment, dynamic policy 

enforcement, and autonomous threat mitigation capabilities, 

this paper introduces a system built around Zero-Trust 

Security and Agentic AI [23]. The agents act as a team for 

monitoring the network, cloud services, healthcare devices, 

users, and electronic health records (EHR) [24]. The 

validation process for each access request is made easier with 

behavioral analytics, dynamic trust score, and context 

information [25]. Autonomous agents implement least 

privilege access controls, detect abnormalities, assess cyber 

threats, and isolate affected resources [26]. Furthermore, it 

incorporates Explainable AI capabilities as well as learning 

[27]. The cooperative framework ensures compliance, 

improves cyber resilience, speeds up the process of response, 

and protects patient confidentiality [28]. 

A. Agentic AI Security Layer 

Points  

• Identity Agent 

• Device Agent 

• Network Agent 

• Risk Agent 

• Policy Agent 

• Response Agent 

• Compliance Agent 

• Learning Agent 

• Threat Intelligence 

• Explainable AI 

 

B. Zero-Trust Enforcement Layer 

Points 

• Continuous authentication 

• Least privilege 

• Dynamic trust 
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• Context awareness 

• Micro-segmentation 

• Behavioural monitoring 

• Risk scoring 

• Automated isolation 

• Policy orchestration 

• Continuous auditing 

 

Figure 3. Proposed Agentic AI-Based Zero-Trust 

Framework 

V. EXPERIMENT, SIMULATION, OR CASE STUDY 

The experiment was carried out on a simulated 

environment that involved the proposed Agentic AI-Enabled 

Zero-Trust Security Framework [29]. In the simulated 

environment, the following elements were included; network 

gateways, IoMT devices, medical workstations, cloud 

applications, and EHR servers [30]. The performance of the 

framework was evaluated using different types of cyberattack 

cases such as ransomware attacks, insider attacks, phishing, 

credential attacks, and device access attacks [31]. The 

performance of the framework was measured using accuracy, 

precision, recall, F1 score, response time, and false-positive 

rate metrics [32]. The proposed framework performed better 

than Zero-Trust frameworks in terms of threat detection, 

policy implementation, autonomous containment, and cyber 

resiliency [33]. 

A. Simulation Environment 

Points 

• EHR servers 

• IoMT devices 

• Cloud platform 

• Medical workstations 

• Security gateway 

• AI agents 

• Network logs 

• Threat datasets 

B. Attack Scenarios 

Points  

• Ransomware 

• Phishing 

• Insider attack 

• Credential theft 

• Malware injection 

• IoMT compromise 

• DDoS attack 

C. Experimental Outcomes 

Points 

• Detection accuracy 

• Precision 

• Recall 

• F1-score 

• Response time 

• Trust score 

• False positives 

• System resilience 

Table 3. Experimental Results 

Performance 

Metric 

Conventiona

l ZTA 

Proposed 

Agentic AI-ZTA 

Detection 

Accuracy 
92% 98% 

Precision 91% 97% 

Recall 90% 98% 

F1-Score 90.5% 97.5% 

Response Time 6.5 s 1.8 s 

False Positive 

Rate 
7.8% 2.1% 

Trust 

Evaluation 
Static Dynamic 

Incident 

Response 
Manual Autonomous 

 

 

 

Figure 4. Experimental Evaluation of Agentic AI-Based 

Zero Trust Security Framework 
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VI. CONCLUSION 

This research presents the Zero-Trust Security 

Framework utilizing Agentic AI to protect modern health 

care organizations against increasing levels of cyberattacks. 

Our proposed design involves the use of autonomous 

intelligent agents and includes behavioral analysis, dynamic 

trust evaluation, continuous authentication, policy 

enforcement, and automated incident response functionality. 

Unlike the traditional security frameworks, the Zero-Trust 

Security Framework establishes collaboration between 

people, machines, applications, and cloud computing 

environments through continual learning from new attack 

vectors. Simulation results show enhanced levels of 

detection, response speed, resilience, and cybersecurity 

effectiveness, as well as compliance and patient privacy. Our 

design is scalable to the telemedicine services, clinics, 

hospitals, and smart healthcare systems containing various 

medical devices. Further studies will focus on using 

blockchain for trust management, digital twins for cyber 

defense, federated agentic AI, and the incorporation of large 

language models into autonomous cybersecurity operations. 

Such enhancements have the potential to advance intelligent 

healthcare cybersecurity in digital hospitals in the future. 
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