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Abstract— Hackers are employing increasingly advanced methods to target hospital networks, electronic health data, medical 

IoT devices, and telemedicine apps as the healthcare industry becomes more digitally integrated. Gathering and sharing 

private medical information is essential when employing centralized machine learning to identify intrusions. Important 

concerns are privacy, regulations, and compliance with HIPAA, GDPR, and other laws. Federated Learning (FL) is an 

approach to learning that protects patient data and does not depend on a central server. It makes it possible for different 

healthcare facilities to work together to create efficient security models. This study looks at the ways that FL can enhance 

network security and preserve privacy in the healthcare industry. It explores secure aggregation techniques, federated learning 

systems, differential privacy strategies, and strong defences against inference and poisoning attacks. By using a hierarchical 

federated framework, this study shows how multi-provider healthcare organizations can increase detection accuracy while 

preserving their independence, privacy, and compliance. 
 

Keywords— Data security, safe aggregation, cybersecurity, medical IoT security, distributed artificial intelligence, intrusion detection 

systems, federated learning, privacy-preserving machine learning, healthcare cybersecurity, and differential privacy All of these examples 

demonstrate what compliance implies. 

 

I. INTRODUCTION 

The healthcare sector is changing quickly as a result of 

telemedicine platforms, cloud-based hospital management 

systems, electronic health records, and an increase in 

medical IoT devices [1]. In addition to simplifying hospital 

operations and patient care, these technologies increase the 

susceptibility of healthcare networks to cyberattacks. 

Ransomware assaults, DDoS attacks, insider threats, and 

data breaches have increased in frequency in healthcare 

businesses due to the high value of protected health 

information (PHI). Machine learning-based intrusion 

detection systems, which require data from several sources 

for efficient training, may be used in traditional network 

security. However, keeping all of your medical records in 

one location could cause privacy and legal problems.  

 

But laws like GDPR and HIPAA make it illegal for 

companies to share data, which makes it harder for 

cybersecurity teams to work together [2]. Since it enables 

numerous healthcare companies to train a shared security 

model without sharing any data, federated learning (FL) is a 

great strategy. Federated Learning only offers encrypted 

model updates that meet the requirements and safeguard the 

data of each school. This study investigates how federated 

learning might assist linked healthcare organizations in 

enhancing network security while preserving privacy. 
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II. FUNDAMENTALS OF FEDERATED LEARNING 

A technique for computer learning called federated 

learning (FL) enables users to work together across devices 

or places without needing to save all of the raw data in one 

spot. H. Brendan McMahan and his colleagues at Google 

made it possible [3]. Allowing each participant—for 

example, a hospital or health network—to train a model 

with their own data and only transmit encrypted changes to 

the model is the aim. In the healthcare sector, where 

maintaining patient privacy is essential, this is also helpful. 

A. Basic Architecture 

The conventional FL configuration is composed of three 

essential components: 

 

• Client nodes: hospitals, clinics, or healthcare 

organizations that train models on their own data—

private network traffic and healthcare IoT data [4]. 

• Central aggregation server: manages training 

rounds and aggregates model updates via secure 

aggregation. 

• Communication layer: ensures that model 

parameters are sent over the communication layer 

while encrypted. 

Normally, the training process involves iterative rounds 
where the server broadcasts a global model, and the clients 
update the global model, resulting in a new global model. 

Table 1: Federated Learning Types 

 

B. Optimization Algorithms 

The optimization methods used in Federated Learning are: 

 

• Federated Averaging (FedAvg): The client model 

parameters are averaged to update the global 

model. 

• FedProx: This method is used to handle non-IID 

data in the healthcare domain [5]. 

• Secure Aggregation: The updates are aggregated in 

such a way that the server does not receive the 

individual updates. 

• Differentially Private SGD: Noise is added to the 

gradients to prevent privacy attacks. 

These methods can be used to provide a scalable solution 
for collaborative intelligence in the healthcare network 
security system. 

III. . PRIVACY AND SECURITY IN HEALTHCARE NETWORKS 

Healthcare organizations combine technology and 

humans. They oversee some of the most private digital data. 

Financial information, insurance, Protected Health 

Information (PHI), and real-time data from medical 

equipment are all handled by hospitals, clinics, and 

telemedicine centers [6]. This makes them a desirable target 

for cybercrime organizations, ransomware attackers, and 

even staff members. The impact of an attack extends beyond 

businesses to include life-saving services. Our healthcare 

system is extremely susceptible to connectivity issues, as the 

WannaCry attack showed. It hurt a lot of nations.  

 

Cloud storage, IoT medical devices (such MRI scanners 

and infusion pumps), EHR servers, and remote access 

interfaces are examples of healthcare systems [7]. Adding 

mobile health apps to telemedicine expands the number of 

access points. Attackers may use outdated legacy systems, 

exposed endpoints, and weak login systems to commit 

phishing, malware, DDoS, and data theft.  

 

Privacy laws, such as GDPR and HIPAA, place strict 

restrictions on how organizations handle and share data. 

Patient data must be kept confidential, safe, and easily 

available, but these rules also make it more challenging to 

compile data for security analytics powered by artificial 

intelligence [8]. Security and compliance issues may arise 

when conventional centralized machine learning algorithms 

are used.  

 
This is addressed via federated learning, which 

guarantees the security of network and patient data across all 
institutions [9]. We may thus work together to detect dangers 
while abiding by all legal requirements and privacy policies. 

 

Figure 1: Healthcare Network Threat Surface  

 

IV. FEDERATED LEARNING FOR NETWORK SECURITY 

Without disclosing patient information or network 

traffic, Federated Learning (FL) enables healthcare 
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companies to work together and exchange cybersecurity 

knowledge [10]. Every healthcare facility creates its own 

algorithms for detecting intrusions and anomalies rather 

than keeping all logs or data collection in one place. They 

only provide the coordinating server with encrypted model 

changes. This tactic raises everyone's awareness of potential 

risks while protecting people's privacy. 

A. Use Cases in Healthcare Network Security 

1. Federated Intrusion Detection Systems (F-IDS): By 

pooling their IDS model training resources, 

hospitals can identify ransomware, DDoS assaults, 

and insider threats in their distributed networks 

[11].  
2. Malware and Ransomware Classification: Local 

endpoints look for dangerous binaries, and the 

more data they get from different sources, the more 

adept they get at spotting them [12].  
3. IoT Medical Device Anomaly Detection: Federated 

learning models keep an eye on unexpected 

communication between devices like respirators, 

imaging equipment, and infusion pumps. 

Ransomware, denial-of-service attacks, or 

unauthorized shutdown of scanners and gateways 

may be indicated if the CT-based model shows an 

abrupt decrease in case volume, modality diversity, 

or exam time that deviates from clinical schedules. 
4. Secure Imaging workflow monitoring: Predicted 

tumor distributions, acquisition patterns, and 

information are generated using the liver CT 

segmentation/CNN. Man-in-the-middle attacks on 

DICOM streams or picture tampering may be 

indicated by any variations (improbable anatomy, 

missing series, altered pixel statistics). [13]. 
 

Table 2: Model Architectures for FL-Based Security 

 
 

B. Federated Security Workflow 

Workflow overview: 

1. Hospitals train their own local security models 

based on their local traffic data. 

2. The updates to these models are encrypted and 

transmitted securely. 

3. A central aggregation server computes the updates 

securely through averaging. 

4. The improved global model is then redistributed 

for the next round of training. 

In addition to safeguarding vital network data locally, 

this recurrent loop helps us spot issues among healthcare 

providers [14]. 

 
Figure 2: Federated Learning Model Architecture 

 

V. SYSTEM ARCHITECTURE PROPOSAL 

This section describes a secure and scalable Federated 

Learning framework that is intended to ensure privacy while 

facilitating collaboration on network security among 

scattered healthcare providers [15]. The framework focuses 

on compliance, resilience to cyber threats, and effective 

sharing of collaborative intelligence. 

A. Hierarchical Federated Framework 

For addressing the issues of scalability and diverse data, 

it is recommended to have a tiered federated system [16]. 

The hospitals are grouped based on geographical regions or 

similar network features. For each group, there is a regional 

aggregation server that manages the local updates, and a 

central health authority that manages the global updates of 

the model. 

A three-tier architecture maintains efficiency and 

concentration on patient care networks.  

 

1. Tier 1 – Local Layer: hospital-level intrusion 

detection systems are trained on internal network 

logs, IoT data, and firewall logs.  

2. Tier 2—Regional Aggregation: To provide a 

regional perspective without revealing the data, 

regional servers gather and safely average the 

institutions' encrypted updates.  

3. Tier 3-Global Coordination: A central 

orchestrator integrates regional models to produce 

a security paradigm that works effectively globally.  

 

With this multi-tier approach, communication overhead 

is minimized and faster model convergence is guaranteed, 

even if the healthcare data is not IID [17]. 

B. Secure Federated Protocol 

Security mechanisms are: 

• Secure Aggregation: prevents reconstruction of 

individual hospital updates [18]. 
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• Differential Privacy (DP): adds controlled noise 

to gradients. 

• End-to-End Encryption (TLS): protects 

parameter transmission. 

• Robust Aggregation (e.g., Krum, Median): 

prevents model poisoning attacks. 

C. Edge–Cloud Integration 

Real-time training and fault detection are carried out via 

the edge servers of the hospital networks. Audit compliance, 

logging, and global orchestration are managed by the cloud's 

federated coordinator [19]. 

 

 

 

 

 
Figure 3: Proposed Architecture  

 

VI. PRIVACY PRESERVATION AND SECURITY ANALYSIS 

Federated Learning (FL) enhances cybersecurity in the 

healthcare industry while maintaining complete privacy 

[20]. If the level of protection is insufficient, the model 

updates provided may contain sensitive information even if 

the original data is still in each organization. Healthcare 

businesses must use both effective threat mitigation 

techniques and creative privacy-preserving methods to 

guarantee the security of their systems. 

A. Privacy-Enhancing Techniques 

 

1. Differential Privacy (DP): To reduce the 

likelihood that patient data may be mathematically 

deduced, we introduce noise to the local gradients 

prior to transmission. The privacy measure is 

tracked by the epsilon (\(\epsilon\)) number. 

2. Secure Multi-Party Computation (SMPC): The 

model updates are broken into cryptographic shares 

such that not even the aggregator can deduce the 

parameters. 

3. Homomorphic Encryption (HE): Enables 

computations to be performed on the encrypted 

updates, such that nothing is leaked during 

aggregation without decrypting [21]. 

4. Secure Aggregation Protocols: Ensure that the 

server coordinating the process can only access the 

final aggregated output and not the individual 

updates. 

B. Threat Models and Countermeasures 

FL systems in the healthcare industry need to be able to 

protect themselves from a variety of threat sources, 

including both internal and external users [22]. Some of 

these clients try to mislead the global model because they 

disagree with it. 

 

Table 3: Threat Models and Countermeasures 

 
 

C. Security-Privacy Trade-off 

A trade-off between privacy and model accuracy might 

be necessary for lower ε values [23]. In order to maintain 

the safety of healthcare networks, the model's designers had 

to find the best possible balance between detection rate, 

communication effectiveness, and regulations. 

 

 

 

VII. EXPERIMENTAL EVALUATION 

This section will examine the privacy and network 

security advantages of Federated Learning (FL), as well as 

how well it protects privacy and improves the security of 

healthcare networks [24]. Federated models compete with 

centralized models and models that are only used in one 

location in the testing. 

A. Experimental Setup 

A system with a few hospitals acting as federated client 

nodes is envisioned in the proposed study. Each hospital 

keeps its own collection of network traffic logs, firewall 

event logs, and IoT telemetry information. The global model 

is maintained by the central server. FedAvg is used in 

conjunction with secure aggregation to safeguard the global 

parameters [25]. 
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a) Important points: 

 

1. Clients: 10-20 federated hospitals 

2. Models: Convolutional Neural Network (CNN) for 

traffic classification, and Autoencoder for anomaly 

detection [26]. 

3. Privacy: Differential Privacy with carefully chosen 

values of ε. 

4. Training epochs: 100-200 communication rounds 

B. Baseline Comparisons 

Three different layouts are being examined. 

 

1. Centralized Learning: all data is centralized on 

one server. 

2. Local Learning: each hospital learns from their 

own data. 

3. Federated Learning: each group learns together in 

a decentralized fashion. 

Accuracy, F1-score, detection latency, communication 

overhead, and privacy leakage are among the assessment 

criteria [27]. 

C. Results and Performance Analysis 

The results demonstrate that federated learning 

techniques are significantly better than local models but 

almost as good at locating things as centralized models. 

Even though the noise added for privacy protection 

significantly lowers accuracy, federated models perform 

well in a range of healthcare scenarios. Due to regular 

aggregation, communication overhead is kept low [28]. 

 

 
Figure 4: Detection System in The Internet of Medical 

Things (lOMT) 

 

 

VIII.  CHALLENGES AND FUTURE DIRECTIONS 

Federated Learning (FL) is a great way to keep 

healthcare networks private, but when it is used by multiple 

healthcare providers, it presents a number of organizational, 

technological, and legal issues [29]. 

A. Key Challenges 

1. Data heterogeneity (non-IID data): Hospitals 

differ in terms of patients, devices, and network 

settings. If the data is not spread uniformly, it could 

take longer to train a model and result in a less 

effective global model [30]. 
2. Communication Overhead: Exchanging model 

parameters from time to time between hospitals 

consumes bandwidth, which becomes more 

problematic for deep neural networks. 

3. Security of Federated Updates: Malicious users 

may attempt to poison or introduce backdoors in 

the model via federated updates [31]. 

4. Regulatory and Governance Complexity: Global 

collaborations are required to comply with 

regulations such as HIPAA and GDPR [32]. 

B. Future Research Directions 

1. Adaptive Federated Optimization (FedProx, 

Clustered FL) to deal with heterogeneity in 

hospitals 

2. Model compression and sparse updates to reduce 

communication overhead 

3. Blockchain-based audit trails to provide 

accountability 

4. Explainable Federated AI (XAI) for regulatory 

purposes 

5. Federated threat intelligence sharing frameworks 

Table 4: Challenges and Mitigation  
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Figure 5: Future Evolution Roadmap 

 

IX. CONCLUSION 

A rising number of hospitals and medical organizations 

are experiencing ransomware attacks, data breaches, and 

complex hacking attempts. Because it requires a lot of data 

in one place, centralized machine learning for cybersecurity 

is good at identifying dangers, but it also presents privacy, 

legal, and practical issues. Federated learning (FL), which 

enables medical institutions to work together and improve 

their defenses without disclosing patient or network data, is 

a big step forward.  

 

Federated learning uses encryption, safe aggregation, 

and differential privacy to spread training across several 

nodes. In compliance with regulations like HIPAA and 

GDPR, this facilitates the identification of hazards. The 

suggested hierarchical federated design shows how several 

healthcare organizations can collaborate to develop 

dependable anomaly and intrusion detection systems while 

maintaining data ownership.  

 

It has numerous problems, though, such as transferring 

too much data, having too many distinct kinds of data, and 

being easily hacked. Strong optimization, explainable AI, 

and safe federated governance will be more beneficial. In 

conclusion, Federated Learning is a scalable and privacy-

friendly foundation for next-generation healthcare network 

security systems. 
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