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Abstract:With the rapid advancement of Al-generated video technology (Sora, Pika, MoORA), detecting synthetic videos has become a
critical challenge. Current deepfake detection systems suffer from limited cross-modal analysis and lack of interpretability, despite their
importance for forensic applications. This paper introduces a multimodal fusion framework that combines visual artifacts, audio-visual
synchronization, and temporal consistency with explainable reasoning chains. Our approach achieves 82.1% test accuracy on the
GenVidBench dataset (175,266 videos across 9 generation models) while providing verifiable chain-of-thought (CoT) explanations for
each detection decision. We further integrate blockchain-based evidence logging to enable cryptographically secure audit trails for
forensic investigations. Comparative analysis demonstrates multimodal superiority over single-modality baselines (visual-only: 78.1%,
audio-only: 71.3%). The system achieves real-time inference (3.7s per 30-frame video on CPU) and maintains 76.3% cross-domain
accuracy on unseen generation models—addressing key limitations in existing approaches.
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1. INTRODUCTION

The democratization of generative models has led to an
unprecedented crisis in media authenticity. State-of-the-art
video generation systemstZ now produce photorealistic
synthetic videos indistinguishable from genuine footage for
naive viewers. Unlike earlier deep fake attacks targeting facial
manipulation , modern systems generate complete scenes with
consistent  lighting,  physics-compliant  motion, and
synchronized audio—rendering traditional forensic methods
obsolete.

Existing detection approaches fall into three categories:

1) Spatial-Temporal Consistency MethodsPl“l:  Extract
frequency-domain or temporal anomalies. Limited to frame-
level artifacts; miss high-level semantic inconsistencies.

2) Visual Inconsistency Detection®ll®]: Detect synthetic images
via CNN-based artifact detection and optical flow analysis.
High accuracy on training data but poor cross-generator
generalization.

3) Multimodal Approaches (Rare): Most systems analyze
visual and audio separately, missing audio-visual
desynchronization as a detection signal.

Critical gap: Existing deepfake detectors provide binary
decisions without explanations, undermining trust and forensic
admissibility. Law enforcement requires verifiable reasoning
chains to substantiate detection conclusions. Moreover,
deepfakes targeting diverse domains — from political
manipulation to entertainment cloning to financial fraud —
demand cross-domain robustness beyond single-generator
optimization; state-of-the-art systems achieve <75% accuracy
on unseen generation models.

Our contributions:
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1) First comprehensive multimodal system integrating visual
(MobileNetV3 + 384D features), audio (MFCC + 13D), and
temporal (5D sync metrics) with learned fusion weights
achieving dynamic per-sample modality prioritization.

2) Explainable reasoning module that generates chain-of-
thought (CoT) decision rationales, revealing which evidence
signals (texture artifacts, lip-sync violations, unnatural motion)
triggered forgery classification.

3) Blockchain integration enabling immutable evidence
logging with SHA-256 hashing, supporting forensic chain-of-
custody requirements.

4) Extensive evaluation on 175,266 videos across 9 state-of-
the-art generation models (CogVideo, HD-VG-130M, MoRA,
MS, Pika, T2V-Z, VC2, VRIPT) with detailed per-generator
performance analysis.

5) Ablation studies confirming multimodal superiority (82.1%
vs. 78.1% visual-only, 71.3% audio-only) and cross-domain
evaluation on unseen models (76.3% Pika accuracy).

The remainder of this paper is organized as follows: Section 2
covers related work in video forensics and multimodal
learning. Section 3 details our methodology — feature
extraction, fusion architecture, and explainability mechanisms.
Section 4 presents extensive experiments, results, and
ablations. Section 5 discusses key findings and failure modes.
Section 6 concludes with future directions.

2. RELATED WORK
2.1 Video Forensics and Deepfake Detection

Traditional video forensics relied on camera intrinsics!”! and
resampling artifacts(®l. With the emergence of GANs and
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diffusion models, the field shifted toward detecting generative
signatures.

Facial deepfake detectors®l!l achieved >95% accuracy on
FaceForensics++ by identifying frequency-domain GAN
artifacts. However, these methods generalize poorly to whole-
scene generation (Sora, Pika) where forgery artifacts are more
subtle and diverse.

Recent general-domain detectors:

1)AIGDet!™: Captures spatial-temporal anomalies; accuracy
drops on high-fidelity models.

2)DeCoFEl: Exploits optical flow inconsistencies; vulnerable
to post-processing.

3)Optical Flow Detectionl®: Exploits motion inconsistencies;
vulnerable to post-processing.

Common limitation: None  analyze  audio-visual
synchronization. Lip-sync mismatches, voice inconsistencies,
and motion-audio desynchronization remain unexploited
signals.

2.2 Multimodal Learning and Fusion

Vision-language models (CLIP, ALIGN) demonstrate that joint
multimodal reasoning outperforms  single-modality
approaches*?,  Recent work extends this to video
understanding (VideoMAE, VICLIP) but rarely applies
multimodal fusion to forensics.

Audio-visual learning!*®! shows lip-sync detection is learnable;
however, existing systems treat audio and visual streams
independently without adaptive weighting based on content
characteristics.

Our work introduces learned, content-adaptive fusion
weights—novel in video forensics context.

2.3 Explainability and Blockchain in Al
Systems

Recent advances in explainable A28l via LIME, SHAP, and
attention mechanisms enable interpretable model decisions.
However, application to video forensics remains limited due to
computational overhead.

Blockchain for evidence logging!*®! provides immutable audit
trails but has not been integrated with real-time Al detectors
due to latency concerns. Our system explores practical
blockchain integration with forensic timelines.

The combination of explainability and blockchain is critical for
legal admissibility. deepfake detection in forensic contexts
requires not only accurate classification but also verifiable
evidence chains that can withstand courtroom scrutiny.
Explainable Al provides transparency regarding detection
rationale and evidence weighting, while blockchain ensures
non-repudiation and immutable timestamping of detection
results. Together, these mechanisms create a trustworthy
detection pipeline suitable for law enforcement and legal
proceedings.

3. METHODOLOGY
3.1 System Overview

Our pipeline consists of four stages:
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FIGURE 1: SystemArchitecture

3.2 Visual Feature Extraction

Video frames are sampled at 1 fps with uniform temporal
distribution. Each frame 1 is feed through MobileNetV3 (pre-
trained ImageNet, 12M parameters) with global average
pooling:

F, = MobileNetV3,,,(I) € R38* (3-1)

where MobileNetV3 comprises 16 bottleneck layers with
depthwise separable convolutions. The penultimate layer
produces 384-dimensional feature maps. We apply L2
normalization:

v
[1Fy]l2

Fine-tuning is performed on the last 50K parameters (layers 14-
16) while freezing earlier layers to preserve ImageNet prior.
This transfer learning strategy reduces overfitting on limited
deepfake datasets while retaining generic texture recognition
capability.

norm _— Fv (3_2)

The loss function for visual classification is:
é’)uisual = —alog(p,) — (1 — a)log(l - py) (3-

where p, = a(W,E "™ + b,,) is the visual modality

prediction (o denotes sigmoid), and a € 0,1 is the ground
truth label.

3.3 Audio Feature Extraction

Audio streams are resampled to 16 kHz with 20ms window size
and 50% overlap. Mel-Frequency Cepstral Coefficients
(MFCCs) are computed via:

St ) =1XENI? (3-4)

where X(t, f)is the Short-Time Fourier Transform of the audio
signal at time frame t and frequency binf.

Mel-scale warping is applied:
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m = 2595l0g10(1 + L) (3-5)
The cepstral features are extracted from the log-mel

spectrogram:

mk(j—0.5)
M

Cx = Zjlog(M;)cos( Yfork =1,2,...,13

@3-
6)

where Mjis the j-th mel-scaled spectrogram bin, M is total
number of mel bands (set to 40).

First- and second-order derivatives ( C'andC'') capture
temporal dynamics:

Co(t) = 22,1 (Ck(t‘;?_ck(t_'f)) (3-
t=127"

7)

Final audio representation aggregates statistics:
Fo
= [mean(C), std(C), mean(C"), std(C"), mean(C")

,std(C'N] € R13 (3-
8)

3.4 Temporal Synchronization Features

Synchronization features capture audio-visual alignment
anomalies. LetE,udio(t) denote audio energy envelope and
M, isual(t)denote visual motion magnitude at frame t¢:

Equaio(t) = \/(ZfS(t' ) (3-9)
Myisuai (1) = [[VI(D]|F (3-
10)

where I(t)is the spatial gradient (Frobenius norm) of frame t.
Cross-correlation between audio and visual streams:

_ [Z¢(Equdio(®) —1E) Myisuai(t—T)—1y)]

p(T) - \/(UEZ'UMZ)
(3-11)
Voice onset time is detected via energy threshold:
Aonser = argmaxEqyqio(t) —
argmax |Mvisual (t) |
(3-12)
Spectral centroid stability measures voice consistency:
ZefS(tf)
SC(t) = 220 3
O ) (
13)
. std(SC(1)) )
Centrality = 1 mean(SC(®) (3-14)

Jitter metric capturing pitch period irregularities:
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Jitter = (1/N)ZNA|T, — —eal (3-15)

mean(T)

whereT;denotes consecutive pitch periods. Synthesized audio
shows elevated jitter (>0.05).

Final synchronization vector:

F;_ =

[Pmax, Aonsets Denergy, Jitter, Centrality] € R®
(3-16)

3.5 Adaptive Fusion Network

Rather than fixed concatenation, we employ learned, sample-
adaptive weights via attention mechanism:

exp(wifi)

a; = — Lt —
L osiPexp(wif))

(3-17)

where f; € E,, F,, F;are normalized modality representations
and w € R*%2are learnable fusion parameters trained jointly
with the classifier.

The attention mechanism allows dynamic prioritization:

a,(x) = {high, if video has strong visual artifacts
{low, if silent scene with clear audio

This content-adaptive weighting is formalized as:

G(E, Fy ) = ay(0)E, + ag(0)F, + a;(x)F
(3-18)
where a, (x) + a4 (x) + ag(x) = 1Vx.

The fused representation is:

Ffused = concat([a, - EM™ a, - EMT™ g
. Enorm]) g R402
s
(3-19)

Regularization prevents extreme specialization:

Lyeg = A(variance(a) + KL(a|luniform)  (3-
20)

whereA = 0.0 1empirically balances flexibility vs. stability.

3.6 Binary Classification Head

A shallow MLP classifier follows the fusion layer:

h1 = ReLU(WlFfused + bl), dlm(hl) = 256 (3-
21)

h; = Dropout(hy,p = 0.3) (3-22)

hz = ReLU(W2h1 + bz), dlm(hz) =128 (3-23)

h, = Dropout(h,,p = 0.2) (3-24)

zZ = W3h2 + b3, dlm(Z) =2 (3-25)
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P(fake) = sigmoid(z,) (3-26)

The binary cross-entropy loss is:

Leg = —[ylog(P(fake)) + (1 = y)log(1 — P(fake))]
(3-27)

where y € {0,1} is the ground truth label. We use Adam
optimizer with learning rate Ir=0.001 and apply L2
regularization (A=0.0001) on weights:

Leotar = Leg + Lreg + AZ”WHZZ (3-28)

Training employs early stopping with patience=5 epochs on
validation F1 score.

3.7 Explainability via Chain-of-Thought

For each detection, we generate interpretable reasoning chains
via gradient-based attribution:

OP(fake) _ 6P(fake)6_z%%

OF; dz  0h, dh, OF;
(3-29)
The attribution score per modality is:
dP(fake) X||0P(fak
A = || dP(fake) ;| |OP(fake) (3-30)

OFl2 OF |l

Confidence thresholds trigger evidence activation:
Evidence,isual= {

"detected": A,,> 0.3,

"confidence": max(gradient_activation),

"layer": argmax(layer_importance)
} (3-31)
Chain-of-Thought reasoning combines evidence:
CoTscore = z:iWiAi1confidencei>‘r (3-32)
where 1 is indicator function and T is threshold (set to 0.3).
Decision rationale is generated via template filling:

IfA,> 0.5: "Visual artifacts dominate: [describing detected
anomalies]”

If A, > 0.5: "Audio inconsistencies prominent: [describing
sync issues]"

If Ag> 0.5: "Temporal desynchronization detected”
Final classification combines confidence with explainability:
Decision = {
"is_fake": P(fake)> 0.5,
"confidence": |P(fake) — 0.5|2,
"reasoning": CoT _rationale,
"modality_breakdown": [A,,, A4, As]
} (3-33)
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3.8 Blockchain Evidence Logging

Upon detection, we create immutable ledger entries following
proof-of-authority consensus:

Hash(video) = SHA256(raw,ideoyytes) (3-34)
Block;={
"timestamp™: T},
"video_hash™: H;,
"detection,esult": {
"is_fake": y,red,
"P(fake)":P;,
"reasoning_chain": R;
h
"previous_hash": H;_;,
"nonce™: N;
} (3-35)

The block is signed with forensic authority private key:

Signature; =
Sign(SHA256(Block;), SKrorensic) (3-36)

Blockchain proof ensures chain-of-custody compliance:

Verified = Vi:Verify(Signature;, PK;orensic) A
Hash(Block;) #+ Hash(Block;") (3-37)

Mining difficulty (proof-of-work approximation) is:
Dif ficulty; = 1leadingzeros(SHA256(Blocki||Ni))2d
(3-38)

where d = 4leading zeros (tuned for <2s mining time on
CPU).

Total blockchain overhead Ty,lockcha includes ledger] /Oand
network latency:

Tplockchain = Tpashing + Tsigning + T,etwork
(3-39)
~ 0.2s + 0.8s + 0.2s = 1.2s(for remote ledger deployment)

4. EXPERIMENTS
4.1 Dataset Description

GenVidBench comprises:

Real Videos (101,403):

1) Source: Publicly available face video databases
2)Duration: 10-60 seconds

3)Quality: 1080p, 24-30 fps

4)Characteristics: Frontal to near-frontal faces, varied lighting
conditions
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Generated Videos (73,863):

1)CogVideo: 13,853 videos
2)HD-VG-130M: 13,416 videos
3)MoRA: 10,356 videos

4)MS: 13,501 videos

5)MUSEvV: 2 videos

6)Pika (cross-domain test): 13,501 videos
7)T2V-Z: 13,501 videos

8)VC2: 13,501 videos

9)VRIPT: 20,131 videos

Total: 175,266 videos (58% real, 42% generated)

4.2 Evaluation Metrics
1)Accuracy: Overall classification correctness
2)Precision/Recall: Per-class performance
3)F1 Score: Harmonic mean

4)AUC-ROC: Ranking quality

5) Inference Time: CPU latency per video

4.3 Main Results

Frgpan & Bur-Sassctan Ascency Conpanice
P hg Cront-owan Phs sashains |
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FIGUREZ2:Performance Metrics Across Train

Shows accuracy, precision, recall, and F1 trajectories across
three datasets, demonstrating generalization capability. The
validation accuracy plateau at epoch 40 indicates optimal
stopping point.

Metric Train Val Test Cross
Accuary 91.2% 87.5% 82.1% 76.3%
Precision 0.908 0.871 0.823 0.758
Recall 0.915 0.879 0.819 0.745
F1 Score 0.911 0.875 0.821 0.751

AUC-ROC 0.962 0.932 0.891 0.812

Table 1: Overall Performance Summary.

Train/Val/Test metrics demonstrate stable learning without
overfitting (gap <10%). Cross-domain Pika evaluation shows
5.8% accuracy drop due to architectural differences in
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generation approach; Despite this performance gap, 76.3%
cross-domain accuracy remains acceptable for real-world
forensic deployment, validating the robustness gains from
multimodal fusion.

4.4 Per-Modality Contributions

Figure 2 Modality Ammbution Per-Sampss Hestmag

- Vil | Ve - e v &

FIGURE 3: Modality Attribution Per-Sample Heatmap

Heatmap visualization of content-adaptive  modality
prioritization. Color intensity represents attribution weights:
visual modality dominates (o._v > 0.6) in texture-heavy scenes;
audio modality becomes salient (o._a > 0.5) in speech-centric
videos; temporal sync activates (o._s > 0.3) on lip-sync
violations >100ms. Temporal synchronization activates
prominently (a_s > 0.3) exclusively when lip-sync violations
>100ms or motion-audio jitter exceeds 0.5c threshold are
detected. The heatmap reveals that learned weights exhibit
sophisticated content-awareness rather than uniform mixing,
validating the adaptive fusion mechanism's effectiveness at
specializing per-sample based on available evidence qualit.

Average attribution scores:

1)Visual: 45% (dominant for texture artifacts, compression
artifacts, unnatural color palettes)

2)Audio: 38% (critical for voice-swap detection, speech
anomalies, codec artifacts)

3)Sync: 17% (supplementary, activates on lip-sync violations
>100ms, motion-audio jitter >0.50)

Key insight: Unimodal baselines cannot capture these
conditional importance shifts.

4.5 Ablation Study

Figare 4: Atiston Sty Resstts - Mudtrrodal Tusicn Comaansas

et Accurmey (%

FIGURE 4: Ablation Study Results
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Compares all 7 modality combinations (3 single-modality, 3
two-modality, 1 three-modality). Clearly shows additive
improvements and the critical role of multimodal fusion.

Configuration Test Acc  Performance Delta vs. Best

Visual Only 78.1% -4.0pp (baseline)
Audio Only 71.3% -10.8pp (weakest modality)
Sync Only 61.2% -20.9pp (insufficient signal)

Visual + Audio 84.2%
Visual + Sync 80.5%
Audio + Sync 73.8%
All Three (Full)  82.1%

Table 2: Ablation Study Results.

+2.1pp (strong pairwise)
-1.6pp (partial improvement)
-8.3pp (insufficient coverage)

+0.0pp (optimal)

Multimodal fusion yields 3.9% improvement over best single
modality. Notably, Visual+Audio (84.2%) outperforms the full
three-modality model (82.1%), suggesting temporal sync
features introduce noise for silent/misaligned videos (Section
5.2). Despite this 1.1pp decrement, the full model provides
complementary evidence valuable for forensic applications.
Per-generator performance ranges from 71.2% (VRIPT) to
89.3% (CogVideo)—an 18.1pp gap reflecting distinct artifact
signatures across architectures. High-performing generators
(CogVideo) exhibit consistent temporal artifacts, while
challenging models (VRIPT) employ post-processing that
obscures detection signals. This distribution necessitates per-
generator calibration for deployment.

Note: Visual+Audio combination occasionally outperforms the
full model when temporal sync features introduce noise in
silent or near-silent video segments.

4.6 Inference Time & Per-Generator
Performance

Figure 3 infarence Time Dreakdown
(Totat 3.7 per M)feame video)

Fastirn
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FIGURE 5: Inference Time Breakdown

Component-wise latency distribution: Feature extraction
(56.8%), Fusion+Classification (10.8%), Reasoning generation
(21.6%), Blockchain logging (10.8%). Identifies bottleneck:
feature extraction phase.
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System latency (per 30-frame video):

1) Feature extraction: 2.1s (CPU)

2) Fusion + Classification: 0.4s

3) Reasoning generation: 0.8s

4) Blockchain logging: 1.2s (network-dependent)
5) Total: 3.7s per 30-frame video

6) Throughput: ~8 videos/minute (single CPU core)
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FIGURE 6: Per-Generator Accuracy Comparison

Per-generator accuracy distribution across 9 in-distribution
video generation models (CogVideo, HD-VG-130M, MoRA,
MS, T2V-Z, VC2, MUSEv, VRIPT) and 1 out-of-distribution
model (Pika), revealing significant performance heterogeneity.
CogVideo achieves highest accuracy (89.3%) due to consistent,
easily-detectable temporal jitter and frequency-domain
anomalies characteristic of its autoregressive architecture.
Intermediate performers (HD-VG-130M: 85.1%, MoRA:
84.7%, MS: 83.2%) maintain recoverable artifact signatures
despite progressive post-processing sophistication. Low
performers (VRIPT: 71.2%, MUSEv: 72.1%) employ
aggressive compression and parameter optimization that
minimizes detectable deviations from natural video statistics,
creating adversarially-challenging detection scenarios. Cross-
domain evaluation on Pika (76.3%, out-of-distribution)
demonstrates 5.8pp accuracy degradation relative to in-
distribution average (82.0%), revealing the model's partial
overfitting to training-set generation signatures. The heavy-
tailed distribution (18.1pp spread) underscores that deepfake
detection difficulty varies substantially across generators,
necessitating per-generator threshold calibration and adaptive
confidence scoring in real-world forensic deployment to
maintain consistent false-negative/false-positive trade-offs
across diverse generation models.

Generator-specific performance:

Generator Acc. Difficulty Analysis

CogVideo 89.3%
HD-VG-130M  85.1%
MoRA 84.7%
MS 83.2%
T2V-Z 82.8%

Consistent temporal jitter
Moderate artifacts
Occasional sync errors
Subtle color shifts
Fine-tuned quality

36


http://www.ijsea.com/

International Journal of Science and Engineering Applications
Volume 15-Issue 04, 31 — 38, 2026, ISSN:- 2319 - 7560
DOI: 10.7753/IJSEA1504.1006

Generator Acc. Difficulty Analysis
VC2 81.5% Advanced post-processing
Pika (OOD) 76.3% Novel architecture
MUSEv 72.1% Limited training data

5. DISCUSSION
5.1 Key Findings

1) Multimodal superiority confirmed: Fusion significantly
outperforms single modalities. Statistical significance verified
via:

82.1-78.
t — test(Flpu, Flyisua) = t — stat = 10 87 lo50p<

0.001 (5-1)

2) Cross-domain challenge: Unseen models (Pika, 76.3%
accuracy) reveal generalization gap. Domain shift d estimated as:

8 = ||Utrain — Upikal |2 ~ 0.23 (5-2)

3) Explainability adoption: Forensic teams preferred CoT
explanations; quantitative survey shows 94% satisfaction vs. 21%
for black-box systems (y? = 156.3,p < 0.001).

4) Blockchain overhead quantified:

Speed(withblockchain)/Speed(baseline) = % =
9.25slower (5-3)

Cost analysis: Per-video blockchain logging ~ $0.0012 USD (at
$0.03/transaction, Ethereum layer-2).

5) Modality contribution variability measured via entropy:
H(a) = —Xialog(a) € [0,log3)] (5-4)

For content-adaptive weights: H(a) = 0.87 bits (vs. 1.10 for
uniform distribution), confirming meaningful specialization.

5.2 Modality Interference and Feature Noise

An important observation from Table 2 reveals that
Visual+Audio (84.2%) outperforms the full three-modality
fusion (82.1%), indicating that temporal synchronization features
can introduce noise in certain scenarios. Analysis reveals two
contributing factors:

1) Silent/Near-Silent Videos: Videos with minimal audio content
(e.g., action sequences, music videos) produce sparse,
uninformative F_s vectors. The temporal sync metrics become
unreliable, and including them adds regularization burden
without compensating signal. Approximately 18% of test set
videos fall into this category, where F_s contributes noise rather
than signal.

2) Cross-Modal Misalignment: Some videos exhibit natural
audio-visual misalignment (e.g., narration offset, music-to-action
delays in artistic content). These are legitimate forensic signals
for human-generated content, but the learned fusion weights
penalize them, treating misalignment as evidence of synthesis—
a false assumption.

Despite this, the full model remains valuable because: (a) for
content-rich videos (82% of dataset), sync features provide
critical deepfake signals; (b) the 1.1pp performance drop is
modest; (c) forensic applications value complementary evidence
even with marginal accuracy trade-offs. Future work explores
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Generator Acc.

VRIPT 71.2%

Difficulty Analysis
Highly optimized output

Table 3: Per-generator breakdown showing heavy-tailed distribution.

Worst-case (VRIPT) remains >70% accuracy—acceptable for
high-precision forensic workflow

selective modality gating to activate sync features only when
audio content exceeds a confidence threshold.

5.3 Failure Analysis

3.6% error rate (635 misclassifications of 17,527 test samples).
Confusion matrix analysis:

TP

TruePositiveRate(TPR) = TPIFN = 0.819 (5-5)
FalsePositiveRate(FPR) = FPZPTN = 0.177 (5-6)

Performance degradation by failure category:
1) Short videos (< 5sec):

Insufficient temporal context — MFCC aggregation becomes
noisy

Agccuracy = —8.2ppvs. 30 — secbaseline (5-7)
2) Heavy occlusions:
Visual feature degradation on hidden faces
Epectuded has 40% lower activation magnitude (5-8)
3) Perfect-quality synthesis:

Modern models (Sora, HunyuanVideo) produce imperceptible
artifacts

Artifacts,nergy N(107%,10712)(indistinguishablefromreal)
(5-9)

4) Video compression (H.264, VP9):

Post-processing artifacts can be misclassified as generation
artifacts

False positive rate peaks at QP > 40 (heavy compression)
(5-10)

Confidence-accuracy relationship follows Brier score:

BS = L Ei(Pi — y)? (5-11)

Brier score for our system: BS = 0.186 (acceptable; perfectly
calibrated would be 0)

Method Test Notes
XceptionNet (visual-only) 78.1% Baseline
MFCC+SVM (audio-only) 71.3% Baseline

DeCoF (optical flow) 80.5% Published
AIlGDet (spatial-temporal) 79.2% Published
Our Multimodal Fusion 82.1% Ours
VidGuard - R1 (MLLM-based) 86.0% Published

Table 4: Performance Comparison of Different Methods

37


http://www.ijsea.com/

International Journal of Science and Engineering Applications
Volume 15-Issue 04, 31 — 38, 2026, ISSN:- 2319 - 7560
DOI: 10.7753/1JSEA1504.1006

While VidGuard-R1%7 achieves 86% via MLLM + RL, our approach
adds blockchain provenance—critical for legal forensics.

6. CONCLUSIONS

This paper introduces a production-ready deepfake detection
system combining multimodal feature fusion, explainable
reasoning, and blockchain-based forensic logging. The system
achieves 82.1% test accuracy on 175K+ videos, outperforming
single-modality baselines by >3%. Explainability and
provenance features address adoption barriers in forensic
workflows.

Future work:

1) GPU acceleration (reduce latency to <0.5s)

2) Transfer learning for cross-domain generalization
3) Extension to full-body videos

4) Integration with law enforcement platforms

Key improvement direction: Implement selective modality gating
to deactivate sync features for silent/near-silent videos,
addressing modality interference identified in Section 5.2.
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