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Abstract 

    Suspensions/Dispersions are encountered in a wide range of 

applications, e.g., liquid abrasive cleaners, ceramics, medicines, 

inks, paints….etc. In most cases it is necessary to keep the 

suspension stable for the product lifetime. A new modified 

differential sedimentation measuring system is suggested and used 

to identify physical parameters affecting the sedimentation in 

suspensions. The technique is discussed in details. It is found that 

particle sizes as well as viscosity of continuous phase are the most 

important factors governing the stability of a suspension. Empirical 

relations are extracted to quantitatively describe the weight effect of 

each factor. The modified measuring system shows good accuracy 

enough to detect fluctuations in concentration of suspended 

particles due to their Brownian diffusion, as well as the particles 

concentrations in the stable suspension. This study confirmed the 

fact that particles diameters measured by Zetasizer are much 

greater than those measured by the transmission electron 

microscope. This study presents a proposal for new technique for 

particle size separation based on the differential sedimentation in 

viscose fluids. This new method is a differential viscosity column.  

The proposed size separation technique may help to separate 

engineered nano-particles with higher resolution.     
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Introduction 

Suspensions/Dispersions are 

encountered in a wide range of 

applications, e.g., liquid abrasive 

cleaners, ceramics, medicines, inks, 

paints….etc. In most cases it is 

necessary to keep the suspension 

stable for the product lifetime [1].  

Particle size is one of the most 

important parameters in materials 

science and technology as well as 

many other branches of science and 

technology, from medicine, 

pharmacology and biology to 

ecology, energy technology and the 

geosciences. Well dispersed stable 

suspension is one of the most 

pharmaceutical formats of drugs. 

Also the stability of suspension is 

the top feature in paint industry. 

Therefore this current work aims to 

describe quantitatively the 

parameters that are responsible for 

the stability of a suspension in such 

a way that one can, initially, right 

select specifications of the used 

components before mixing them to 

produce a high stable suspension at 

once. Since the particles size 

(dispersive phase) is the most 

important parameter, this study will 

propose a new technique for size 

separation either in nano scale or 

micro scale or a mixture of both. 

 

a) Sedimentation of Nano-particles  

      Most nano particles have been 

shown to aggregate once they are 

hydrated, which has a significant 

effect on their sedimentation rates. 

Several studies have addressed the 

aggregation of different nano 

particles in simpler aqueous 

solutions, including the effect of 

increasing ionic strength (IS) and 

different pH levels on the size of 

aggregates [2–5]. It was expressed 

that nano-fluids would be prepared 

by suspending solid particles with 

the size of less than 100 nm inside 

a base fluid (continuous phase). 

Terms “synthesis and 

Characterization “are widely used in 

literature, describing preparation 

phase of nano-fluids. In general 

terms, it could be stated that nano-

fluids include nanometer sized solid 

particles, fibres, rods or tubes 

suspended in different base-fluids 

[6]. This means that a nano fluid is a 

solid nano scaled discrete phase 

suspended in a continuous liquid 

phase. Accordingly, the stability and 

durability of the nano-fluid depends 

on the stability of suspending the 

solid phase in the host liquid. 

Hence, the stability of a suspension 

should depend on the nature of the 

nano particles (particle`s material 

density, particles size, particles 

shape, particles surface charge, 

...etc.), nature of the host liquid 

(liquid density, viscosity, 

temperature, pH, particles 

concentration, ...etc.) and the nature 

of the mixture (aggregation of 

particles, quality of dispersion, zeta-

potential, sedimentation rate, 

Brownian motion ...etc.).  

Therefore, effects of above factors 

should be discussed in some 

details. The equation of motion of a 

particle in a continuous fluid should 

clarify the contribution of each of the 

factors on the stability of the 

produced suspension. The  
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equation of motion should represent 

the 

forces acting on the particle and 

cause  

its motion. Let FB is the bouncy 

force, 

 Fg is the gravitational force, FR is 

the 

frictional Stock`s force and Ds is the  

the Stoke`s diameters correspond 

to 

equivalent diameters of hypothetical  

spheres with the same settling 

behaviour  

as the irregular, an isometric 

particles in 

 question. The particle radius is then  

R= Ds /2 [7]. Ds may be determined 

from 

the measured particle size by the 

Zetasizer, 

which is shown later. Hence the 

equation of motion of the particle 

moves inside the liquid may be 

written as:  

                 𝑚 
𝑑2𝑦

𝑑𝑡2 =  𝐹𝑔 −  𝐹𝐵 −  𝐹𝑅                   

........................ (1) 

Where dy is the displacement 

traveled by the particle during time 

interval dt. Then 

                 𝑚 
𝑑2𝑦

𝑑𝑡2 =
4

3
𝜋𝑅3𝜌𝑠𝑔 −

 
4

3
𝜋𝑅3𝜌𝑙𝑔 − 6𝜋𝜂𝑅

𝑑𝑦

𝑑𝑡
    ........(2) 

Dividing by the particle mass m and 

rearranging this equation: 

 

                
𝑑2𝑦

𝑑𝑡2 +  
9 𝜂

2𝑅2𝜌𝑠
 
𝑑𝑦

𝑑𝑡
+  (

𝜌𝑙

𝜌𝑠 
−

1) 𝑔 = 0    ..................(3) 

where, is the shear viscosity of the 

liquid, l and s are the density of 

liquid and solid particles, 

respectively. Equation (3) is a 

second order differential equation 

whose general solution can be in the 

form : 
9

t2 222s 1s l s
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.....(4) 

 

where C1 and C2 are constants to be 

determined from the initial 

conditions, where  y = 0 at t = 0 and 

dy/dt = 0 at t = 0 . And hence,  
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And 
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           ........................(6)              

Introducing equations (5) and (6) 

into equation (4) one gets the final 

solution of the differential equation 

(3).  

The solution of equation (3) can be 

reached using equation solver 

software like Maple; it gives directly 

the solution according the given 

initial conditions in the following 

form [8]: 

 
2 t

4 2 429s l s s l s l s s
2 2

R
g( )eR g( )t g( )4 2 4R R

y(t)
81 9 81



       

 

  
   

                       

                                                                                        

..............(7)  

 

This equation shows that: 

 In the first term the quantity 

exp.(-t) reduces the distance 

traveled by a particle rapidly 
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specially in high viscose 

liquids. 

 He second term shows a 

linear increasing of y over 

long time which means that 

particles should possess a 

steady speed after short time 

from the time of dropping 

(t=0). This steady speed is 

the limiting velocity (v). 

 The third term is a constant 

independent of time and it 

describes the depth in the 

liquid at which the particle is 

dropped.  

 

     The meanings drawn from 

equation (7) were guide to modify 

the well known light scattering 

technique in order to well determine 

the particle level inside the liquid at 

t=0, from which one may measure 

the average particle radius Rp after 

separate measure of l and s . 

 

b) Static Light Scattering 

    Light interacts with matter in two 

ways: 

1. Absorption: the photons (the light) 

disappear. 

2. Scattering: the photons change 

their direction. 

      Both of the above mentioned 

interactions will cause a light beam 

to be attenuated when passing 

through a solution of particles. It 

doesn’t matter whether light is being 

attenuated by scattering or 

absorption: In both cases the 

transmitted intensity will decrease 

exponentially with the thickness “x” 

of the material the light is passing 

through. If the attenuation is due to 

absorption the transmitted intensity 

I is usually written 

                                         I = Io . 10-x        

..............................(8)  

Here the quantity is called 

absorption coefficient. Whereas if 

the attenuation is due to scattering 

the intensity is written;  

                                      I = Io . e-x          

.............................(9) 

Here the quantity is called turbidity 

[9]. In case of a suspension from 

nano metallic particles in viscose 

solution, the turbidity should depend 

on the concentration of the particles 

(weight concentration) as well as the 

distribution of these particles. 

Stability of the suspension is 

another factor affecting the turbidity. 

Thus stability of the turbidity value 

may refer to the stability of the 

suspension. Also experimental 

recording the rate of turbidity 

variations over a range of time 

reflects the sedimentation rate of 

metallic particles through the 

solution. In these two indications, 

the intensity of incident light Io and 

solution thickness x should be fixed.  

 

 

 

c)  Zeta potential   

     The development of a net charge 

at the particle surface affects the 

distribution of ions in the 

surrounding interfacial region, 

resulting in an increased 

concentration of counter ions (ions 

of opposite charge to that of the 

particle) close to the surface. Thus 

an electrical double layer exists 

around each particle. The liquid 
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layer surrounding the particle exists 

as two parts; an inner region, called 

the Stern layer, where the ions are 

strongly bound and an outer, 

diffuse, region where they are less 

firmly attached. Within the diffuse 

layer there is a notional boundary 

inside which the ions and particles 

form a stable entity. When a particle 

moves (e.g. due to gravity), ions 

within the boundary move with it, but 

any ions beyond the boundary do 

not travel with the particle. This 

boundary is called the surface of 

hydrodynamic shear or slipping 

plane. The potential that exists at 

this boundary is known as the Zeta 

potential.  

 
Figure (1): scheme representing 

the electrical double layer [10]. 

 

If all the particles in suspension 

have a large negative or positive 

zeta potential then they will tend to 

repel each other and there is no 

tendency to flocculate. However, if 

the particles have low zeta potential 

values then there is no force to 

prevent the particles coming 

together and flocculating. The 

Zetasizer Nano series performs size 

measurements using a process 

called Dynamic Light Scattering 

(DLS). Dynamic Light Scattering 

(also known as PCS - Photon 

Correlation Spectroscopy) 

measures Brownian motion and 

relates this to the size of the 

particles. It does this by illuminating 

the particles with a laser and 

analysing the intensity fluctuations 

in the scattered light. 

In practice, particles suspended in a 

liquid are never stationary. The 

particles are constantly moving due 

to Brownian motion. Brownian 

motion is the movement of particles 

due to the random collision with the 

molecules of the liquid that 

surrounds the particle. An important 

feature of Brownian motion for DLS 

is that small particles move quickly 

and large particles move more 

slowly. The relationship between 

the size of a particle and its speed 

due to Brownian motion is defined in 

the Stokes-Einstein equation. As 

the particles are constantly in 

motion the speckle pattern will also 

appear to move. As the particles 

move around, the constructive and 

destructive phase addition of the 

scattered light will cause the 

intensity appears to fluctuate. The 

Zetasizer Nano system measures 

the rate of the intensity fluctuation 

and then uses this to calculate the 

size of the particles [10].  

 

Experimental techniques 

 

a) Materials and preparation 
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        2 gm of PVA (Poly Vinyl 

Alcohol) from LOBA CHEMIE 

dissolved in 198 gm of distilled 

water, the solution is placed on 

magnetic stirrer for 12 hours at 75 

°C, and the beaker is covered with 

aluminium foil to minimize the 

evaporation. This 200 gm solution is 

of concentration 1% by weight (1 

wt.%). Other PVA solutions with 

concentrations of 1.5, 2, 3, 4, 5, 6 

and 8 wt. % are prepared by the 

same method.  

99 gm of each of the above 

solutions is loaded by 1 gm of 

copper (Cu) spherical nano particles 

of 500 nm diameter from Nano- 

structured & Amorphous Materials, 

Inc. (NanoAmor, USA). This 

concentration of Cu is kept constant 

with all PVA solutions, in order to 

minimize the effect of Cu 

concentration on the viscosity of the 

PVA solutions.  

In contrast another set of solutions 

has been prepared with fixed PVA 

concentration (8 wt. %) and different 

Cu concentrations for calibration 

requirements.  

For all Cu-PVA solutions, the Cu 

nano particles are dispersed for 2 

hours by a local made sonicator as 

shown in figure 2, where a power 

speaker is excited by power signals 

from electronic function generator 

and power amplifier. The dispersion 

signal is adjusted at 500 Hz. 

 

 
    

      Figure (2): The used power 

sonicator for dispersing  

                        the Cu particles in 

PVA solution. 

 

b) Viscosity measurements  

       The viscosity of samples were 

measured by a rotational digital 

viscometer model Myr version I, 

using spindle L2 at the rotation rate 

200 rpm through the viscosity range 

of 150 mPa, at the room 

temperature 24oC and relative 

humidity of 75%.  

 

 

c) Transmission Electron 

Microscope (TEM) 

     Transmission electron 

microscope is a fundamental 

technique for nanotechnology 
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studies. The prepared suspensions 

are examined using a JEOL JEM-

2100 TEM, the microscope is 

located in Mansoura University – 

Egypt. 

 

d) Density measurements 

   The density of solutions either Cu 

loaded or not loaded by Archimedes 

rule using 25 ml density bottle and 4 

digits electronic balance of 

resolution 0.0001 gm. 

 

e) Particle size by Zetasizer 

    The average size of particles that 

are suspended in fluids with 

different viscosities (stable 

suspensions) is measured by the 

Zetasizer model Malvern Zetasize 

Nano-zs90, from Malvern Co. 

 

 

f) Sedimentation measurements  

     The classical size range for 

colloidal dispersions given above (1 

nm – 1 mm) assumes dispersed 

species have a spherical shape. 

When other shapes are considered, 

particles with diameters of up to 2 

mm can be well described as 

colloids. Practical suspensions 

usually have diameters greater than 

0.2 mm and often contain particles 

that exceed the classical size range 

limits given above, sometimes to 

50–100 mm in diameter. The 

principles of colloid science are still 

important to the behaviour of such 

larger particles. The particle sizes 

can also fall below the classical size 

limit given above. Nano-particle 

suspensions are increasingly being 

developed on the one hand. In some 

literature, the term “sol” is used to 

distinguish suspensions in which 

the particles are of such very small 

sizes [11]. As mentioned above 

there is always a range of particle 

size defines the colloidal and 

suspension stability. In the current 

work a trial to shrink this range 

which may give more definite 

properties to the final suspension. 

This may be done by controlling the 

sedimentation process by 

quantitative characterization. This 

can be done by correlating the 

sedimentation rate to the main 

factors; viscosity of the continuous 

phase, particle size, density 

difference and particles 

concentration. 

Other associated processes should 

be taken into account due to their 

effective contributions. The 

aggregation and coalescence are 

among of these processes. 

Aggregation is when any of 

Brownian motion, sedimentation, or 

stirring causes two or more 

dispersed species to clump 

together, possibly touching at some 

points, and with virtually no change 

in the total surface area. In 

aggregation the species retain their 

identity but lose their kinetic 

independence since the aggregate 

moves as a single unit.  

To carry out this target a modified 

measuring system is setup and 

used. This used system is a 

modified time of flight system, where 

the time of transportation of a 

particle or group of similar particles 

is measured. The operating 

mechanism of the used system is 

based on the phenomenon of static 
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light scattering due to turbidity, the 

system is shown in figure 3. 

A glass cuvette is inserted inside a 

thick wooden cap to preserve the 

temperature. The cuvette is filled 

with the PVA solution which is 

loaded with Cu particles 

(suspension under test). The 

suspension is illuminated by two 

point sources S1 and S2 separated 

by distance d where d = 25 mm. S1 

and S2 are extra white LED sources 

exited by DC voltage of 3.5 volts. 

The transmitted light is received by 

two light detectors N1 and N2 which 

are LDR (light dependant 

resistance), each connected in 

series with a variable resistors R1 

and R2. Two storage digital 

voltmeters V1 and V2 are used to 

measure the voltage drop across R1 

and R2 and save readings every 

selected period of time (1 sec, 1 min 

or other). Thus the change in volts 

can be recorded and saved for long 

range of time may exceed several 

days. Sources S1 and S2 as well as 

detectors N1 and N2 are fixed at 

ends of long channels of 4 mm 

diameter grooved in a wooden cap 

to ensure that detectors receive only 

the un-scattered light rays. Hence 

as scattering centres increased in 

the path of rays as the intensity of 

directly emerged rays is reduced, 

and accordingly, the recorded 

voltage is reduced too. 

 
Figure (3): The modified time of 

flight system 

 

This means that the voltage across 

R1 and R2 measure the 

transparency of the suspension, 

while the voltage across the 

detectors N1 and N2 measure the 

turbidity of the suspension. Then by 

using mixtures with different known 

particles concentration, one can 

calibrate values of recorded voltage 

to give directly the concentration of 

particles in the path of light rays. 

Plotting the particles concentration 

as function of time should help to 

calculate the sedimentation rate. It 

should be noted that either the rate 

of changing transparency or the rate 

of changing turbidity should equal 

the rate of sedimentation. Since the 

solid phase of the suspension 

consists of different particle sizes 

and each size is sediment at specific 

rate, then it is possible to determine 

the present number of different 

sizes by counting the different slops 

that are appear in the voltage (V1-2) 
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– time graph. Referring to figure 4, it 

is clear that sensor at level S1 N1 is 

recording sedimentation of particles 

in region A, while sensor at the level    

S2 N2  is recording sedimentation of 

particles in regions A and B. 

Therefore the graph V1 – time (t) 

should differ than that for V2 – time 

(t). It is expected that the curve V1 – 

t should reach stability before the 

curve V2 – t, and the time difference 

between the two stabilities is the 

flight time of particles across 

distance d. And hence one can 

measure the velocity of motion of 

each group of particles having sizes 

in very narrow range.  

     

 

 

 

 

 

 

 

Figure (4): The progress of 

sedimentation of different particle 

size at different times as seen at 

two different levels. 

 

 

  The time of flight across distance d 

can be measured directly by re-

connecting wires in figure 3 so that 

to use one voltmeter to read the 

difference  V = (V1 – V2). In this 

case the curve V >< t should show 

a peak value just when V1 is 

reached its stability. The part of this 

curve after the peak represents the 

motion of particles within the region 

B (between the two levels whose 

separation is d), and hence 

fluctuations in this part reflect nature 

of processes occurred during flying 

across distance d. 

 It is important to notice that the 

value of stable V1 or V2 is not equals 

their values for clear liquid of the 

continuous phase because some 

particles are suspended in the 

liquid. The shift from the recorded 

voltage of clear liquid may represent 

the concentration of suspended 

particles. The concentration and 

size of the suspended particles 

depends on the viscosity and 

density of the hosting solution. In 

order to verify this estimation, the 

system should be adjusted carefully 

before starting the measurements.  

         

Initial adjustments of the system: 

  The adjustment of this 

sedimentation measuring system 

should follow the following steps: 

 Insert the empty clean 

cuvette in the wooden cap. 

 Adjust the variable resistors 

R1 and R2 until readings of V1 

and V2 are equal. 

 Remove the cuvette and fill it 

with the liquid of continuous 

phase only and then insert it 

in the wooden cap and record 

the readings V1 and V2 , they 

should show the same 

values. This value will refer to 

the zero particle 

concentration. 

  Remove the cuvette and fill it 

with the suspension under 

examination.  

 Close the cuvette, shake it 

well and insert it again in the 

wooden cap, then start 
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continuous recording of 

voltages automatically every 

one minute until steady 

values for both of V1 and V2.  

 

    

 Results and Discussion 

 

      Dealing with nano-powders is a 

complicated issue and a very 

difficult one, mainly because of their 

toxicity and propensity to 

agglomeration as a result of their 

high surface area. However, particle 

dispersion in a liquid media has 

been found to be a promising 

approach to result in suspensions 

with a higher uniformity [12-13]. 

Shake well before use, it is a 

sentence usually seen on the drug 

bottles, now in the age of nano-

technology this sentence should be 

absent. This sentence means that 

the bottles contain un-stable 

suspension, or fast settle fluid. As 

discussed before, the main factors 

affecting the sedimentation rate are 

particles sizes of the solid phase, 

viscosity of the continuous liquid 

phase, densities of phases and 

some processes due to surface 

reaction of particles with liquid like 

Zeta potential, Brownian diffusion 

and agglomeration. In this work the 

effect of some of these factors are 

measured and results are 

expressed in form of empirical 

relations in order to describe, 

numerically, the initial requirements 

to produce  suspension of high 

stability. Copper particles (as high 

density material p = 8.6 g/cm3) is 

used as the solid phase while 

solution of polyvinyl alcohol (PVA) 

dissolved in water represents the 

continuous liquid phase. This 

selection of the continuous phase 

enables one to change its viscosity 

easily by changing the 

concentration of dissolved polymer. 

Figure 5 shows the relation between 

viscosity and concentration of PVA.  

 

 

 

 
Figure (5): The variation of viscosity 
of selected continuous phase by 
changing the polymer concentration 
in the solution. 
 
The graph shows that addition of 

solid particles increases viscosity of 

the liquid according the same 

mathematical trend as the particles 

free polymer solution. But it is 

important to refer to that the 

viscosity values  in all previous 

relations are for the particles free 

solutions. It is found that  is related 

to the PVA concentration C in wt. % 

empirically by the equation: 
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0.442C4.16e 
..................................(10) 

 

(a point has been calculated using 

eq. 10 and inserted into the graph to 

examine the fitting accuracy of eq. 

10). This equation helps to get a 

required viscosity by calculating the 

PVA concentration that 

corresponding to this viscosity. But 

the density of the PVA solution is 

changed by changing the PVA 

concentration. Figure 6 shows the 

dependence of liquid density  l on 

the solute concentration. Figure 6 

shows that the liquid density is 

affected by the PVA concentration 

according to the empirical relation: 

                                 

0,0056
l

1.02C   

...............................(11) 

The graph shows also that adding 

solid Cu particles to the solution 

increases the overall density, but  l 

is usable value. 

The effect of the continuous phase 

viscosity on the sedimentation rate 

is measured by the modified 

differential sedimentation system. 

Figure 7 shows the results obtained 

from this system. 

 

 

 
  

Figure (6): Dependence of the 

liquid density on the PVA 

concentration 

 
 

Figure (7): Sensors N1 and N2 

readings as recorded by the 

modified sedimentation system for 

host liquids with different PVA 

concentrations. 
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Note that as the sensor reading 

increased as the fluid in the cuvette 

become clearer, i.e. the 

concentration of scattering centres 

(suspended particles) is lower. 

Hence the slope of curves at any 

point gives the rate of sedimentation 

at that point. Also one must note that 

readings of N1 refer to 

sedimentation of particles above the 

location of the sensor (region A, 

fig.4), while readings of sensor N2 

refer to sedimentation of particles 

above the location of the sensor 

(regions A&B, fig. 4). Therefore 

readings of N1 reached stability 

before N2. Also, readings of N2 just 

after stability of N1 readings to the 

stability of N2 represent the time of 

flight of the present particles 

between N1 and N2 (distance 

between N1 and N2 is constant and 

equals 25 mm). So, dividing the 

distance d=25 mm by the time 

interval between the moments of 

stability of N1 and N2 gives directly 

the average speed of 

sedimentation. But it is difficult to 

consider the obtained speed 

represents the velocity of particles 

through the used viscose solution 

because of the following factors: 

 Particles have different sizes 

(different weights and 

shapes) due to aggregation. 

This can be examined by the 

TEM. 

 Near stability, the Brownian 

diffusion by the very tiny 

particles resists the motion of 

other greater particles. This 

is appearing clearly from the 

irregularities that are found in 

readings of N2 at stability and 

near stability. 

 It is hard to well determine 

the moment of stability from 

figure 7. This problem is 

dissolved by plotting the 

difference N1-N2 with time; 

at the moment of stability of 

N1 the curve should show a 

peak value, figure 8.  

 

    Figure (8): To well determination 

of the moment of stability of N1 
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Figure (9): TEM images for the Cu 

particles suspended in PVA                   

solution of concentrations (A) 1%, 

(B) 4% and (C) 6%. 

 

Suspensions from 1 gram CU nano-

powder in PVA solutions with 

different concentrations (1% to 6%) 

are left undisturbed for several 

weeks and then sample from each 

solution is drawn from the mid-point 

and examined by the TEM and 

Zetasizer to show the size and 

shapes of the suspended Cu 

particles. Figure 9 shows shapes 

and dimensions of the suspended 

Cu particles in the stable PVA 

solutions. It is noted that PVA 

solution of higher viscosity hangs 

particles with greater dimensions 

and vice versa. During the TEM 

examinations, it is important to 

ensure that the particles shown are 

for the Cu particles and not for any 

contaminations. Electron diffraction 

by the observed particles is good 

method for the decision. Figure 10 

shows the well known crystal 

structure of Cu samples. 

 

 
 

 Figure (10): The crystal structure  

     of Cu as seen by the electron 

     diffraction technique that  

     associated with the TEM. 

 

    

Zetasizer can also be used to 

estimate the particles size in 

nanometers. The samples from mid-

point from above mentioned stable 

suspensions are examined by the 

Zetasizer, figure 11 shows the 

relation between the particle`s 

diameter as measured by Zetasizer 

as function of the PVA 

concentration of the host solution.  
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Figure (11): The average diameter 

of suspended Cu particles in    

 PVA solutions with different 

concentrations. 

 The empirical relation represents 

the curve shown in fig. 11 is  

         

2
p 20.2 141.7C 333.3CD   

          .......................(12) 

Two points on curve in fig. 11 are 

calculated and inserted on the curve 

to test the validity of equation 12. 

Diameters that are measured by 

Zetasizer are found much greater 

than those measured from the TEM. 

This is expected because in 

Zetasizer the technique considers 

the particle diameter is extended 

from the geometrical centre of the 

particle up to the end of the field of 

zeta potential including the 

thickness of the double layer of 

surface charge (see fig. 1). 

Equation 12 helps for preparing a 

stable suspension from Cu particles 

in PVA solution. By introducing the 

particle size of the solid phase to be 

suspended in the continuous liquid 

phase into equation 12, one gets the 

concentration of PVA in the 

continuous solution that can hang 

the Cu particles for always. This 

equation is helpful only for 

suspensions from Cu and PVA 

solutions, but what about 

continuous phases rather than the 

PVA solutions? 

  

 
 

Figure (12): Average diameter of 

suspended Cu particles in  

  solutions with different viscosities.  

Figure 12 represents the relation 

between the average particle 

diameters that are suspended in 

different solutions and viscosities of 

these solutions. The empirical 

relation that is describing graph in 

fig. 12 is: 

           p 187.7D                             

................................. (13) 
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This equation confirms that fluids of 

higher viscosities can hang particles 

of larger sizes. Also this equation 

represents a relation between 

diameter of suspended particles 

and viscosity of the continuous 

liquid phase irrespective to the type 

of this liquid. Hence relation 13 may 

be applicable for any hosting fluid. 

But what about the density of this 

fluid since density of the fluid 

supports the bouncy force on the 

particles? Equation 14 is the 

empirical relation between Dp and  

which describes the dependence of 

diameters of suspended particles on 

the density of hosting fluid.    

             
389.5

p 1.84D              

....................................... (14) 

Equations 13 and 14 may help to 

estimate the specifications of the 

continuous phase fluid that can 

suspend particles of a given 

diameter Dp, but how the modified 

sedimentation system can help to 

measure the concentration Cp of the 

suspended particles? 

      Recalling figure 7, the voltage 

shift V from the starting voltage 

should be related to the 

concentration of the permanently 

suspended particles Cp. To 

construct such a relation the change 

in sensors readings should be 

calibrated to read the concentration 

of scattering centres (particles) in 

the path of light. This calibration is 

done by testing different fluids with 

different particles concentration 

ranging from 0.2 wt. % to 1 wt. % in 

PVA solution of 8% polymer 

concentration. Figure 13 shows that 

the empirical calibration equation is:  

2 3
s s sp 1.059 0.189 0.318 0.051C R R R   

 ............ (15) 

 Introducing the value of Rs (sensor 

reading) at any moment into the 

above equation returns the 

corresponding value of Cp directly. 

Thus changes of Rs with time can be 

translated to changes of particles 

concentration as shown in figure 14. 

    

 

   Figure (13): The calibration 

relation for sensor reading to read 

Cp  

 

Referring to figure 14, it is easy to 

deduce the following meanings:  

 The upper sensor reaches 

steady value sooner. 

 The function Cp(t) shows a 

peak value, where readings 

of the upper sensor N1is 
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nearly fixed while readings of 

N2 is decreasing faster, then 

the curve inverts its direction. 

 When Cp = 0, the whole 

solution system is reached 

stability, where both readings 

by N1= readings by N2 = 

particle concentration in the 

final stable suspension.  

     

Figure (14): Cp as function of time 

and graphical determination of  

Cp for the stable suspension. 

It is notable that changes of Cp are 

smooth at beginning of the 

sedimentation process where all big 

particles and particle aggregates 

are moved down with the fixed 

limiting velocity. Brownian 

movements cannot affect the 

regularity of big particles motion. 

Also it is notable that at the end of 

sedimentation process many 

irregularities in the recorded Cp 

values are observed well. Near the 

end of sedimentation, all big 

particles are settled at bottom of the 

cuvette and only the tiny particles 

are either suspended or move with 

very slow speed in such a way that 

Brownian displacements are 

comparable with the displacements 

may a very slow particle is doing. 

Therefore, Cp may show 

infinitesimal changes up and down 

randomly.  

      From the above study one may 

conclude that determining the 

particle size is the first step for 

producing stable suspension. 

Engineered nano-particles are 

produced with a wide size spectrum, 

to increase the size resolution of a 

considered sample; close sizes 

should be separated by a way or 

another. This current work may 

throw light on a proposal for new 

technique that may be effective for 

the target of size separation of 

nano-particles. Equation 13 shows 

the linear dependence of particle 

diameter on the viscosity of the 

liquid phase, but the viscosity of any 

liquid is changeable by heating. 

Thus if a high viscosity liquid is 

loaded by particles of different sizes 

and then the mixture is poured in a 

double wall tube like that shown in 

figure 15, all particles still 

suspended in the high viscosity cold 

liquid.  
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Figure (15): Schematic diagram for 

the proposed differential  

viscosity column.  

       

By gradual increasing the 

temperature of circulating water, the 

liquid is heated and its viscosity is 

reduced as shown in figure 16. 

 

 

   Figure (16): Linear dependence 

of 8% PVA solution on the 

temperature 

It is notable from fig.16 that viscosity 

of PVA solution is changed linearly 

by heating according to the 

empirical relation:  

           

660.69 9.57T       

................................. (16) 

As the temperature of suspension 

increased, say, 5 oC the viscosity is 

lowered and great particles move to 

settle in the bottom of the column. 

After some time the tap is opened 

and these great size particle are 

drawn out. The temperature is now 

increased further 5oC, and then the 

next size (smaller than the first) will 

released and collected on the 

bottom to be drawn from the tap. 

And so on each increase in 

temperature should reduce the 

viscosity then a specific size is 

released. Introducing equation 16 

into equation 13 gives a direct 

empirical relation for particle 

diameter Dp as function of 

temperature. 

 

Conclusion 

     Systems containing colloidal-

sized particles, droplets, or bubbles 

are important because they feature 

prominently, in both desirable and 

undesirable contexts, in a wide 

variety of practical disciplines, 

products, and industrial processes. 

The problems associated with 

colloids are usually interdisciplinary 

in nature and a broad scientific base 

is required to understand them 

completely [11]. Stability of colloid or 
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suspension is important task in 

some fields of applications like 

pharmaceutics, drug industry, 

paints,..etc. This study is focused on 

the modification of a method to 

measure the stability of 

suspensions, determination factors 

affecting the stability of suspensions 

and prematurely describing 

properties of components required 

to produce stable suspensions at 

once. Practically, it is found that 

particle size is the most important 

factor as well as the viscosity of the 

continuous phase fluid. The 

suggested modified differential 

sedimentation system could be 

calibrated to measure the 

concentration of suspended solid 

particles. The modified system 

showed satisfactorily accuracy 

enough to detect fluctuations in 

concentration of tiny suspended 

particles due to the Brownian 

diffusions. This study confirmed the 

fact that particles diameters 

measured by Zetasizer are much 

greater than those measured by the 

transmission electron microscope. 

Results obtained in this study 

guided authors to propose new 

technique for the nano-particles size 

separation which is deferential 

viscosity column based on the 

process of the differential 

sedimentation.  
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Abstract: This paper deals with the problems faced by small scale industries in Sivakasi and some mitigation techniques to avoid the 

problems in the small scale industries in India. This paper also suggests some technological changes made in the industrial 

development in Sivakasi. Recent developments in the industries in Sivakasi were also discussed. Sivakasi was famous for many 

ancient mysterious temples and monuments. Sivakasi was also called as Odai Maa Nagar at ancient times. A big river crossed near the 

ancient Sivan temple in Sivakasi. That river was called as Odai River or Kiruthumal Odai. Many temples were located on the banks of 

River Odai in Sivakasi. That river was mainly encroached by many people of Sivakasi at the olden days itself. That river was one of 

the main branches of River Arjuna and Vaippar. This river made Sivakasi a prosperous one in the ancient time. But, now the river was 

encroached and destroyed by the people of Sivakasi. So, there was a dramatic water scarcity in Sivakasi. Hence, the people of Sivakasi 

should save the oldest river.  

 

Keywords: Pyro industries; Nano technology; style; styling; insert (Minimum 5 to 8 key words) 

 

1. INTRODUCTION 
In Recent days, there was a decrease in the industrial 

development in the small and medium scale industries in India 

especially in Sivakasi. The reasons are many .But in this paper 

a small number of reasons responsible for the reduction in the 

development of small scale industries are given .At the mean 

time, some of the mitigation techniques to avoid the problems 

and failures in the small and medium scale industries were 

also discussed.  

2. DRAWBACKS OF INDUSTRIES IN 

SIVAKASI  
• Low capital cost. 

• Low income to workers. 

• Poor infrastructure in industries and city. 

• Not giving importance to the industries, instead 

spending much money in the unwanted 

expenditures. 

• Poor maintenance. 

• Not willing to work sincerely and honestly for the 

industries. 

• Enormous amount of self-minded and selfish people 

are increased in the recent years. Broad minded 

people are very less in the recent years. 

• Government is not supporting the small and 

medium scale industries in any part of the country 

except the big metro cities. 

• Illegal entry of license crackers. 

• Government is not bothered about the poor people. 

Instead they are also spending the money in 

unwanted expenditures. 

• Government has to develop good roads, train 

facilities to all the parts of different states in India 

for the development of small villages, towns and 

tier II cities such as Madurai, Coimbatore, Erode, 

Thrichy, Nellai and Salem, Sivakasi, Tiruppur. 

• There is no provision for the extension of small 

scale industries in the government budget. 

• State government has also bother about the 

developments in all the parts of the state. Recently, 

the bus building industries in Karur has also 

struggling a lot due to the policies followed by state 

& central government. 

• Agriculture, agro based small scale industries, 

medium scale industries are the back bone of India. 

If the government is not bothering about the 

development of the small scale industries, then the 

country has to face a big economic crisis in the 

coming future because small drops make an ocean. 

Otherwise, India has to face many poverty related 

problems, unemployment related problems, poor 

sanitation and infrastructure related problems in the 

small towns & cities if the government policies are 

against the development of small scale industries. 
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• Government has to motivate small and medium 

scale industries. 

• For the development of south Tamilnadu, Madurai 

international airport has to function properly; 

Government has to develop the infrastructure 

facilities in Madurai airport, Sivakasi bus stand, 

Sivakasi railway station, Madurai railway station, 

Madurai bus stand, Tirunelveli bus stand, Tuticorin 

airport, Tuticorin sea port, Tuticorin railway station. 

• They have to develop the infrastructure facilities in 

all parts of Tamilnadu. They have to develop agro-

based industries in all the parts of India [10]. They 

have to eliminate unemployment & poverty related 

problems in all the parts of the country. 

• People have to be well trained about the importance 

of the employment, infrastructure, industrial growth, 

sustainable development, environmental pollution, 

global warming &climatic changes. Technology has 

to be changed as per the recent trends without 

destroying the conventional technology. 

• Only advances should be made without changing or 

replacing the conventional technology. All the 

development of the country is in the hands of the 

country development policies framed by the Indian 

government. So the government has to take much 

more effort to develop its citizens. 

• The policy should satisfy at least the maximum 

number of people. In India, maximum numbers of 

peoples are middle class people. So, the government 

policies should give benefits to small scale & 

medium scale industries present in the country. 

Industrial development of small and medium scale 

industries present in the countries. The development 

of the country is not in the development of metro 

cities; instead it is present in the development of 

small villages, towns present in the various parts of 

the country. 

• Government has to encourage small and medium 

entrepreneurs present all over the country. In the 

coming future, the government policies will support 

the small and medium scale industries present in all 

the parts of India. It is the dream of all the citizens 

present in India. 

• Indians are always Indians. Indians will support 

only Indian products. Indian home made products 

should rule this world. Indians has to develop the 

quality standard in this world. The word Indian 

means quality. 

• For that extreme, the Indians have to work hard as 

well as smart to develop our country. Always be 

Indian. Always support Indian products. India has to 

provide job opportunities to the foreign countries. 

Foreign peoples have to come and study in India. 

• They have to create some innovative ideas for the 

development of India. Indian people have to train 

others about the medicine, agriculture, industrial 

growth, infrastructure facilities. Indian cities should 

rank first in the infrastructure facilities. 

• India has to become a supernatural power in the 

coming days. For that, Indians has to support Indian 

products. For that, small and medium scale 

industries have to be supported and developed by all 

the Indians. 

• India has to become a developed country in the 

coming future. That is present in all the hands of 

Indians. India will definitely become a developed 

country soon. This was the dream made by late 

Dr.A.P.J.Abdul kalam. His aim is develop India. 

Indian development is in the hands of small and 

medium scale industries. Indian development is in 

the hands of agriculture & agro based industries. 

India has to develop in the irrigation facilities, 

infrastructure facilities, and sanitary facilities. India 

will change into a well-developed country in the 

coming future. For that all the Indians has to work 

hard. Indians has to work sincerely for the 

development of the nation. Good attitude among the 

people will develop the country. Good attitude can 

change a person. A good person has the power to 

change his family. A good family has the ability to 

change the capability to change the town. A good 

town can change the district. A better district can 

change the state best. 

•  The best state can change the whole country. The 

whole country can change this world brighter and 

brighter. So, all the people have to be positive 

towards their work. They have to acquire more 

positive ideas, thoughts, knowledge for the 

development of the country and the world.  

3. RECENT DEVELOPMENTS IN THE 

INDUSTRIES IN SIVAKASI  
1. 3D printing 

Rapid prototyping and additive manufacturing 

methods are available in industries located in 

Sivakasi [2]. 3D printing is very much popular in 

Sivakasi. These machines are imported from foreign 

countries. Traditional machines are replaced by 

modern machines in the industries located in 

Sivakasi. Sivakasi is an industrial hub having many 

modern printing, scoring, calendar works, candle 

works, match works and Pyro works [8]. The main 

drawback is the export of the products to foreign 

countries by Cargo and flights. The officers are not 

at all bothering about the products made in Sivakasi. 

The officers are not at all bothering about the 

products made in Sivakasi. The officials are not 

giving the clearances for the products made in 

Sivakasi. If the clearance work process is very easy, 

then many products can be exported to many 

industrial downs located in many parts of the world. 

So, Government has to make the clearance process 

an easy one. Then, definitely Sivakasi will become 

100% benefited industrial city. It will become a 

mega industrial hub in the world. It will attract 

many foreign investments in the coming future. 

Government has to take necessary steps.  

• To develop the industries located in Sivakasi 

• To make the cargo process an easy one 

• To develop the infra structure in Sivakasi 

• To develop Tuticorin Airport and Seaport 

• To develop Madurai International Airport 
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• To rush up and finish Shencottai to Punalur broad 

gauge work.  

It will make connectivity between Sivakasi and 

Kochi Seaport and Airport. It will make 

connectivity between Sivakasi and Trivandrum 

International Airport. The delay in the broad gauge 

conversion between Shencottai and Punalur was 

also one of the drawbacks of reduction in industrial 

development in Sivakasi. Previously, during the last 

decades Sivakasi has the railway line between 

Alankulam cement factories. At that time, Sivakasi 

was one of the main junctions in the virudhunagar 

district. Many trains crossed between Sivakasi and 

Kerala. The gauge conversion work was very slow 

in these days. So, Government has to rush up the 

gauge conversion work and finish as soon as 

possible. The delay in the gauge conversion work 

brought a drastic reduction in the industrial 

development in Sivakasi. Before 20 years, many 

Kerala workers and traders will come to Sivakasi 

for their trade and work. Now, the people located 

near Kollam, Trivandrum and Cochin is not at all 

visiting Sivakasi because of the delay in the gauge 

conversion work. Government has to finish the 

gauge conversion work as soon as possible. To rush 

up and finish the Palakkad to Punalur broad gauge 

work. This path will connect Sivakasi with Mumbai 

and major parts of Gujarat. So the delay in the 

gauge conversion work in Coimbatore district is 

also one of the major Drawbacks of reduction 

industrial growth in Sivakasi, Madurai and 

Coimbatore. British Government has made good 

railway transport in Tamilnadu by connecting all the 

districts in Tamilnadu, connecting Tamilnadu with 

Kerala, Karnataka and Andra Pradesh. But, Indian 

Government did not give importance to Tamilnadu 

in the railway department. The olden paths were 

replaced into broad gauge in a slow manner. 

Government has to take necessary steps to finish all 

the gauge conversion work in Tamilnadu as soon as 

possible. Tamilnadu has to be connected with 

nearby states at all the possible ways of 

communication land ways (railways and road 

ways), Airways and water ways. Tamilnadu should 

be developed in both agriculture and industries. 

Many small scale industries are the back bone of 

Tamilnadu. Both, Indian Government are not giving 

preference in the development of all districts of 

Tamilnadu in the last decades. Maximum fund can 

be spend for the infrastructure development of all 

districts of Tamilnadu especially the southern 

districts of Tamilnadu. Southern districts of 

Tamilnadu are responsible for the tremendous 

growth of Tamilnadu in the previous countries. But, 

under 20 years only, there is no recent development 

in Tamilnadu. After 2000, there is no tremendous 

development in the southern districts of Tamilnadu. 

Sate and central Government did not spend their 

interest to develop the southern districts of 

Tamilnadu. There was a tremendous migration of 

people from southern districts to Chennai, Covai, 

Tiruppur, Salem, Erode, Bangalore, Mumbai, 

Hyderabad and Delhi. Government has to take 

efforts to develop the Southern districts of 

Tamilnadu especially Virudhunagar, Madurai, 

Theni, Tirunelveli, Tuticorin, Trichy, Dindigul and 

Sivagangai districts. These districts are responsible 

for the development of small scale industries in 

Tamilnadu. 

2.  Nano pyro industries [1] 

3.  Solar industries [7] 

4.  Transformer manufacturing units 

5.  Chemical industries [5] 

6.  Powder metallurgy [6] - Ball mill, sintering 

7.  Candle works 

8.  Nano printers [4] 

• Calendars 

• Articles 

• Journals 

• Papers 

• Presentation works 

• 3D plastic models 

• Arts, scientific models 

9.  Introducing the advances in the existing science & 

technology in the city. 

10.  Improving the communication facility to the city. 

• Roads 

• Railways 

• Airways 

• Water ways 

1. Inland 

2. Seaways 

• IT developments 

• Postal developments 

• Land lines 

• Advances in mobile 

• Communication-service centers, show 

rooms, improving the quality of signals 

using nano technology in communication 

lines. 

• Encouraging power line communication s. 

• Internet cables, fiber optic cables, satellite 

communication. 

4. ENCOURAGING ROAD FACILITIES 

IN THE CITY  
1. Construction of new over bridges in the railways, 

main road junctions. 

2. Construction of new subways in the railways, main 

road junctions. 

3. Extension of available road facilities in the city. 

4. Extending the width of the roads in the city. 

5. Constructing new pass over for the pedestrians. 
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6. Allocating proper funds for the development of city. 

7. Construction of new bus stands for mofussil buses, 

Omni buses, town buses, mini buses. 

8. Construction of lorry stands, van stands and load 

cabs stand, auto stand. 

9. Periodic maintenance and proper system 

maintenance and proper monitoring of the system 

are needed for the technical developments in the 

city. 

10.  Promoting agriculture in the city. 

• Introducing new revolutions in the agriculture. 

• Development of agricultural lands, irrigation 

facilities in the city. 

• Avoiding the usage of unwanted chemicals for 

pesticides, fertilizers. 

• Usage of environment and nature based fertilizers, 

pesticides. 

• Creating a sustainable development in the city. 

• Using nano green technology in the industries and 

avoiding pollution in the city. 

5. ACHIEVEMENTS IN SIVAKASI 
• To develop a new golden city in Sivakasi as per 

God’s instructions. Solar industries were 

functioning in Sivakasi to make the city more 

powerful and beautiful. Green electricity was the 

electricity which does not harm the environment. 

• Creating great infrastructures in Sivakasi. 

• Developing wealth in Sivakasi. 

• Developing lands in Sivakasi. 

• Developing all the human resources available in 

Sivakasi. 

• Developing roads, train facilities, airport and sea 

port facilities to the city Sivakasi. 

• It would be 13th city in Tamilnadu with great 

infrastructures and all the available facilities. 

• To create new industrial revolution in Sivakasi by 

encouraging existing industries, replacing the olden 

technology, creating advances in the conventional 

technology, introducing some advanced technology 

without affecting the human resources in Sivakasi 

[3]. 

• Constructing new roads in and around Sivakasi. 

• New railway bridges.  

• Roads along the streams. 

Extension of small bridges in many main roads in 

our Sivakasi would be effective for better 

development of the city. It will create great roads 

and great look for our Sivakasi. Extension roads on 

the encroached areas and streams in the main areas 

will reduce traffic in our Sivakasi... A small road 

should be constructed from RC church to KTR 

Bridge to reduce traffic and to connect main areas in 

Sivakasi. Likewise many small roads should be 

constructed in Sivakasi to reduce traffic and to 

improve the infrastructure in our Sivakasi. 

Sivilliputhur – Sivakasi – Virudhunagar – 

Tiruchuzhi – Parthipanoor (105 km) state highway 

was upgraded to National Highways.  

• Replacing encroachments by good road. 

• Outer ring road and Inner ring road. 

• Bye pass road. 

• Extending the existing roads. 

• To develop water facilities in Sivakasi. 

• Promoting the existing lakes, ponds, rivers in 

Sivakasi. 

• Creating new water bodies in Sivakasi. 

• Developing the train facilities in Sivakasi by 

constructing new railway lines near to Sivakasi. 

• Promoting railway station 

• Interconnecting nearby railway stations by new 

railway routes. 

6. STOP CHINESE CRACKERS 
Chinese crackers use potassium chloride as explosive element 

which is highly unsafe and toxic to the environment. It will 

damage the environment and the liver of the human being 

where as Sivakasi crackers use potassium nitrate as the 

primary element for the crackers. Sivakasi crackers were from 

1920 onwards following the rules and regulations given by the 

International Standards and Government of the various 

countries. Sivakasi crackers are highly safe and cause 

artificial rain in the driest areas. Sivakasi crackers can be 

handled easily. It will produce fine quality of sound in the 

celebrations. It won’t affect the environment as the Chinese 

crackers can do. Sivakasi crackers are marching towards its 

perfection and reaching 100th anniversary in 2020. But in the 

recent days, from 2013 to 2015, Chinese crackers are 

affecting the market value of Sivakasi crackers. Chinese 

crackers are sold at low cost. Chinese crackers are entering 

into the market in the disguise of toys and other machineries 

in India. Recently, Central Government has banned the entry 

of Chinese crackers. But, they are entering into the Indian 

market illegally. The workers of Sivakasi were seriously 

opposing the entry of Chinese crackers. Recently there was a 

great revolt against the illegal entry of Chinese crackers. 

People won’t encourage the illegal entry of Chinese crackers 

in the coming future because people don’t want low cost 

crackers instead they need Indian and safe Sivakasi crackers. 

So the illegal entry of Chinese crackers will be stopped in the 

coming months [9]. The crackers of Sivakasi town will face 

the uphill in the coming future. Hereafter, there won’t be the 

illegal entry of Chinese crackers. But, Government won’t 

recommend the entry of Chinese crackers directly and 

indirectly. In the coming future the world market value of 

Sivakasi crackers will increase by two to four times when 

compared to the past peak values. Government will get 

maximum revenue from Sivakasi crackers. The people and 

workers are paying sales tax, revenue tax and income tax to 

Government, thereby encouraging the revenue of the state and 

central Government. Sivakasi is the only town which pays 100 

% tax to both state and central Government. So, people will 

encourage only the Sivakasi crackers. The Government of 

India and people of Sivakasi have planned to destroy the 

unsafe and illegal Chinese crackers. People won’t recommend 
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the unsafe, illegal, highly explosive and low cost Chinese 

crackers [10]. The prime minister of India will encourage the 

Indian Products. People of Sivakasi are having the faith on 

Government because the officials and authorities will ban the 

illegal entry of Chinese crackers. Recently, 500 containers of 

Chinese crackers were seized by the central Government in 

Mumbai, Gujarat and Tamilnadu sea ports. The illegal chine 

crackers will face the downhill when people also help to save 

Sivakasi crackers. People will have a Happy Diwali with 

everlasting and unbeatable glory Sivakasi Crackers.  

7. CONCLUSION  
This paper will make hope for the development of small& 

medium scale industries in Sivakasi .This paper will help the 

people to develop their faith and hope towards the 

development of industries in Sivakasi .This paper will 

definitely make an industrial revolution in India . This paper 

especially will create at tremendous changes in the 

infrastructure of the industrial city Sivakasi .This paper will 

make the government Authorities to improve the small scale 

industries in Sivakasi by avoiding illegal business transactions 

.Chinese crackers are entering the country illegally .This 

paper will avoid the legal entry of Chinese crackers to India 

Chinese crackers should not enter illegally in India .This will 

make unemployment in industries in India .This paper will 

make the nation great. This paper will help the people to 

develop the industries in India. This paper will make an 

industrial revolution in India. An Industrial revolution is 

going to happen in small scale industries in India soon. This 

industrial development will happen within this year itself. 
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Abstract: This paper deals with free form optics, ELID, partial ductile mode grinding, ductile regima grinding, four domains of 

material removal, selection of tool materials, ultra precision grinding, aspherical surface generation grinding wheel. Advantages, 

disadvantages, applications, operation of the above methods were also discussed in brief manner for understanding the concepts. This 

paper would be useful for the readers to know the basic concepts in the nano metric surface finishing techniques.  
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1. INTRODUCTION 
ELID is used for Material removal of hard and difficult-to-cut 

engineering materials. Free form optics is asphere with non-

rotational symmetry. It is also called as conformal optics. 

Nano meter order surface roughness is obtained by using 

partial ductile mode grinding. Ultra precision grinding is used 

to brittle materials to a very close tolerance.  

2. FREE FORM OPTICS   
It is not symmetric about any axis of revolution. It is asphere 

with non-rotational symmetry [1]. It is also called as 

conformal optics. It is the combination of aspheric, spherical, 

cylindrical, conical, diffractive, Plano or o-give shapes. 

Fabrication requires multi – axis machining. 

2.1 Comparison of free form surface 

 

Process Surface finish, 

RMS (nm) 

Form accuracy 

(nm) 

Diamond mill 1.5 0.204 

Diamond turning 3 0.052 

Diamond grinding 4.4 0.214 

 

3. ELECTROLYTIC IN-PROCESS 

DRESSING (ELID) GRINDING  
It is used for Material removal of hard and difficult-to-cut 

engineering materials. ELID = Electrolytic reaction + 

Grinding. In this process, Electrolysis occurs between 

conductive anodic wheel and highly conductive cathode in the 

process of a special electrolyte [2]. Wearing of anodic oxide 

allows efficient grinding. 

Grinding 

↓ 

Laser technologies 

↓ 

Electro discharge dressing 

↓ 

Electro chemical dressing 

↓ 

ELID 

Figure 1 Process involved in ELID 

 

3.1 ELID cell 

It has four main components 

1. Metal bonded grinding wheel 

2. Cathode 

3. DC power supply 

4. Electrolyte 

 

3.2 Steps in ELID 

1. Start of dressing 
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2. End of dressing 

3. Start of ELID 

4. Stabilization of ELID 

3.3 Advantages of ELID 

1. High surface finish is obtained. 

2. It is used to machine ceramics, glasses and silicon 

    wafers. 

3. It is used to achieve final surface finish at sub 

    micron level. 

4. Nano – surface finish of brittle materials is 

    obtained. 

5.  It is used for finishing with super abrasive 

     diamond grids. 

3.4 Applications of ELID 

1. Surface grinding 

2. Cylindrical grinding 

3. Internal grinding 

4. Centre less grinding 

5. Precision of CVC – SiC 

6. Reflection mirrors 

 

4. PARTIAL DUCTILE MODE 

GRINDING   
The conventional grinding process produces 100% fractured 

surface [3]. It is used for machining brittle materials such as  

1. Glass 

2. Silicon 

3. Germanium 

4. SiC 

5. Ceramics 

Nano metre order surface roughness is obtained.100% ductile 

mode machining of brittle materials is obtained. 

4.1 Ductile regima grinding 

For smaller dimensional material removal, plastic flow of 

material will take place without fracture. It is used to machine 

brittle materials like glass, ceramics using single or multi 

point diamond tools [4]. Materials are removed by plastic 

flow leaving a crack free surface. This is called as ductile 

regima machining. Material removal is due to shearing. 

Material is planed off at a micro – scale level. 

4.2 Four domains of material removal 

Domain 1 

Material removal takes place by  

1. Chemical 

2. Mechanical 

3. Thermal effects 

Small quantity of material is removed. 

Domain 2 

Material is ideal crystal. No dislocation is present. Dislocation 

occurs due to brittle fractions. 

Domain 3 

Plastic deformation and crack initiation is responsible for 

material removal. 

Domain 4 

Material removal is due to cracks. 

4.3 Selection of tool materials 

Materials Tools 

Brittle materials Diamond 

Hardened steels CBN abrasive 

Normal steel cast irons Aluminum oxide 

Non - ferrous SiC 

 

4.4 Features 

1. High accuracy servo mechanism resolution of    

       1.25 to 10 nm is obtained. 

2. High loop stiffness is obtained. 

3. Full flood coolant 

4. Depth of cut less than 1 µm is obtained. 

4.5 Advantages 

1. Nano metric surface finish 

2. Provision of controlled, predictable machining 

3. Impart desirable compressive stresses 

4. Provision of predictable surface finish patterns 

5. Broadening the range of machinable materials. 

4.6 Drawbacks 

1. It produces vibration 

2. Lubricant penetrate into the cutting zone 

3. Problems occur due to shatter contact time 

 

5. ULTRA PRECISION GRINDING 

(UPM)   
 It is used to brittle materials to a very close tolerance.  

Depth – 10 nm to 1 µm. 

5.1 Operation 

It is similar to conventional grinding. Grinding takes place at 

the speed of 10,000 to 70,000 rpm. Diameter of grinding 

wheels is 3 mm to 15 mm. Smooth friction free spindle 

rotation is done by turbine drive [5]. 

5.2 Features of UPM 

• Slide geometric accuracy is less than 1 µm. 

• Spindle error motions are less than 50 nm. 

• Control and feedback resolutions are less than 10 

nm. 

• Dimensional accuracy is 1 µm. 

• Surface form accuracy is 100 nm. 

• Surface texture accuracy is 5 nm. 

• It produces high degree of thermal stability. 

• It produces high degree of stiffness. 

• It produces high degree of damping. 

• It produces high degree of smoothness. 

5.3 Applications 

1. Free form optics 

2. Eye wear 

3. Electro – optics 

4. Defense and automotive industries 

5. Mirrors for surveillance 

6. LTV lens for lithography 

7. X – rays for lithography 

8. Laser rods and windows for defense 

9. Semiconductor 

10.  Lithography 

11. Imaging technology 
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6. ASPHERICAL SURFACE 

GENERATION GRINDING WHEEL  
6.1 What is Aspherical Surface? 

It is a surface with basic conical section form [6]. 

6.2 What is the need for Aspherical Surface? 

It is used  

 1. To produce better image quality 

 2. To reduce spherical aberration in lens 

 3. To meet the demand in the advancement in the field 

of optics, astronomy and IR applications 

6.3 What are all the manufacturing methods for 

producing Aspherical Surface? 

6.3.1 Molding 

Small glass or plastic aspheric lenses are made by 

molding. 

6.3.2 Advantages 

1. Cheap 

2. Mass production 

3. Good performance 

6.3.3 Applications 

It is used to manufacture small aspheric lenses for 

1. Inexpensive consumer cameras 

2. Camera phones 

3. CD players 

4. Laser diode collimation 

        5. Coupling light into and out of optical fibers 

7. CONCLUSION  
This paper has dealt with free form optics, ELID, partial 

ductile mode grinding, ductile regima grinding, four domains 

of material removal, selection of tool materials, ultra precision 

grinding, and aspherical surface generation grinding wheel. 

Advantages, disadvantages, applications, operation of the 

above methods were discussed in brief manner for 

understanding the concepts. This paper would be useful for 

the readers to know the basic concepts in the nano metric 

surface finishing techniques. 
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Abstract:  The  Data sharing is an important functionality in cloud storage. In this article, we show how to securely, efficiently, and 

flexibly share data with others in cloud storage. We describe new public-key cryptosystems which produce constant-size ciphertexts 

such that efficient delegation of decryption rights for any set of ciphertexts are possible. The novelty is that one can aggregate any set 

of secret keys and make them as compact as a single key, but encompassing the power of all the keys being aggregated. In other 

words, the secret key holder can release a constant-size aggregate key for flexible choices of ciphertext set in cloud storage, but the 

other encrypted files outside the set remain confidential. This compact aggregate key can be conveniently sent to others or be stored in 

a smart card with very limited secure storage. We provide formal security analysis of our schemes in the standard model. We also 

describe other application of our schemes. In particular, our schemes give the first public-key patient controlled encryption for flexible 

hierarchy, which was yet to be known. 

Keywords: Cloud storage, data sharing, key-aggregate cryptosystem, Identity encryption, Attribute  encryption, cryptosystem. 

 

 

1.INTRODUCTION 
 

Cloud computing is widely increasing technology; data can be 

saved on cloud remotely and can have access to huge  

applications with quality services which are shared among  

customers. As increase in outsourcing of data the cloud 

computing serves does the management of data [1].Its flexible 

and cost optimizing characteristic motivates the end user as 

well as enterprises to store the data on cloud. The insider 

attack is one of security concern which’s needs to be focused. 

Cloud Service provider need to make sure whether audits are 

held for users who have physical access to the server. As 

cloud service provider stores the data of different users on 

same server it is possible that user’s private data is leaked to 

others. The public auditing system of data storage security in 

cloud computing provides a privacy-preserving auditing 

protocol [2]. 

It is necessary to make sure that the data integrity without 

compromising the anonymity of the data user. To ensure the 

integrity the user can verify metadata on their data, upload 

and verify metadata [3].The main concern is how to share the 

data securely the answer is cryptography. The question  is 

how can the encrypted data is to be shared. The user must 

provide the access rights to the other user as the data is 

encrypted and the decryption key should be send securely. For 

an example Alice keeps her private data i.e. photos on 

dropbox and she doesn’t want to share it with everyone. As  

 

 

the attacker may access the data so it is not possible to rely on 

predefine  privacy preserving  mechanism so she all the 

photos were encrypted by her on encryption key while 

uploading it. 

2.LITERATURE SURVEY 

Cloud computing is visualized as architecture for succeeding 

generation. It has many facilities though have a risk of 

attacker who can access the data or leak the users identity. 

While setting a cloud users and service providers 

authentication is necessary. The issue arises whether loud 

service provider or user is not compromised. The data will 

leak if any one of them in compromised. The cloud should be 

simple, preserving the privacy and also maintaining users 

identity [1] 

The flexible use of cloud storage for user is a need as it is 

seams accessing data locally though that is present at remote 

side. It is important to inspect the data set on the cloud. So it  

is necessary to allow a public audit for integrity of outsourced 

data through third party auditor (TPA). TPA is also beneficial 

for cloud service provider. It checks the correctness of the 

outsourced data. TPA should be able to do public audit ability, 

storage correctness, privacy preserving, Batch auditing with 

minimum communication and computation overhead[2]. 

There are many cloud users who wants to upload there data 

without providing much personal details to other users. The 
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anonymity of the user is to be preserved so that not to reveal 

the identity of data owner. Provable data possession (PDP) 

uses similar demonst rating marks to reduce computation on 

server, and network traffic. PDA ensures the data present on 

cloud which is un-trusted is original without accessing it. 

Security mediator (SEM) is approach allows the user to 

preserve the anonymity. Users are meant to upload all their 

data to SEM so that the SEM is not able to understand the 

data although it’s going to generate the verification on data. 

As the users are signed at SEM it should not know the identity 

of up loader [3]. 

 

3.WORKING 

 

 

Fig .Data flow Diagram 

Above figure shows how data flows between user and 

receiver. Firstly user registration for login with valid 

username and password then ID key generation and identity 

key authentication when the verify both key then  secrete key 

authentication verification it goes to Attribute based 

encryption specification/verification of  user this user valid for 

login or not. If user valid for login then  documents handling 

of user, and user not valid then found error for document 

handling.  

4 TYPEOF ENCRYPTION TECHNIQUES 

 4.1 Key-Aggregate Cryptosystem  

New public-key cryptosystems which produce constant-size 

cipher texts such that efficient delegation of decryption rights 

for any set of cipher texts are possible. The novelty is that one 

can aggregate any set of secret keys and make them as 

compact as a single key, but encompassing the power of all 

the keys being aggregated. In other words, the secret key 

holder can release a constant-size aggregate key for flexible 

choices of cipher text set in cloud storage, but the other 

encrypted files outside the set remain confidential.  

A key-aggregate encryption system basically includes five 

algorithmic steps as follows- The data owner establishes the 

public system parameter by using  Setup and generates a 

public/master-secret key pair by  using  KeyGen. Messages 

can be encrypted using  Encrypt by anyone who also decides 

what ciphertext class is associated with the plaintext  message 

to be encrypted. The data owner can use the master-secret to 

generate an aggregate decryption key for a set of ciphertext 

classes by Extract. The generated keys can be passed to 

Receivers securely via secure e-mails. Finally, any user with 

an aggregate key can decrypt any ciphertext provided that the 

ciphertext’s class is contained in the aggregate key via 

Decrypt.  

a) Setup Phase  

The data owner executes the setup phase for an account 

onserver which is not trusted. The setup algorithm only Take 

simplicit security parameter. 

b)KeyGen Phase 

This phase is executed by data owner to generate the public or 

the master key pair (pk, msk). 

c) Encrypt Phase 

This phase is executed by anyone who wants to send the 

encrypted data. Encrypt (pk, m, i), the encryption algorithm 

takes input as public parameters pk, a message m, and I 

denoting cipher text class. The algorithm encrypts message m 

and produces a cipher text C such that only a user that has a 

set of attributes that satisfies the access structure is able to 

decrypt  the message. 

d) Cloud Storage 

Cloud storage is nowadays very popular storage 

system. Cloud storage is storing of data off- site to 

the physical storage   which is maintained by third 

party. Cloud storage is saving of digital data in 

logical pool and physical storage spans multiple 

servers which are manage by third party. Third 

party is responsible for keeping data available and 

accessible and physical environment should be 

protected and running at all time. Instead of storing 

data to the hard drive or any other local storage, we 

save data to remote storage which is accessible from 

anywhere and anytime. It reduces efforts of carrying 

physical storage to everywhere. By using cloud 

storage we can access information from any 

computer through internet which omitted limitation 

of accessing information from same computer 

where it is stored. While considering data privacy, 

we cannot rely on traditional technique of 
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authentication, because unexpected privilege 

escalation will expose all data. Solution is to 

encrypt data before uploading to the server with 

user’s own key. Data sharing is again important 

functionality of cloud storage, because user can 

share data from anywhere and anytime to anyone. 

For example, organization may grant permission to 

access part of sensitive data to their employees. But 

challenging task is that how to share encrypted data. 

Traditional way is user can download the encrypted 

data from storage, decrypt that data and send it to 

share with others, but it loses the importance of 

cloud storage. 

         4.2 Identity encryption techniques 

  System will automatically generate identity string 

of every user using set of different system generated 

algorithms 

 Identity based encryption is a type of public key 

encryption in which public-key of a user can be set 

as an identity-string of the user 

 At the time of registration every user will get his/her 

identity key on email 

 While uploading and downloading documents on 

cloud, every user have to prove his/her identity 

using identity key. 

 

       4.3Attribute based encryption        

technique 

 In this application we propose attribute based 

encryption technique for documents encryption 

 When user wants to upload any document for 

particular set of users, he/she have to specify 

permissions in attribute format 

 ABE enhances the security of system and prevent 

documents from leakage  when attacker knows 

secrete key 

 In order to prevent key escrow and cipher text 

enlargement problem we propose xml documents to 

store users attributes 

 System will automatically create one xml doc for 

every user to specify his documents access 

attributes 

 The xml document will be stored in encrypted 

format on server. 

 

5. CONCLUSIONS 

To share data flexibly is vital thing in cloud computing. Users 

prefer to upload there data on cloud and among different 

users. Outsourcing of data to server may lead to leak the 

private data of user to everyone. Encryption is a on solution 

which provides to share selected data with desired candidate. 

Sharing of decryption keys in secure way plays important 

role. Public-key cryptosystems provides delegation of secret 

keys for different cipher text classes in cloud storage. The 

delegate gets securely an aggregate key of constant size It is 

required to keep enough number of cipher texts classes as they 

increase fast and the cipher text classes are bounded that is the 

limitation. 
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Abstract: We propose a new decentralized access control scheme for secure data storage in clouds that supports anonymous 

authentication. In the proposed scheme, the cloud verifies the authenticity of the series without knowing the user’s identity before 

storing data. Our scheme also has the added feature of access control in which only valid users are able to decrypt the stored 

information. The scheme prevents replay attacks and supports creation, modification, and reading data stored in the cloud. We also 

address user revocation. Moreover, our authentication and access control scheme is decentralized and robust, unlike other access 

control schemes designed for clouds which are centralized. The communication, computation, and storage overheads are comparable 

to centralized approaches. 

Keywords: Access control, authentication, attribute-based signatures, attribute-based encryption, cloud storage. 

 

1. INTRODUCTION 
Research in cloud computing is receiving a lot of attention 

from both academic and industrial worlds. In cloud 

computing, users can outsource their computation and storage 

to servers (also called clouds) using Internet. Clouds can 

provide several types of services like applications (e.g., 

Google Apps, Microsoft online), infrastructures (e.g., 

Amazon’s EC2, Eucalyptus, Nimbus), and platforms to help 

developers write applications (e.g., Amazon’s S3, Windows 

Azure). Much of the data stored in clouds is highly sensitive, 

for example, medical records and social networks. Security 

and privacy are thus very important issues in cloud 

computing. In one hand, the user should authenticate itself 

before initiating any transaction, and on the other hand, it 

must be ensured that the cloud or other users do not know the 

identity of the user. The cloud can hold the user accountable 

for the data it outsources, and likewise, the cloud itself 

accountable for the services it provides[1]. The validity of the 

user who stores the data is also verified. Apart from the 

technical solutions to ensure security and privacy, there is also 

a need for law enforcement.Cloud servers are prone to 

Byzantine failure, where a storage server can fail in arbitrary 

ways. The cloud is also prone to data modification and server 

colluding attacks. In server colluding attack, the adversary can 

compromise storage servers, so that it can modify data files as 

long as they are internally consistent[2]. To provide secure 

data storage, the data needs to be encrypted. However, the 

data is often modified and this dynamic property needs to be 

taken into account while designing efficient secure storage 

techniques[7]. Efficient search on encrypted data is also an 

important concern in clouds. The clouds should not know the 

query but should be able to return the records that satisfy the 

query. This is achieved by means of searchable encryption. 

Access control in clouds is gaining attention because it is 

important that only authorized users have access to valid 

service[3]. A huge amount of information is being stored in 

the cloud, and much of this is sensitive information. Care 

should be taken to ensure access control of this sensitive 

information which can often related to health, important 

documents (as in Google Docs or Dropbox) or even personal 

information (as in social networking)[2].Access control is also 

gaining importance in online social networking where users 

(members) store their personal information, pictures, videos 

and share them with selected groups of users or communities 

they belong to. It is not just enough to store the contents 

securely in the cloud but it might also be necessary to ensure 

anonymity of the user. For example, a user would like to store 

some sensitive information but does not want to be 

recognized. The user might want to post a comment on an 

article, but does not want his/her identity to be disclosed[3]. 

However, the user should be able to prove to the other users 

that he/she is a valid user who stored the information without 

revealing the identity.  

Existing work on access control in cloud are centralized in 

nature. Even if some decentralized approaches were proposed 

does not support authentication. Earlier work provides privacy 

preserving authenticated access control in cloud[1]. However, 

the authors take a centralized approach where single key 

distribution center  (KDC) distributes secret keys and 

attributes to all users[6].  

1.1 Our Contributions 

The main contributions of this paper are the following: 

1. Distributed access control of data stored in cloud so that 

only authorized users with valid attributes can access them. 
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2. Authentication of users who store and modify their data on 

the cloud. 

3. The identity of the user is protected from the cloud during 

authentication. 

4. The architecture is decentralized, meaning that there can be 

several KDCs for key management.  

5. The access control and authentication are both collusion 

resistant, meaning that no two users can collude and access 

data or authenticate themselves, if they are individually not 

authorized. 

 6. Revoked users cannot access data after they have been 

revoked. 

7. The proposed scheme is resilient to replay attacks. A writer 

whose attributes and keys have been revoked cannot write 

back stale information. 

8. The protocol supports multiple read and write on the data 

stored in the cloud. 

9. The costs are comparable to the existing centralized 

approaches, and the expensive operations are mostly done by 

the cloud. 

2. EXISTING ARCHITECTURE  

The pictorial overview of the existing architecture is depicted 

in Fig. 1.Existing access control architecture in cloud are 

centralized in nature.  

            Fig. 1 Single KDC architecture 

The scheme uses a symmetric key approach and does not 

support authentication. Earlier work provides privacy 

preserving authenticated access control in cloud. However, 

the authors take a centralized approach where single key 

distribution center (KDC) distributes secret keys and 

attributes to all users. Unfortunately, a single KDC is not only 

a single point of failure but difficult to maintain because of 

large number of users that are supported in a cloud 

environment. We, therefore, emphasize that clouds should 

take a decentralized approach while distributing secret keys 

and attribute to users. It is also quite natural for clouds to have 

may KDCs in different locations in the world[1]. 

 

3. PROPOSED ARCHITECTURE  
 

The Single KDC architecture with no anonymous 

authentication makes it more complicated and it also increases 

the storage overhead at the single KDC.  

 

 
      Fig. 2 Decentralized KDC architecture     

     

  The pictorial overview of the decentralized KDC is depicted 

in Fig. 2.The proposed decentralized architecture, also 

authenticate users, who want to remain anonymous while 

accessing the cloud[1]. We proposed a distributed access 

control mechanism in clouds. In the preliminary version of 

this paper, we extend the previous work with added features 

which enables to authenticate the validity of the message 

without revealing the identity of user who has stored 

information in the cloud. 

 

  In this paper, we also address user revocation. We use 

attribute based signature scheme to achieve authenticity and 

privacy[12]. Our scheme is resistant to replay attacks, in 

which user can replace fresh data with stale data from 

previous write, even if it no longer has valid claim policy. 

This is an important property because a user, revoked of its 

attributes, might no longer be able to write to the cloud[2]. 

The proposed architecture consists of the following modules. 

The decentralized Key Distribution Centre architecture here 

considers two KDC[4].  

The pictorial representation of the overall flow of the 

proposed architecture is depicted in Fig. 2a. 

 

 
                   Fig 2a.Overall flow diagram  

 

1. Service Request to TPA: The user registers with the 

original identity and enrolls with the Third Party 

Authenticator(TPA).The user sends request to the Third Party 

Authenticator(TPA) for registration 

                                                                                              

  2. TPA Policy Creation: The TPA along with token provides 

the rules and regulation to be followed by Creator, Reader and 

Writer.  
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3. User File Upload: The file creator after getting proper 

authentication encrypts the file and uploads his files in the 

cloud. 

  

4. KDC Key Generation: The Key Distribution Centers which 

are decentralized generate different keys to different types of 

users after getting tokens from users.  

 

5.  Key Revocation: Whenever there is miss behavior detected 

upon a user his key is revoked and that particular user can 

neither use or re-enter the cloud environment. 

  

6. Cloud Admin: Cloud admin has the list of Key Distribution 

Centres (KDCs) and Third Party Authenticator(TPA). The 

cloud admin sets the norms to be followed by TPA and KDC. 

It monitors the key generation policies and informs abnormal 

behaviours.  

 

4. COMPARISON OF OUR SCHEME 

WITH EXISTING ACCESS CONTROL 

SCHEMES 

 
Fig. 3 Comparison with other access control schemes 

 

5.CONCLUSION  AND FUTURE WORK  
 

We have presented a decentralized access control technique 

with anonymous authentication, which provides user 

revocation and prevents replay attacks. The cloud does not 

know the identity of the user who stores information, but only 

verifies the user’s credentials. Key distribution is done in a 

decentralized way. One limitation is that the cloud knows the 

access policy for each record stored in the cloud. In next 

phase, we would like to hide the attributes and access policy 

of a user. This project can overcome the top threats identified 

in clouds which are identified recently. The threats that can be 

overcome are data loss, insecure APIs, Denial of Service, 

abuse of cloud services, shared technology issues. 
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Abstract: This paper proposes various methods for anonymous authentication for data stored in cloud. Cloud verifies the authenticity 

of the series without knowing the user’s identity before storing data. This paper also has the added feature of access control in which 

only valid users are able to decrypt the stored information. These schemes also prevents replay attacks and supports creation, 

modification, and reading data stored in the cloud. Moreover, our authentication and access control scheme is decentralized and robust, 

unlike other access control schemes designed for clouds which are centralized. The communication, computation, and storage 

overheads are comparable to centralized approaches .The aim of this paper is to cover many security issues arises in cloud computing 

and different schemes to prevent security risks in cloud. Storage-as-a-service (Saas) offered by cloud service providers (CSPs) is a paid 

facility that enables organizations to outsource their sensitive data to be stored on remote servers. In this paper, we propose a cloud-

based storage schemes that allows the data owner to benefit from the facilities offered by the CSP and enables indirect mutual trust 

between them. This Paper provides different authentication techniques and algorithms for cloud security. 

Keywords: cloud security, auditing,security,ciphertext. 

 

1. INTRODUCTION 

In the current era of digital world, various organizations produce 

a large amount of sensitive data including personal information, 

electronic health records, and financial data. The local 

management of such huge amount of data is problematic and 

costly due to the requirements of high storage capacity and 

qualified personnel. Therefore, storage-as-a-service(Saas) 

offered by cloud service providers (CSPs) emerged as a solution 

to mitigate the burden of large local data storage and reduce the 

maintenance cost by means of outsourcing data storage. Since 

the data owner physically releases sensitive data to a remote 

CSP, there are some concerns regarding confidentiality, 

integrity, and access control of the data. The confidentiality 

feature can be guaranteed by the owner via encrypting the data 

before outsourcing to remote servers. For verifying data integrity 

over cloud servers, researchers have proposed provable data 

possession technique to validate the intactness of data stored on 

remote sites. A number of PDP protocols have been presented to 

efficiently validate the integrity of data. Proof of retrieve ability 

was introduced as a stronger technique than PDP in the sense 

that the entire data file can be reconstructed from portions of the 

data that are reliably stored on the servers. Commonly, 

traditional access control techniques assume the existence of the 

data owner and the storage servers in the same trust domain. 

This assumption, however, no longer holds when the data are 

outsourced to a remote CSP, which takes the full charge of the 

outsourced data management, and resides outside the trust 

domain of the data owner. A feasible solution can be presented 

to enable the owner to enforce access control of the data stored 

on a remote untrusted CSP. Through this solution, the data are 

encrypted under a certain key, which is shared only with the 

authorized users. The unauthorized users, including the CSP, are 

unable to access the data because they do not have the 

decryption key. This general solution has been widely 

incorporated into existing schemes, which aim at providing data 

storage security on untrusted remote servers. Another class of 

solutions utilizes attribute-based encryption to achieve fine-

grained access control. 

     Different approaches have been investigated that encourage 

the owner to outsource the data, and offer some sort of guarantee 

related to the confidentiality, integrity, and access control of the 

outsourced data. These approaches can prevent and detect  

malicious actions from the CSP side. On the other hand, the CSP 

needs to be safeguarded from a dishonest owner, who attempts to 

get illegal compensations by falsely claiming data corruption 

over cloud servers. This concern, if not properly handled, can 

cause the CSP to go out of business. 

 

2. CLOUD SECURITY ISSUES AND    

CHALLENGES 
Cloud computing is a emerging technology with shared 

resources, lower cost and rely on pay per use according to the 

user demand. Due to many characteristics it has effect on IT 

budget and also impact on security, privacy and security issues. 

All those CSPs who wish to enjoy this new trend should take 

care of these problems. Customer not know where the data are 

stored, who manage data and other vulnerabilities that can occur. 

Following are some issues that can be faced by CSP while 

implementing cloud services. 

2.1 Privacy Issues 

It is the human right to secure his private and sensitive 

information from others. In cloud context privacy occur 

according to the cloud deployment model. In Public cloud 

(accessed through the Internet and shared amongst different 

consumers) is one of the dominant architecture when cost 

reduction is concerned, but relying on a CSP to manage and hold 

customer information raises many privacy concerns and are 

discussed under: 

 

2.2 Lack of user control 
In SAAS environment service provider is responsible to control 

data. Now how customer can retain its control on data when 
information is processed or stored. It is legal requirement of him 

and also to make trust between customer and vendor. 

 

2.3  Unauthorized Secondary Usage 
 

One of the threats can occur if information is placed for illegal 

uses. Cloud computing standard business model tells that the 

service provider can achieve profits from authorized  
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Secondary uses of users’ data, mostly the targeting of 

commercials. Now days there are no technological barriers for 

secondary uses 

 

2.4 Audit 
To implement internal monitoring control CSP need external 

audit mechanism .But still cloud fails to provide auditing of the 

transaction without effecting integrity. 

 

 

3. DIFFERENT TECHNIQUES USED FOR 

DECENTRALIZED ACCESS CONTROL 

3.1 Flexible distributed storage integrity auditing mechanism 

[1] ensures strong cloud storage. Assurance of cloud data 

integrity availability achieved by enforcing quality of cloud 

storage service. To achieve data integrity and availability data 

may store across multiple physical servers. They support 

dynamic data support including block update, delete and append. 

Since data do not resides at users’ local site but at cloud service 

provider’s address domain. This system is useful for achieving 

integration of storage correctness insurance and data error 

localization i.e. It is useful for detecting servers that not working 

properly. It is highly efficient to malicious data modification 

attacks and support third party auditing. It mainly useful for 

SaaS cloud platform. 

3.2 Identity based authentication [2] is a new identity based 

authentication protocol for cloud computing and services. 

Identity based encryption (IBE) and identity based signature 

(IBS) schemes are useful to achieve security in communication. 

Based on IBE and IBS, identity based authentication for cloud 

computing (IBACC) is proposed. This protocol is more effective 

and lightweight than SAP (SSL Authentication Protocol).It is 

more lightweight on user side. 

3.3 The act of trust in clouds [3] focuses on cloud 

accountability & auditability and gives preventive approaches to 

increase accountability. There are many components of trust in 

cloud.i.e.security, privacy, accountability, availability. Further 

they classified trust component into 2 categories as preventive 

control and detective control. They introduces Cloud 

Accountability Life Cycle (CALC) CALC consists of 7 phases. 

These are policy planning, sense and Trace, Logging, Safe 

keeping, reporting and Replaying, Auditing, Optimizing and 

Rectifying. According to CALC's phases, it introduces 

abstraction layers of accountability in cloud computing i.e. 

workflow layer, Data layer, and System layer .This technique is 

useful to investigate external risks and risks within CSP 

3.4 Mandatory Access Control(MAC)[4] which is used in 

secure military applications whereas Discretionary Access 

Control(DAC) is used in security processing of industrial and 

civilian of government. In many organizations, end user does not 

own information for which they allow access so DAC is not 

useful. In these case, role based access control is appropriate 

which promotes central administration of an organizational 

specific security policy. This method gives secure processing 

needs of much civilian government organization and more 

suitable than DAC (Discretionary Access Control). 

3.5 Role based access control with attribute support [5] 

dynamic attributes. A pure RBAC solution may provide 

inadequate support for dynamic attributes. To support dynamic 

attributes, proposed attribute based access control suggests that 

attribute and rule either replace RABC or make it more simple 

and flexible. They support dynamic attributes.  

3.6 Hierarchical Attribute Based Encryption for Fine Grained 

Access Control [6] is useful for organizations to efficiently share 

confidential data on cloud servers. It supports fine grained access 

control and also provides high performance to obtain data. This 

scheme achieved goal by combining hierarchical identity based 

encryption and ciphertext policy attribute base encryption. There 

is 3 levels HABE model. Root Master (RM) is root level model 

corresponds to Trusted Third Party (TTP). Multiple Domain 

Masters (DMs) that is responsible for multiple enterprise users 

and numerous users that correspond to all personnel in 

enterprise. This scheme gives high performance and scalability 

and support fine grained access control. 

3.7 Attribute Based Signature (ABS) [7] not attests to identity 

of individual but instead to a claim regarding attributes. ABS is 

mainly useful for Attribute Based Messaging as well as in 

security and authentication. This ABS scheme supports multiple 

authorities and multiple signature trustees who need not trust 

each other. This is also centralized approach. This scheme 

significantly saves decryption time and provides strong privacy. 

3.8 Attribute Based Signature [8] proposes application of ABS 

like ABS, ABA. In ABS signature, signature hides attributes 

used to satisfy predicate and any identifying information about 

signature. This method takes decentralized approach and 

provides authentication without disclosing identify of users. This 

method is Secure against malicious attribute authority. 

3.9 Authorization to encrypt information using ABS for fine 

grained access control [9] introduces new cryptosystem called 

Key-policy Attribute Based Encryption (KP-ABE). In KP-ABE, 

cipher text are labeled With sets of attributes and private keys 

are associated with access structures then control which cipher 

text to use is able to decrypt. This method distributes audit log 

information. 

3.10 For realizing complex access control on encrypted data 

ciphertext-Policy Attribute Based Encryption [10] is used. By 

using this technique encrypted data can be kept confidential even 

if storage secure against collusion attacks. In previous systems, 

attributes are used to describe encrypted data and built policies 

in user’s credentials. This system allows policies to be expressed 

as any free access structure and is resistant to collusion attacks. 

Encrypted information can be kept confidential even if storage 

server is untrusted and also secure against collusion attacks. 

3.11 There are several key Distribution Authorities co-

ordinated by a trusted authority, which distribute attributes and 

secret keys to users. They propose multiple attribute [11] 

authorities monitor different sets of attribute which does not 

require no trusted authority. This method allows more numbers 

of attributes. 

 

4. DISCUSSION 
The different access control approaches in this survey support 

both centralized and decentralized approach. In this paper we 

compare different access control schemes according to their 

access control criteria. For Example, access control mechanism 

based on used identity or role, also done through their attributes. 

Each of these scheme having their own advantages and 

disadvantages, as result can be used to guide selection of an 

appropriate approach according to their needs and also find out 

key areas for future enhancement. Performance of access control 

schemes varies from one mechanism to different. RBAC,ABAC 
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having high performance than traditional DAC,MAC whereas 

performance of MAC depends on security level. All access 

control mechanisms are user convenient 

 

Encryption,” Proc. ACM Conf.Computer and Comm. Security, 

pp. 121-130, 2009. 

[12] Sushmita Ruj,Milos Stojmenvovic and Amiya Nayak 

“Decentralized Access Control  Anonymous Authentication 

Of  Data Stored in Clouds ”IEEE TRANSACTIONS 2014 

 

5. CONCLUSION

This survey presented a decentralized access control 

technique with anonymous authentication. This decentralized 

scheme provides user revocation and prevents replay attacks. 

It provides the load balancing as well as request broker 

services which will able to handle multiple cloud storage 

providers (CSP). So it will actually improve the performance 

of the system because load is shared across the storage service 

provider very efficient manner. It will prevent from the many 

attack. Even though the cloud does not know the identity of 

the user who stores information, but it verifies the user’s 

credentials. The main purpose of this paper is to introduce 

different access control techniques used in cloud with their 

benefits. 
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