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__________________________________________________________________________________ 
Abstract: The Big Data has achieved huge attentiveness from the educational world and the IT industry. In the digital and computing 

world, in order is produced and composed at velocities that quickly go beyond the boundary range. Presently, over 3 billion people world 

wide are connected to the Internet, and over 6 billion individuals own movable phones. By 2020, 50 billion devices are expected to be 

connected to the Internet. At this point, predicted data production will be 44 times greater than that in 2009. As in sequence is transferred 

and communal at light speed on optic fiber and wireless networks, the volume of data and the speed of market growth increase. On the 

other hand, the fast growth rate of such large data generates numerous challenges, such as the rapid growth of data, transfer speed, 

diverse data, and security. Nevertheless, Big Data is still in its immaturity stage, and the area has not been reviewed in general. Hence, 

this study expansively surveys and classifies the various attributes of Big Data, including its nature, definitions, rapid growth rate, 

volume, management, analysis, and security. Cloud computing has unlock up new opportunities for testing departments. New technology 

and social connectivity trends are creating a perfect storm of opportunity, enabling cloud to transform internal operations, Customer 

associations and industry value chains. To ensure high quality of cloud applications under development, developer must perform testing 

to examine the quality and accuracy whatever they design. Business consumers are drawn to the clouds simplified, self- service 

experience and new service capabilities. In this research paper, we speak to a testing ecological architecture with precious key benefits, 

to execute execution of test cases and used testing methodologies to improve excellence of cloud applications. 

 
Keywords: Big data, Data analytics, Data management, Big data-as-a-service, Analytics-as-a-service, Internet of Things Storage cloud 
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 1. INTRODUCTION 

The Internet dissemination endlessly enhances, as 

additional and supplementary people browse the Web, 

use email and social network applications to speak 

with each extra or access wireless multimedia 

services, such as mobile TV. Furthermore, numerous 

challenging mobile network services are now 

accessible, which necessitate increased data rates for 

specific operations, such as apparatus storage 

synchronization to cloud computing servers or high 

resolution video. The rights to use to such a  

worldwide in sequence and communication 

infrastructure along with the advances in digital 

sensors and storage have produced very large amounts 

of data, such as Internet, sensor, streaming or mobile 

device data. Additionally, data analysis is the basis for 

investigations in many fields of knowledge, such as 

science, engineering or management. Unlike web-

based big data, location data is an essential component 

of mobile big data, which are harnessed to optimize 

and personalize mobile services. Therefore, an era 

where data storage and computing become utilities 

that are ubiquitously available is now introduced. 

Furthermore, algorithms have been developed to  

 

 

 

connect data sets and enable more sophisticated 

analysis. Ever since innovations in data architecture 

are on our doorstep, the ‘big data’ paradigm refers to 

very large and complex data sets (i.e., petabytes and 

hex bytes of data) that traditional data processing 

systems are inadequate to capture, store and analyze, 

seeking to glean intelligence from data and translate it 

into competitive advantage. As an consequence, big 

data needs additional computing power and storage 

provided by cloud computing platforms. In this 

context, cloud providers, such as IBM, Google, 

Amazon and Microsoft, provide network-accessible 

storage cost by the gigabyte-month and calculate 

cycle’s worth by the CPU-hour.  

 
 

II.  BIG DATA: VS IOT 
 

Big data” and “IoT” are scorching terms, and in 

Information Technology circles, it’s hard to speak 

about one devoid of the other. Yet, regardless of their 

intimate connection, they are, in fact, two different 

technology trends. Here we breakdown how big data 

and Internet of Things are different.[1] 
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A.  Two very different concepts 

Big data, as its family name indicates, characterizes 

enormous amounts of data. But, that’s not all. In 

adding up to volume, IBM data scientists have 
recognized big data to show variety, velocity and 

veracity. Big data is a consequence of a variety of 

sources – social media, selling’s, venture content, 

sensors and mobile devices, among many others. 

Rapidity refers to the speed at which big data is 

composed. Each 60 seconds, there are 72 hours of 

footage uploaded to YouTube, 216,000 Instagram 

posts and 204 million emails sent. In regards to 

veracity, the data collected needs to be of good quality 

that is continuously updated in real-time. Analyzing 

big data can offer superior value to the companies and 

individuals who use it. The Internet of Things (IoT), 

on the other hand, turns day by day “things” into smart 

objects. Fridges, watches, thermostats, cars, shipping 

containers, are prepared with sensors that attach to the 

Internet and each other to collect and transmit data. 

This information can become big data when it is 

shared with information from other sources and meets 

the other measurements defined above.[2] 

 

B.  Diverse time sequencing 

Big data is paying attention on the long-game. Big 

data bring together enormous amounts of data, but it 

doesn’t influence the information to make real-time 

decisions. Instead, there is more often than not a lag 

between when the data is collected and when the data 

is analyzed. For IoT, time is of the essence. It collects 

and uses data in real-time to optimize operations; 

become aware of security breaches, correct 

malfunction and more. IoT data analytics must include 

administration real-time streaming data, and making 

real-time analytics and real-time decisions “at the 

edge” of the network, says Bill Schmarzo, CTO for 

Dell EMC Services’ Big Data Practice.  

Streaming data management must have the ability to 

ingest, combined (mean, median, mode) and compress 

real-time data from sensor devices at the edge. Edge 

analytics would robotically analyze real-time sensor 

data and render real-time decisions (actions) that 

optimize operational performance (blade angle or 

yaw) or would flag unusual performance or behaviors 

for instantaneous investigation (security breaches, 

fraud detection) 

 

C.   Diverging Investigative goals 

Big data scrutinize regularly human-generated data in 

the recreation of discovery prototype in human 

behaviors and movement. To ensure confidence in any 

human-related patterns, an hard to believe amount of 

data from multiple sources over longer periods of time 

is required. This give details the longer lead time 

required for big data. It is for this reason that big data 

is used for long-term projects like projecting 

maintenance, capacity planning, customer 360 and 

revenue protection. On the contradictory spectrum, 

IoT aggregates and compresses machine-produce data 

from a mixture of sensors that include RFIDs, fitness 

trackers, virtual reality devices, smart air purifiers and 

every other smart device. The ambition in collecting 

this data through effective IoT device management is 

to track and monitor assets and be able to correct 

problems in real-time. For example, the sensors in a 

smart garbage container will indicate when it is near 

capacity. This knowledge is then used to schedule a 

garbage collector to empty the bin.  Big data and IoT 

are different, but they are intricately linked. Used in 

racing bike, IoT delivers the information from which 

big data analytics can sketch the information to create 

the obligatory insights – helping businesses not only 

react to problems as they occur, but forecast them and 

fix them ahead of time. 

 

 

           III.     IoT HISTORY 
Internet of things from the 1832 can see the different 

landmark of Electronics and telecommunication. I 

would like to recall the history of telecommunication 

and internet from the article History of IoT, that was 

written on Post capes (2016), catalogs following 

milestones  1832: An electromagnetic telegraph was 

created by Baron Schilling from Russia 1844: Samuel 

Morse sends first Morse code public message 1926: 

Nikola Tesla to Colliers magazine:     “When 

wireless*1 is perfectly applied the whole earth will be 

converted into a huge brain, which in fact it is, all 

things being particles of a real and rhythmic whole 

and the instruments through which we shall be able to 

do this will be amazingly simple compared with our 

present telephone. A man will be able to carry one in 

his vest pocket.” 

 
1964: Marshall McLuhan “....by means of electric 

media, we set up a dynamic by which all previous 

technologies -- including cities -- will be translated 

into information systems”  

1969: ARPANET developed  

1974: TCP/IP started  

1989: Tim Berners-Lee proposes World Wide Web  

1990: Toaster was created by John Romkey 1 

1991: First web page 1995: First e-commerce service 

started (Amazon, Echo Bay or eBay). 1998: Google 

integrated. 

1998: Mark Weiser: "Ubiquitous computing is 

approximately the opposite of virtual reality," Weiser 

wrote "Where virtual reality puts people inside a 

computer-generated world, ubiquitous computing 

forces the computer to live out here in the world with 

people." 

1999: The internet of things not precisely exact but the 

concept was introduced. The Auto-ID Centre Kevin 

Ashton described Internet of things “I could be wrong, 

but I am moderately sure the phrase “Internet of 

https://internet-of-things-innovation.com/connected-car/
https://internet-of-things-innovation.com/iot-data-analytics-business-value/
https://internet-of-things-innovation.com/iot-device-management/
https://internet-of-things-innovation.com/iot-device-management/
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Things” started life as the title of a presentation I made 

at Proctor & Gamble (P&G) in 1999.Linking the new 

idea of RFID in P&G’s supply chain to the then-red-

hot topic of the Internet was more than just a good 

way to get executive attention. It summed up an 

important approaching which is still often 

misunderstood.” 

 
 Fig:1 An IOT Analytics system with Matlab 

 
2000 to 2004: The term Internet of things or connected 

word that was remained in Guardian and other 

Scientific American magazines. There were some 

discussions about in near future devices that will 

automatically connect and works independently with 

very less instructions. When RFID developed on 

massive scale then the concept of IoT is becoming 

more and clearer. 

 
 

2005: Then in 2005 after previous terms become 

visible in protector and other systematic publications 

the term starts to gain more popularity so the ITU 

(International Telecommunication Union) and the first 

report is published: "A new measurement has been 

added to the world of in sequence and communiqué 

technologies (ICTs): from anytime, anyplace 

connectivity for anyone, we will now have 

connectivity for anything. Connections will multiply 

and generate an completely new dynamic network of 

networks – an Internet of Things" 

 
 

2006-2008: European Union recognized the Internet of 

things term in a consultation that was held IPSO 

alliance (members are: Ericsson, Google, Cisco, SAP, 

Sun, Fujitsu and Bosch, Intel) opened for study to 

promote the IP network of smart object and to 

empower IoT. (IPSO alliance.)[4] 

 

2011: IPv6 was launched After 2011 the big 

companies like Cisco, Ericsson, IBM produces large 

educational and promotion intuitive on IoT or other 

related terms. We can divide internet of things into 

many stages I have drawn a figure that illustrated the 

timeline and growth of internet of things. 

 
 

The time duration is indicated from 2004 to 2018.So 

the IoT is coming with huge possibilities and 

challenges for the business and all aspects of the life. 

The popularity is marked between 0 to 120 where 

value of 60 means half as popular. Today the google 

trends IoT popularity worldwide is around 80% so it is 

very popular and its becoming more popular as the 

concept is coming to reality. The top five countries 

that is are more interested are South Korea, St. Helena, 

Japan, Singapore, Taiwan, Finland is at 21st place as 

of today about IoT term reputation search on Google. 

 

 

 

 

 IV.   HOW 5G DIFFERS FROM 3G 

AND 4G 
 

5G is not merely a supplementary room of 3G 

and 4G. Instead, it is a transformative ecological 

unit that includes a heterogeneous network that 

integrates 4G, Wi-Fi, millimeter wave, and other 

wireless access technologies. It merge cloud 

transportation, a virtualized network core, 

intelligent edge services, and a scattered 
computing model that derives insight from the data 

generated by billions of devices. According to Asha 

Keddy, Vice President in the Platform Engineering 

Group and General Manager of Next Generation and 

Standards at Intel, “5G is much more than a G. It is 

much more transformative. With 5G, we will be 

moving from a user centric world to one of massive 

machine type communications where the set of 

connections will move from enabling millions to 

billions of devices—an era that will connect these 

devices intelligently and usher in the commoditization 

of information and intelligence.”5 The promising 

group capitalizes on a mixture of interfaces across 

licensed, licensed shared, and unlicensed spectrum in 

low-, mid-, and high-frequency bands. By design, it 

will not only increase capacity, it also will enable even 

the smallest devices to perform high-level working out 

and connect quickly to processing power that is 

diffused throughout the system.6 It is imperative to 

note that 5G is an end-to-end system that shifts 

communications to a computing platform. 5G 

symbolize a development from a point-to-point system 

to one that senses data from billions of devices and 

works to move those communication packets 

seamlessly to the right device, using the suitable 

processing platform. Four factors differentiate 5G 

from its predecessors: connected devices, fast and 

intelligent networks, back-end services, and extremely 

low latency. These qualities enable a fully connected 

and interactive world with a variety of applications. 

This includes enhanced mobile broadband, machine-

to-machine communications, artificial intelligence, 

and highly developed digital services  

 

A.   50 billion devices and 212 billion 

sensors  
 

By 2020, the 5G network is expected to support 50 

billion connected devices and 212 billion connected 

sensors as well as enable access to 44 zettabytes (ZB) 

of data.7 This will range from smart phones and 

tablets to smart watches, cars, machinery, appliances, 

and remote monitoring devices.8 All of these will 

generate a massive amount of “useful data” that can be 

analyzed. Indeed, researchers estimate that this 

connected ecosystem will make it possible to utilize a 

much larger percent of digital data (35 percent) than 

before (5 percent). 
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B.    Fast, intelligent networks 
 
High broadband speeds and intelligent networks will 

characterize the 5G network. Currently, it takes about 

eight minutes to download a feature movie using 4G; 

people will be able to do this in less than five seconds 

with 5G.10 The speed of the network will enable 

applications such as social gaming, interactive 

television, high definition and 3-D video, virtual 

reality, robotics, driverless cars, and advanced 

manufacturing, among others. 

 

C.   Back-end services 
 
The up-and-coming network will enlist back-end data 

centers, cloud services, and remote file servers into a 

computational behemoth. There will be “computing at 

the edge,” which means that computations can be 

performed near the source or in the cloud, depending 

on the immediate need. These 5G innovations will 

allow applications to quickly process content and 

provide an experience that is very responsive. This 

will make computing more economical, more 

efficient, and we’ll see savings on storage costs. At the 

same time, as devices make their way into the hands 

of users, data center network infrastructure and cloud 

services are evolving to meet the needs of new 

business. Systems will be optimized so that software 

can perform difficult tasks and network functions 

unfettered from physical hardware. That increases 

network agility, and allows for rapid and customized 

configurations. 

 

D.  Low latency 
 
Latency refers to the time among when people request 

that a computing command be executed and the actual 

implementation of that task. In today’s mobile world, 

execution takes place in around 50 to 80 milliseconds. 

That is a sufficient amount of time for voice, email, 

and web surfing, which is the bulk of current usage. 

 

 

 

 

 

 
                          Fig:2. 5G Network 

 
 

V.    BIG DATA SPECIFICATIONS 
 

   

A.   Information Increase Rapidly  

 
The rate of 10x every five years [6]. From 1986 to 

2007, the international aptitude for hi-tech data 

storage, computation, handing out, and 

communication were tracked through 60 analogues 

and digital technologies  in 2007, the capacity for 

storage in general-purpose computers was 2.9 × 1020 

bytes (optimally compressed) and that for 

communication was 2.0 × 1021 bytes. These 

computers could also provide accommodation 6.4 × 

1018 instructions per second. However, the computing 

volume of general-purpose computers increases 

annually at a rate of 58%. In computational sciences, 

Big Data is a weighty issue that requires serious 
attention. Thus far, the indispensable landscapes of 

Big Data have not been unified. Furthermore, Big 

Data cannot be procedure using existing technologies 

and methods. Therefore the generation of incalculable 

data by the fields of science, business, and society is a 

global problem. With respect to data analytics, for 

example, procedures and average tools have not been 

planned to explore and analyze large datasets. As a 

result, associations come across early challenges in 

creating, managing, and manipulating large datasets. 

Systems of data duplication have also displayed some 

security weaknesses with respect to the creation of 

multiple copies, data governance, and policy. These 

policies define the data that are accumulate analyzed, 

and accessed. They also determine the weight of these 

data. To process shapeless data sources in Big Data 

projects, concerns regarding the scalability, low 

latency, and performance of data road and rail 

networks and their data centers must be addressed. In 

the IT industry as a whole, the rapid rise of Big Data 

has engendered new issues and challenges with 

respect to data management and analysis. Five 

common issues are volume, variety, velocity, value, 

and complexity according to in this study, there are 

additional issues related to data, such as the fast 

growth of volume, variety, value, management, and 

security. Each issue represents a serious problem of 

technical research that requires discussion. Hence, this 

research proposes a data life cycle that uses the 

technologies and terminologies of Big Data. Future 

research directions in this field are determined based 

on opportunities and several open issues in Big Data 

domination.  This groups the critical issues in Big 

Data into three categories based on the commonality 

of the challenge. 

 

B.  Volume of Big Data 
The volume of Big Data is characteristically large. 

However, it does not require a convinced amount of 

petabytes. The increase in the volume of various data 

records is naturally managed by purchasing additional 

online storage; however, the virtual value of each data 

point decreases in proportion to aspects such as age, 

type, quantity, and richness. Thus, such expenses are 

unreasonable (Doug, 212). The following two 

subsections detail the volume of Big Data in relation 

to the rapid growth of data and the development rate 

of hard disk drives (HDDs). It also examines Big Data 

in the present atmosphere of endeavor and 

technologies.[8] 
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C.  Swift Growth of Data 
 
The data type that increases most speedily is shapeless 

data. This data type is distinguish by “human 

information” such as high-definition videos, movies, 

photos, scientific simulations, financial transactions, 

phone records, genomic datasets, seismic images, 

geospatial maps, e-mail, tweets, Face book data, call-

center conversations, mobile phone calls, website 

clicks, documents, sensor data, telemetry, medical 

records and images, climatology and weather records, 

log files, and text. According to Computer World, 

formless information may account for more than 70% 
to 80%of all data in organizations. These data, which 

mostly originate from social media, constitute 80% of 

the data worldwide and account for 95% of Big Data. 

Currently, 87% of IT managers process unstructured 

data, and this percentage is expected to drop by 47% 

in the near future. Most shapeless data are not 

modeled, are random, and are difficult to analyze. For 

many organizations, appropriate strategies must be 

developed to manage such data. Table 1 describes the 

rapid production of data in various organizations 

further. According to Industrial Development 

Corporation (IDC) and EMC Corporation, the amount 

of data generated in 2020 will be 47 times greater [40 

zetta bytes (ZB)] than in 2009. This rate of increase is 

expected to persist at 55% to 65% annually. To store 

the increased amount of data, HDDs must have large 

storage capacities. Therefore, the following section 

investigates the development rate of HDDs C. 

Development Rate of Hard Disk Drives (HDDs).  

The demand for digital storage is highly elastic. It 

cannot be completely met and is controlled only by 

budgets and management capability and capacity. 

Goda et al. (2002) and discuss the history of storage 

devices, starting with magnetic tapes and disks and 

optical, solid-state, and electromechanical devices. 

Prior to the digital revolution, information was 

predominantly stored in analogue videotapes 

according to the available bits. As of 2007, however, 

most data are stored in HDDs (52%), followed by 

optical storage (28%) and digital tapes (roughly 11%). 

Paper-based storage has dwindled 0.33% in 1986 to 

0.007% in 2007, although its capacity has steadily 

increased (from 8.7 optimally compressed PB to 19.4 

optimally compressed PB). Although the topic of IoT 

security is gaining increasing traction in the 

networking community, we believe that some 

important research challenges related to the field still 

remain substantially unexplored. We summarize and 

discuss the challenges below, hoping that the 

following roadmap will eventually stimulate 

discussion and further research and development in 

the IoT research community at large. 

 

 

 

 
 

VI. RESEARCH CHALLENGES IN 

IOT 

 

A. Toward Secure-by-design IoT Systems 
 

The most important takeaway from the previous 

discussion is that, as yet, IoT security has been so far 

approached in an ad-hoc fashion, where 

countermeasures are not planned for beforehand but 

instead temporary measures (i.e., “patches”) are put in 

place when an attack is discovered. Considering that 

the IoT will work at a scale in the order of billions of 

devices, these patches are not adequate to address the 

need of homogeneous, standard, widely-adopted 

security procedures. Our vision is the following. We 

believe that the complexity and the scale of the IoT 

require the enactment of a novel, holistic approach to 

IoT security, where security is approached in a 
proactive fashion and threats are addressed in a 

scalable and reliable manner. The IoT technology 

landscape of today is too complex and disruptive for 

security to be more than a set of loosely-integrated 

solutions. On the contrary, security must be deeply 

embedded in every stage of the production cycle, from 

product design to development and deployment. Too 

often, security tends to be an afterthought in 

development, and while there are exceptions, in many 

cases economic drivers or lack of awareness of the 

risks cause businesses to push IoT devices to market 

with little regard for their security. For these reasons, 

the concept of security-by-design should be a main 

driving force in future IoT security research. The 

secure-by-design approach to IoT security offers 

several advantages with respect to previous 

paradigms. First, it provides a framework that 

abstracts from the specific security threat and tackles 

classes of problems, rather than a series of specific 

threats. Second, it stimulates IoT system designers to 

be proactive in considering security, and to come up 

with a security design plan that formalizes and 

addresses threats before their device/technology is 

released on the market. Third, it is flexible and 

scalable, since the control and learning modules can 

be designed and implemented both at the device and 

the system level to address different security threats, 

as we will discuss later. Although the secure-by-

design approach provides advantages, it also comes 

with novel and exciting technical challenges. We 

recognize two main research challenges toward the 

implementation of our IoT security framework, which 

are summarized below. 

 

B.  Learning to Detect and Mitigate IoT 

Security Threats. 
 

In every control and learning problem, the inputs and 

the state of the system must be properly modeled and 

formalized. This aspect is significantly challenging in 

the context of the IoT, as devices may generate 

significantly heterogeneous data (i.e., multimedia, 

text, sensory). After modeling states and inputs, it is 
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necessary to design mechanisms able to detect and 

mitigate threats based on the current state and input. 

This implies that the characterization of “good” and 

“bad” states has to be factored into the mechanism 

design. 

 

C. Design of Polymorphic Hardware 

and Software Modules to Enact 

Mitigation 

 
When a threat has been detected, it is necessary to 

enact countermeasures so as to swiftly mitigate the 

effect of the ongoing attack. This critical aspect 

requires the design of hardware and software modules 

able to “polymorphically” adapt to different 

requirements and thus swiftly put in action the 

necessary counterattack strategies. 

 

D.  Existing Work on Machine Learning 

and Software defined Networking for IoT 

Security 
 
Although ML can be considered a mature field, few 

works have applied ML techniques to solve issues 

related to IoT security. Recently, Zhang et al. have 

proposed a framework [18] to detect and mitigate 

cross-layer wireless attacks based on the application of 

Bayesian learning [184]. Specifically, the framework 

establishes a probabilistic relation between an 

hypothesis (i.e., the attack is likely taking place) and 

the supporting evidence (i.e., there are signs of attack 

activities). This allows to update the hypothesis 

dynamically when new evidence is available. 

Therefore, the more evidence is gathered, the more 

accurate is the resulting hypothesis. The authors 

demonstrate through experiments and simulations that 

even small-scale malicious activities can still be 

detected with high confidence, as long as enough 

evidence is accumulated.[6] 

 

 

E.  Explore the Use of Reinforcement 

Learning 

 
An area that is yet to be explored is the opportunity of 

leveraging unsupervised learning to implement secure-

bydesign IoT systems. Specifically, reinforcement 

learning (RL), which is ML inspired by behaviourist 

psychology, deals with how agents ought to take 

actions in an environment so as to maximize a 

cumulative reward. The problem, due to its generality, 

is studied in many other disciplines, such as game 

theory, control theory, operations research, 

information theory, simulation-based optimization, 

multi-agent systems, swarm intelligence, statistics and 

genetic algorithms, among others . The advantage of 

RL for the IoT context is that there is no need for 

training or datasets, as the nodes can learn by 

themselves what is the right strategy to achieve the 

maximum reward according to the current state. 

 

 
 

 

 

 

 

 

 
Fig:2 An IOT Analytics system with Matlab 

 

F. Blockchain for Decentralized IoT 

Security 
 

Although being originally designed to store and 

validate cryptocurrency transactions, the blockchain 

has recently attracted much in the IoT networking 

research community to address scalability and security 

problems.The blockchain technology relies on 

decentralized, and thus scalable, consensus 

mechanisms that check, verify and store transactions 

in the blockchain while guaranteeing protection 

against data tampering attacks. 

 

 VII. CONCLUSION 
 
The IoT is revolutionizing the world around us by 

empowering every device, object and person to be 

connected to the Internet. With such massive presence 

of interconnected things deployed all around us, and in 

some cases inside us, the IoT offers exciting yet 

significant security research challenges that need to be 

addressed in the upcoming years. In this paper, we 

have provided our novel perspective on the issue of 

IoT security, which is based on a unique mixture of 

the notions of security-by-design, polymorphism, and 

software-defined networking. We have categorized 

and summarized the relevant state-of-the-art research, 

and proposed a roadmap of future research issues. We 

hope that this work will inspire fellow researchers to 

investigate topics pertaining to IoT security and keep 

on the race for a more secure technological world. 
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